Computer Security Symposium 2016
11 - 13 October 2016

tXFa)TFTaA4 VT METXEZENE LA-EMHE Web

H44 NEREY 2T LDIRE
=ZE WIS R E2 B B2 U0 5232 AR KoR?

BE :EE, FI347 - N1 - X —RNREP T 4 vV IRBRY, WEA Web 31 b R OEE
Web ¥ b CEMEY 1 1) Z#H U7z Web A BIKCERIZ X B HEVEIML TWB. Y1 N—BUEOfETIZ
X, X DEBINTWSIEE T TITITMA, JavaScript ® HIML 2 ¥ DY — 23— RP< LY x
T DN ENBETH Y, ITNSWRRT — X EENRTHEN L, ITERERAET 272005 HH
& B EENBRETH S,

AR TE, MEBETY IV EHAWEZF—7— NREBETEEY 1 FOEMZME L, URL A¥ v v OfEHR
DOEMY A MDY — A3 — R~V Y = 7 QBT 247\, I RORR & EES 1 Mo
FNBEEDOHDI— ROV T A2F Y EREITD VAT LRRET S, AT, F—U—FHREKIZLD
M- B 1 Melie URL A% v VOREZHET S

F—I—K:MWS, BMEWeb ¥~ NI4T - N - Xyvua—N, 74907

Proposal of malignant Website discovery system for security incident

analysis support
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Abstract: The damage caused by Web-based attacks (e.g., drive-by download attacks and phishing attacks)
using defacing Websites and spoofed Websites has increased. In addition to the conventional communication
traffic log analysis, the analysis of malware and source code (e.g., Javascript and HTML) is needed in order
to analyze cyber attacks. To proceed with the analysis of the big data efficiently, computer support is needed.
In this research, we propose the system to support the analysis of security incident. In our proposed system,
the candidate list of malignant sites is searched by the keyword search using the search engine. Next the
candidate list of malignant sites is scanned using the URL scan site and the dynamic analysis of malware
and source code is conducted. The signature code of malignant sites is created by the dynamic analysis. In
this paper, we show the candidate list of malignant sites which is searched by the keyword search and the
results of the URL scan of the list.
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