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Implementation and Evaluation of Phishing Site Detection
Method Using Image Local Features
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Abstract: Recent years, to mimic online banks and original sites of shops, phishing sites to steal
personal information have become a problem. Phishing sites have a feature that mimics original
sites with similar design or the same design to fool users. In this paper, we have proposed and
have implemented a method for determining the fishing by creating an image database of partially
common designs of fishing sites and the authentic sites and calculate the image local features of
captured image and database image of accessed site. A result, the phishing sites can be correctly
detected in 88.5 % of accuracy, to confirm the validity of the proposed method.
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Fig. 3 Flowchart of proposed method
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Fig. 4 Image of common design image database
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Fig. 5 Image view of image matching by local features
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