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A Malicious Web Site Detection Technique using Link Structure
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Abstract: Threat of malicious websites has become a serious security problem since browsing the malicious websites causes
malware infection epidemically. Attackers frequently updates their website and can generate unknown malicious websites newly.
It is, therefore, difficult to prevent from the infection. By assuming that there exists affinity between the link structures of
malicious websites, this paper proposes a new technique to detect malicious websites using the link structure. The proposed
method can detect unknown malicious websites by a supervised learning using the neural network. The experiment results show

that the detection rate of malicious web site is 0.82 for real link structure data obtained in July 2016.
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