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Content Protection Mechanism Based on Media Framework and
an Implementation for Autonomous Information Container

TAKEHITO ABE,! NOBUROU TANIGUCHI,* KUNIHIRO MORIGA,t
OSAMU SHIONOIRIt and NORIHIKO SAKURAIft

Recently, there are emerging needs for technology to protect valuable digital content from
unfair use in networked information sharing environment. In this paper, we propose a mech-
anism for content protection based on media framework (MF). We discuss features of MF
and define an abstract model of it. Then we analyze the model and propose several content
protection techniques that exploit extensibility of MF. In addition, we present a method to
apply the techniques for autonomous information container (AIC). Prototype implementa-
tion of AIC supporting MF content protection mechanism showed feasibility of the proposed
method.
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Table 1 Evaluation of content protection techniques.
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Fig.5 Autonomous information container.
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