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An Implementation of Web Tracking Detection System
and An Investigation of Third-party Tracking Sites

YUMEHISA HAGA!  YuTA TakATAZ! MITSUAKI AKIYAMA2 TATSUYA MORI!

Abstract: Web tracking — analyzing user’s behavior on the websites — pose some risks such as breach of pri-
vacy. Websites collect the information called Web Browser Fingerprint to identify the users. In our research,
we developed a system which can detect fingerprinting by dynamic and static analysis of JavaScript and
search tracking sites exhaustively and effectively. Furthermore, we investigated and grouped the third-party
tracking sites which link to multiple websites by using this system, and uniquely quantified the potential risk
of web tracking. As a result, we found that most of anti-tracking tools cannot defense fingerprinting and a
major tracking site links with about a half of popular websites.

Keywords: Web Tracking, Web Browser Fingerprint
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