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An Efficient Equi-join Algorithm for Secure Computation and
Its Implementation toward Secure Comprehensive Analyses of
Users’ Attribute and History Information
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Abstract: We propose an efficient multi-party computation algorithm for joining two tables which one table
has unique keys like attribute information and the other has non-unique keys like history information. The
algorithm enables us to analyze history information, which are increasing by currents of Big-Data and IoT,
joined to attribute information securely. There are existing algorithms only for tables which both tables have
unique keys and for tables which both tables have non-unique keys, therefore when only one table has have
non-unique keys, one should apply the latter algorithms, and these costs O(knlogn) communication cost
with the parameter & is the number of maximum duplication of keys and n is the number of rows of the ta-
bles, while proposed algorithm improves it to O(nlogn). The improvement is significant since the parameter
k is typically uncertain and in addition, it increases as a period of history becomes long. Furthermore, we
implemented the proposed algorithm and show that our implementation of it is one thousand times faster
than an existing combination of an algorithm and an implementation, and ours can process the joining of
tables which have 10 millions of rows in a realistic time.
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Fig. 1 An example of an equi-join on two tables.
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Fig. 2 The input and output of the proposed algorithm.
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JLPRRERNE, k=2 D& 67545, k=16 D & =/ 1,000
fEDdoT W5, BETILIY XLIE, HERIIC kAL
REICEEL W, EETIERMO LR LIS
TRET NIV ZLOHBEATHRL D @HZE SR 5.

7, BET LT XLD active EFT VL, 1,000 17D
T — R BT BIPERFEDMERE TV TV X LD passive E
TN EHARTH 71 E#HP>TWED, ThTHRBET

x 2 VEREHIERSR

Table 2 Performance results of the proposed algorithm.

LR ()
178 passive active
1x 102 0.04 0.285
1 x 10* 0.248 0.777
1 x 10° 1.822 5.066
1 x 108 15.132 44.043
1x 107 156.301 441.584

75D passive ET N DADEIEFER 8] KO EHTH 5.
5. BHYIC

ARETIX, T— & ZBE U 7RG T O 94 D LB
B, BEEREBEERO XS IHEE T F—ICEEN
EENDREEEFNRVEEYRISEREET A2MER
TNT) ZALERELU. FEROFHETIE, BEHT HHEE
BOLEREZBHMTHLLEVWSFITRDOE &, RDKE I n
IZH U T O(knlogn) DEEEVPBETH 57208, REF
HI, kDSEERIE W S BIHEDAE T, kIZ& 57 O(nlogn)
DEFRTIITTE 3.

X551, BELETLVITY XAZEEL, LMz R
EdBHZ LT, 1,000 H{TORFLTE LB A]EED DAT
st KL THE L% 1,000 (8 HETHBDZ L 2R LT,

SE X

[1]  Ben-Or, M., Goldwasser, S. and Wigderson, A.: Com-
pleteness theorems for non-cryptographic fault-tolerant
distributed computation, Proceedings of the twenti-
eth annual ACM symposium on Theory of computing,
ACM, pp. 1-10 (1988).

[2] Bogdanov, D., Laur, S. and Willemson, J.: Sharemind:
A framework for fast privacy-preserving computations,
European Symposium on Research in Computer Secu-
rity, Springer, pp. 192-206 (2008).

[3] Burkhart, M., Strasser, M., Many, D. and Dimitropou-
los, X.: SEPIA: Privacy-preserving aggregation of multi-
domain network events and statistics, Proceedings of the
19th USENIX Security Symposium, pp. 223-239 (2010).

[4] Damgard, L., Fitzi, M., Kiltz, E., Nielsen, J. B. and Toft,
T.: Unconditionally secure constant-rounds multi-party
computation for equality, comparison, bits and exponen-
tiation, Theory of Cryptography Conference, Springer,
pp. 285-304 (2006).

[5]  Ikarashi, D., Kikuchi, R., Hamada, K. and Chida, K.:
Actively Private and Correct MPC Scheme in ¢t < n/2
from Passively Secure Schemes with Small Overhead,
Cryptology ePrint Archive, Report 2014/304 (2014).

[6] Ito, M., Saito, A. and Nishizeki, T.: Secret sharing
scheme realizing general access structure, FElectronics
and Communications in Japan (Part III: Fundamen-
tal Electronic Science), Vol. 72, No. 9, pp. 56-64 (1989).

[7] Laur, S., Talviste, R. and Willemson, J.: From obliv-
ious AES to efficient and secure database join in the
multiparty setting, International Conference on Applied
Cryptography and Network Security, Springer, pp. 84—
101 (2013).

— 1077 —



(10]

(1]

(12]

(13]

(14]

ower ‘Proposed algonthm‘ on our |mplementat=on (passive) %
Proposed algorithm on our implementation (active) —K— 1
Existing algorithm benchmarked in [8] (passive, k=2)
1000 - Existing algorithm benchmarked in [8] (passive, k=16) ]
]
100 ol
@ A
() ,,/"/
£ e
S 10 /,/" -
g ¥
x
1 S
e
0.1
Faster ‘ — ‘ ‘ ‘ — % —
1000 10000 100000 1x10 1x10

Number of rows

3 JefTirsE & OMERELLE

Fig. 3 Performance comparisons between our implementation and existing work.
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