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A Study for WAF signature generation for exploit
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Abstract. Web Application Firewall (WAF) is effective for attacks on vulnerabilities in web server software. In recent years,
there is a need for a system of automatic signature generation. In this study, we use the morphological analysis and Longest
Common Subsequence (LCS) against attack codes to extract the features of the string that exploit vulnerabilities. As a result, we
success to generate signatures which can detect another attack codes that exploit the same vulnerability other than the attack
codes that were used to create the signatures. Furthermore, we can show that it is possible to automatically extract another attack
codes that exploit same vulnerabilities from the Web space by applying the present method.
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