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Overview of Research Data Set '"Behavior Observable System 2016"
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Abstract: Under the analysis of malware, mainly it focuses on the functions and behaviors of malware itself such as C&C server
connection, information leak, backdoor and etc. The analysis of malware does not include the viewpoint of actions of threat
actors. But under the targeted attack such as APT, we should focus on the actions of threat actor and attribution, too. In this paper,
firstly we will describe the overview of our research data set "BOS_2016" for the countermeasures of targeted attack age.
Secondly, we will introduce the typical case of targeted attack in BOS_2016.
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# 1 BITEEHELI 2016(BOS_2016) DL F 41

# L S ] ~ U =T R4 HEAT
PH 4 T iy

€04 | 2015/08/06 | 2015/08/20 | BKDR_EMDIVI.MSB 7
el2 | 2016/02/12 | 2016/02/16 | BKDR_EMDIVILL 5
€20 | 2016/02/15 | 2016/02/18 | TROJ_PLUGX.AYM 5
e43 | 2016/02/12 | 2016/02/16 | TROJ_EMDIVLAE 1
€70 | 2016/02/15 | 2016/02/18 | BKDR_PLUGX.DUKOA 4
e435 | 2016/03/28 | 2016/03/30 | BKDR_PLUGX.DUKOQ 4
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ZNE TO BOS_2014~BOS_2015 TIX, WIENEEL,
A — NG, C2 0 — N OBENIEA L%, B
BLINBR R CHUORFE T X 168 & B C X 7255 0 2 GET
BT REHIERT—4 1y & LTEZOIZhTA
Vo= g VEEPTIENTETND.

(1) Case ¢04

A EICISWT, Ny FU—2 TO—HOR
EEE A B L7 E B TH D (F 3).
o A NP —NROTHU L KERRY— RIFHROGH

D712, PowerShell Z i H L T2 MUIZKHERH 5.

(2) Case el2, €20

BRI BIC W, Ny b= Ty o =7
DIEEAZBIAA L, C2 h—/NE D TCP a7 ¥ = V&L
T&X72, HTTP O A7 — & A2 — R 403(Forbidden),
404(Not Found), 503(Service Unavailable)7¢ & C, C2 #—3
& OB VRS L2 WEFITH D .
(3) Case €70, e435

AR BEICISWT, Ny FUV—7 Tv o =7
MEE ZBAE L, TCP SYN /X7 v & RT3 523, M &
DTCP AXT v a  ZMLTERVFEFTHS.

#% 3 : Case e04 <BIHIFL >

Date  Time Observable event
8/6  20:43 IR{K(.exe)EElT. CRCH—/\LDIEHNHEL.
8/7  10:43 powershellDET
powershell IEX (New-Object Net.WebClient).
DownloadString(‘https://raw.githubusercontent.
com/sakuramana/testpro/master/pass.ps1‘);[Program]::Ru
n()
10:43 ass.psi >O—R
10:43 pass.ps1DE{T
14:08  taskkill DZEITHREY (taskkill /pid 2492 /f)
hostA%2A42928&18&dGFza2tpbGwgL3BpZCAyNDkylCO9m 30
X TOERIDHE->TLSIzs. JTOtRZIEET
14:19  taskkillDZEAT (taskkill /pid 4292 /f)
hostA%2A42928&1&dGFza2tpbGwgL3BpZCAOMjkylCO9m 54
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IRT VA RN TEHETE S(IX 2, K 3)E, TEA
WETTEE 4(4 4, 5)& O TIE, TCP SYN /%7 v bk
HEIA O S e@EN R H 5. EITHE 4 04, %
HEIENS C2 h—NEREARETHD. —J, HEITHE S
DA, R C2 — L OBBITH D03, &
HEIG DD C2 — NERE LI V.
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ZREREIC A TH, TCP SYN 237 v FEEHEIS &[RRI,
HETTEE 51X 6, 7) & HEATRE 41X 8, 9)& TIZH B2
REVWHRRELND.

2016/2/16 I

2016/2/15 IR ||

2016/2/14

2016/2/13 | B |

2016/2/12 F == i Il | .
0% 20% 40% 60% 80% 100%

m***.79.197.250:80
m***.76.86.155:80
W **%*.79,197.200:80
m*** 107.5.80:80

m*¥*%.20.139.156:80

W H**.245.222.249:80

W **%.77.62.95:80
m***213.168.19:80
**%,254.142.32:80
W ¥*%,59,139.27:80
WH**.76,4.147:443

W ¥*¥ 32.241.24:80
m¥¥%.221.29.30:80
B *¥*%,99,125,55:80
m***.174.67.69:80
m*¥**.213.171.51:80
W ¥**.32.241.27:80
W **%.79,197.203:80
W ¥¥* 254,120.23:80
W ¥**.32.241.16:80
**%.59.160.60:443

m k¥ 56.81.119:80

m k% 76.0.63:80

W **%.107.4.50:80

Wk 174.67.72:80
*%%.221.29.189:80
**%.69.197.70:80

W kH% 177.240.16:80

mFk* 254.120.31:80
**% 55.44.82:80
**%.75.169.73:80

2 : TCP SYN /37 v FiEHEIE(Case e12, HETE 5)

2016/2/18 NN I .
2016/2/17 | I
2016/2/16 [ I .

2016/2/15 [ N !

0% 20% 40% 60%

m*** 58,221.163:443

W **%.79,23.158:80
m*¥**.213.171.8:80
W **% 58.221.163:80
m*¥*%.59,139.27:80
m¥*¥ 32.241.25:80
W *¥**.44,155.27:80

m **%,107.4.50:80
m***.104.138.32:80
W ***.36,102.106:80
W *¥*%,58.,221.174:80
m*¥%.81.81.137:80
m k¥ 32.241.48:80
W *¥** 55,44.82:80

[yl
80% 100%

W **%.48.12.76:80

m***.113.237.189:80

m**%*.40,41.17:80

B **%,59,133.163:80
**%,118.6.83:80
**%.4.92.8:80

3: TCPSYN /37 v k&I (Case €20, H#EITHEE 5)

2016/2/16 IR T E——
2016/2/15 | N s —

0% 20% 40% 60%

W **%*,106.20.192:80
m***.208.153.9:80

B ***.106.20.192:443
W **%,106.253.18:80

W **%*.106.149.145:443

m***.107.4.50:80

W k¥ 58,221.163:80

W ¥¥%,29,145.9:80
**%.76.4.147:443

m***.59,133.163:80

W ¥ 254.120.31:80

4 : TCPSYN /3% v b ik HEI £ (Case €70,

W *¥**.21,181.152:80

W *¥*¥%.208.153.9:443

W **¥%,106.149.145:80

W *¥*%,106.253.18:443

W *¥**.44.155.27:80

m*¥*¥%.79,227.90:80

m¥¥* 55.44.82:80

W *¥¥%,18,17.135:80

W *¥*%.75,169.48:80
*%%,40.42.30:80

W *¥¥%106.149.145:443

80% 100%

WK% .21,181.152:443
m***.165.83.176:80
m***165.83.176:443
W ¥% 58,221.163:443
**%,58.221.174:80
*%%.58.221.195:443
W ***.44,149.163:80
W **%,104.139.122:80
*%%,59.139.27:80
*%%.254.135.42:443
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2016/

2016/

| *¥*¥* 24,93.253:80
W***,118.116.157:80
W **%.118.124.234:80
W *%%,129.243.248:80
B *¥*%,235,46.249:80
W *¥¥%,65.217.9:80

W *%%,40.41.8:80

B 5: TCPSYN /37 v bk H#EIA (Case e435,

o = N W
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o= N WA WU

212

20

200
15
10

5

o O o o

200

-
OU‘I
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330 I —
3729 | —
3728

0% 20% 40% 60% 80% 100%
W ***.24,93,253:443
m***.221.29.30:80
W***.12,152.20:80
W***174.67.72:80
B **%.246.56.34:80
m**%,107.4.50:80

B **%,55.44.82:80

m***.213.168.10:80

W **%.79,197.203:80

W ***122.51.8:80

W *¥**.213.168.24:80
*%%.43.203.255:80
*%%.254.120.31:80
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o
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6 00
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615
618
621
7 00
703
706
709
712
715
718
721
8 00
803
806
809
812

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20.
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©
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Eport 443

6 : TCP SYN /3% v k&4 (Case el2,

215
218
221
300
303
306
309
312
315
318
321
400
403
406
409
412
415
418
421
512
515
518
521
6 00
603
6 06
609
612

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20.
20

Eport 80 Bport 443

7 : TCP SYN /37 v bk 4 (Case €20, HEITEE S)

-

519—
3
5
7
9
1
3
1
3
5
7
9
1
3
5
7
9

521-==

523
72
7 2
80
8 0.
8 0!
80

7
7
7
7
7
-18 0
8
8

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
2016-02-
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

Eport 80 BEport 443

% 8 : TCP SYN /3% v b % (Case 70, HETTEE 4)
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Eport 80 MEport 443

: TCP SYN /377 v b k8 (Case e435, HETTE 4)

BOS 2016 2o, #stHT —# v FOBRERK#HRE LT,
MIRETHIOIP 7 RLAZMRLLTHDER, EZETH
MLIERERERALTEBLS ERVLODE, IERICHEZ-T
DORkFE 72 ETH B
4. BHYIC

ARG TIL, B ANV EEBEREY — LV EEHRAEET-M
BNF Y bT— 7 ~DREFEITE &2 8@ L 7= 8175 mhE )
BOS(Behavior Observable System) & % OAFEHT — & & v
b~ TEYETEENELI 2016 (BOS_2016)] ([ OWTHE LT

ﬁ%%?—&tybF@%%ﬁﬁM2M6®03mmM

, WEE OATEHVELIN 3 U 7oA S — IR IS @ AT & 3t

C,W%%@YFJE:—VHV:%ELKT—&ty%
THD. THRTHRENEH] 2016 (BOS_2016)) TlE, HEELT
B COREAT & LT, ENRIRIZENT, Mk
Xy bU—7 TO—#HOREFEIEB 2B L2 FF 7210 Ti
72, AT &0 D BHOTEEhBLINIC 351 5 BTGB D A
BAEDOKSGEFRT, EATBR OIS Ul 56523 A
T3,

L% OBEL, AT —2 %> b TBRREER &
LT, SETEOEGILT Y, A N—WRIZEHT 5%
BT — 2 ~N— 2 LEE LT TEIRTR SV oHEtE A
ML TVW&E N EEZTNAS,

wE

RBFTEITR B EAEFHE T A =BT - D7
IVEBRGHE OREEBROFEA] TEBLIEDOTHS. K
MREHED DD T > THIRIF L1 2 THN RS
ALICTR S BETH L BT 5.
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