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A study on effectiveness of network attack using analysis of eigenvalues

Ayuwmi IsHIMARU! HIDEMA TANAKA!

Abstract: Network communication is based on IP packets which are standardized by international orga-
nization. Therefore, Network attack does not function without following the standardized manner. Hence,
Network attack also leaks adversaries’ information in their IP packets. In previous studies, malicious topology
maps are derived using these IP packet informations. And the effectiveness of Network attack is evaluated by
increasement in eigenvalue of topology matrix (Adjacency matrix and Laplacian matrix). However, previous
method does not consider security level of each node. In this paper, we propose the solution to this problem
and the improvement of previous method using Total Accessibility matrix.
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