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SSH honeypot based on Linux container technology

Kenta Yamamoto™ Taiichi Saito'?

Abstract: Honeypot is a computer system that works as a decoy to lure attackers for observing their behavior and analyzing
their attack techniques. Many of existing honeypots emulate partial functions of real servers such as HTTP servers, FTP servers
and SSH servers. However, because the honeypots restrict attackers’ actions, they are can be easily detected and cannot collect
sufficient attackers’ footprints. In this paper, we propose a new honeypot system that provides an environment close to real server

by using Linux container technology.
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echo 'shopt -s histappend’ >> /home/$username/.bash_profile
echo ‘PROMPT_COMMAND="history -a;
$PROMPT_COMMAND" >> /home/$username/.bash_profile
echo 'set -0 history' >> /home/$username/.bash_profile
echo 'HISTFILE=/home/$username/.bash_history' >>
/home/$username/.bash_profile
su - $username -c “bash -c ‘exit"
[ $? -eq 0 ] && echo "created user" || echo "failed"
fi
else
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exit 2
fi
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RUN apt-get update && apt-get -y upgrade
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build-essential python-pip nano wget curl libssl-dev libffi-dev
RUN apt-get clean
RUN pip install twisted pam cryptography setproctitle
ADD src/pot/sshserver.py /root/.s.py
ADD src/pot/adduser.sh /root/.a.sh
RUN chmod 500 /root/.s.py && chmod 500 /root/.a.sh
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2016-08-04 00:00:00+0000 [-] USERNAME: ubuntu

2016-08-04 00:00:00+0000 [-] PASSWORD: 12345

2016-08-04 00:00:00+0000 [-] Start counting down

2016-08-04 00:00:00+0000 [SSHService ssh-userauth on
SSHServerTransport,0,203.0.113.11] admin authenticated with
password

2016-08-04 00:00:00+0000 [SSHService ssh-userauth on
SSHServerTransport,0,203.0.113.11] starting service ssh-connection

2016-08-04 00:00:01+0000 [SSHService ssh-connection on
SSHServerTransport, 0, 203.0.113.11] got channel session request

2016-08-04 00:00:01+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,0,203.0.113.11] channel
open

2016-08-04 00:00:01+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,0,203.0.113.11] pty request:
xterm (40, 130, 1040, 720)

2016-08-04 00:00:01+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,0,203.0.113.11] getting shell

2016-08-04 00:00:33+0000 [-] exitCode: O

2016-08-04 00:00:33+0000 [-] sending request exit-status

2016-08-04 00:00:33+0000 [-] sending close 0

21— [ 4. docker logs =~ > R AHIO
(IP 7 K L A1 Documentation Address Block % it )
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2016-07-28 08:01:08+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20] channel
open

2016-07-28 08:01:08+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20]
executing command “cat /proc/version”

av REZOHN BT O ENTED.

UFDo=a—FK 8 Tit, BALERENS N=—&K> T
HDHNEHIWT 5 “echo -n test” (2 X AME A FE L T
%. “echo-ntest” #%EfTL, ZOHN%E RS Z LT Kippo

N=—Ry NEETH DL E D 0B ¢& 5. Kippo T
iZecho 2~ FOTI 2L — FBRRFEETHY, “echo -n
test” ZEITTHE, A7V a lEEAT “ntest” A
J1&Db. Linl, AR TRELE SSH —/3—|X echo
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z1— [ 5. docker logs == > R H F1451@

(IP 7 K L A% Documentation Address Block % fifi H)
I— R5 OB 7BV, SSH T — R—RNIEEN D “cat
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BEIZ72 5.

# docker diff e0a95¢c7d9d52

C /home

A /home/admin

A /home/admin/.bash_history
A /home/admin/.bash_logout
A lhome/admin/.bash_profile
A lhome/admin/.bashrc

A /home/admin/.profile

A /home/admin/script.sh

D /home/admin/dummy.txt
C /var

C /var/log

C /var/log/faillog

C /var/log/lastlog
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2016-07-28 08:01:07+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20]
executing command “echo -n test"

2016-07-28 08:01:07+0000 [-] sending eof

2016-07-28 08:01:07+0000 [-] exitCode: 0

2016-07-28 08:01:07+0000 [-] sending request exit-status

2016-07-28 08:01:07+0000 [-] sending close 0

2016-07-28 08:01:08+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20] remote
close

2016-07-28 08:01:08+0000 [SSHChannel session (0) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20] shell
closed

2016-07-28 08:01:08+0000 [SSHService ssh-connection on
SSHServerTransport,10,203.0.113.20] got channel session request

2016-07-28 08:01:08+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20] channel
open

2016-07-28 08:01:08+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,10,203.0.113.20]
executing command "cat /proc/version"

2016-07-28 08:01:13+0000 [SSHService ssh-connection on
SSHServerTransport,11,203.0.113.20] got channel session request

2016-07-28 08:01:13+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,11,203.0.113.20] channel
open

2016-07-28 08:01:14+0000 [SSHChannel session (1) on SSHService
ssh-connection on SSHServerTransport,11,203.0.113.20]
executing command "cat >/tmp/.xs/daemon.armv4l.mod"

# docker cp e0a95¢7d9d52:/home/admin/script.sh script.sh
#ls
script.sh

22— K 7. docker cp =~ > KO 5

Shell (pty) %2R L7=KE D =~ REHEIL bash history
MNH&ESND. F£7-, bashrc <°.bash_profile PN C script =~
YREAWSLZEThbavr el ERbZ ENTE D,
bash history Ti%, =~ %34T L7 Unix Kffi] & 97 =
<~ REFFRT D LM TE D8, script 2~ o R TIEFELT

Z— [ 8. docker logs ==~ > R AHI@
(IP 7 K L 2% Documentation Address Block % i )

6. BhYIC

AFETIE, Linuk 27 F%2FH L7 SSH A =—FRy FD
#ZE% L7~ Linux = > 7 7% 0S L-ULRAE LDl T,
T ANVAT AORHERa Y Ea—%—1 YV — 2Dl
ZITHZ LN T&E S, Docker 5 Z L TTFOHAELE
Linux 7 7 A VY AT L%, ar7F e UCRE), HEN
BHAT2%. Docker & i iz = v 7 FHiffrig, BEEIC
VAT ANSORAETT L2 o —n—%iE
AT 2I3ETH 5. Linux =227 F3@EF O Linux 73
AT R T AL RIEOHRELREILTE S, Linux 22
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TF&EFA L SSH ~N=—K v biX, #ED Kippo =
Cowrie D K 9 72558 SSH N=—®F v h XV L FIZH
FE RIS, BEb SN2 ¢, FEICK
LHEOERNEIC S AR FEICRVED Z E03HIFT
5.

HilfE L7z SSH "=—ARy ML IP T RLADIE, =—3
— % ERAT— ROEE, 2= FOREEE, 77 A Lok
728 SSH N =—Ry & L THEARNRERE AT 5. &
5z, HI{EL 7 SSH /~=—7 v FZiE Kippo <> Cowrie @
X O e KKIFER SSH N=—K v F EIXRR Y, EEO
Linux Y A7 ATREEIN TV Ea~wr FEHS 2N T
EDLEVORBAR D, WEENBALLZVAT AR N=
—R > FTh D EW S HW G IEIZ Kippo D echo =< o K
R ULIHRER D P, AFRIEEO Linux =27 %)
FAL7= SSH ~=— v FiZ echo ZFH L7=EE TV ik
FDZENTEDLLENI ZENNETE IR MEbho
7-.

7. BEIH

1. Kippo,
https://github.com/desaster/kippo
Cowrie,
https://github.com/micheloosterhof/cowrie
Honeyd,
http://www.honeyd.org
Dionaea,
https://github.com/rep/dionaea

2. Hwan-Seok Yang, (2015), A study on attack information
collection using virtualization technology

3. mrschyte/dockerpot: A docker based honeypot.,
https://github.com/mrschyte/dockerpot
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