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An Enhanced Sslstrip Attack aginst HTTPS with HSTS
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Abstract: The sslstrip attack proposed by Marlinspike is known as a man-in-the-middle attack against
HTTPS. The sslstrip attack eavesdrops on confidential communications by replacing HTTPS connection
with HTTP connection between the user and the attacker. It is known that this attack is prevented by
HTTP Strict Transport Security (HSTS). This paper proposes an enhanced sslstrip attack aginst HT'TPS
with HSTS. Even if the server takes countermeasures of the sslstrip attack by HSTS, the proposed attack
can eavesdrop on confidential communication. This paper also discusses the countermeasures against the
proposed attack.
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<html>

<head>

</head>

<body>

WELCOME PAGE!

<a href="https://login.example.com/login.html">login!</a>
</body>

</html>

1 Y= by FR=Y D : example.com/index.html D —
Ad— K
Fig. 1 Example of server’s top page: source code of exam-

ple.com/index.html.

<html>

<head>

</head>

<body>

Login Page!

<form action="https://login.example.com/user.php" method
="post">

ID <input type="text" name="id" value=""><br>

PASSWORD <input type="password" name="password" value=
"><br>
<input type="
</form>
</body>
</html>

submit" value="send"><br>

2 Y—nNous 4 vR_R—IDHl: login.example.com /login.html
DY —AaA—F
Fig. 2 Example of server’s login page: Source code of lo-

gin.example.com/login.html.

<html>

<head>

</head>

<body>

<?php
$id = $_POST[’id’];
printf("id:$id’s page<br>");

7>

</body>

</html>

3 Y—NDOaA—F =YD} : login.example.com /user.php O
V—Z3a—N
Fig. 3 Example of server’s user page: Source code of lo-

gin.example.com/user.php.
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HTTPS connection)

2.2 Sslstrip EIC & 2 HEH|

Z 2T, BOREFEOHIZFIHT 572012, sslstrip
B2z & 2 BRI IR BUR ) % R,

Y—NE, HITP i TY 7 2 AZEHR—TYD K X
A > LT example.com, HTTPS ##iTT7 7 A X &5
R—=VDKAA & LT login.example.com ZF|fH L T
Wb Eed5, A=W, A UR=VIITIRATEHL
&1, £3 http://example.com iZT7 7 AL, TDR—
YMIZH B https://login.example.com ~D Y ¥ 7 % Fi|
HTpZlTuIA VY R=VILB BT S. £z, ¥—10D
7 £ 7 — 7% index.html, login.html, user.php ® 3
77 AIVTHEEINTWEBDLET S, 22T, 771V
index.html |, HTTP £ THF X4, login.html ~D
HTTPS ##iD V) v 7 22 R=IVTHhb. ZOR=IYD
V—A%K 11Z/R"F. 774 login.html i, HTTPS
EhicHfEsh, 2—¥HID L XAT—-FE2ANTS
TA—L%Eb, ANINIEWE user.php NiEET 5
R=TUTHE. ZOR=—VDY—A%E 2I/TRF. 7714
)V user.php I&, HTTPS #Efi COE I, —FBAN
L2 ID 2FKR§ER—-VTHS. TOR—IVDY—A%
3ITRT.

(Solid arrows: HTTP connection, Dashed arrows:

£, 2R 10 http://example.com/index.html
72 AL,IDENAT - FREANT B
HIZ “login!” R X V% 7 Vv 7 L, 2 D
https://login.example.com/login.html (2 7 2
AUL7ed 5. I, 2—=¥7 7 1)L login.html HIZ
HBEAATH—LIZID ENAT—FZ2AHL, M3D7 7
1)V user.php IZiEfET 5 &, ASUIERIZ HTTPS #
ek o TSI NREBTH —NIZEFEIND. L
NoT, HEZHBIZLEBT—RXDBHEPRIAIIKNETH
5. A—YPANLEID &RXAT—RffEDY 7T A b
EZTH > 729 — NI, 77 A )V user.php & L AK VA
$5. 774 )user.php b HTTPS £t & > THESAL
NIA—PIZEEINDE. ZOWRRIZE T S sslstrip HE%
41T, MR OEMKEIE HTTP 86, BEARRENI
HTTPS ##i% " 3. 22T, WEHIEZHSH» U PEE
L Ta— Ve —NOfIcFET S LT 5. /2, HE
HIFHEEHBRA ) A M2 HINTERL T2 HDLT 5.

AR T, AITR U2 BOFIEZ AT 5.

9, (1) 2—¥ % http://example.com/index.html
2T 7R AT2DIZV T A MY —NITEET S L,
(2) WBHFITZN 2T —NIZHfkd 5. (3) F—HV 2

—735—



ITZAMINTEVARSALLTT 74 )b index.html
EREEL, 4) TOVARYAZZITE - BRI,
7 7 A )V index.html NiZH 5 “https://” TliF % URL
T®» % “https://login.example.com/login.html” %
“http://login.example.com/login.html” IZ & & #i X
5. ZDrE, WEHEIZI-VFDIP 7 FLALESH
X740 URL A E Mz ) 2 MET 5. 2LT, (5)
WEEHIIE SR 727 7 1)V index. html & 1 —HPIZ3EET
5. RIZ, (6) VARV A%RZITW oz —FNEESHZ S
#17z URL (http://example.com/login.html) (27 7 &
ATBHEODIZV A MEY—NIZEFET L E, (7T) Thi
HREL 2 BOEH L, 22—V DIP 7 FL ALY 7T A MED
URL T® % “http://login.example.com/login.html”
WEEHZY) A PNITFET 5 2 L 2RSS, ZofITiE
%495 URL BVEESHZ Y A MNNICTFET 5728, (8) K
BHEIA-VOYITANREHL, ¥ —/VZ HTTPS
##%i T “https://login.example.com/login.html”
DY IZIZTAMEXRETSE. 9 ¥—A"PNY 7T

Mz d32L AR AL LT 71 )b login.html
ZEEEFEL, 100 OV AKRKY A% ZITH - 72
BEHE, VAKY ZAND “https://” TH £ 2
URL T® % “https://login.example.com/user.php’
% “http://login.example.com/user.php” IZFH S,
A—YDIPT7RLVALEHEESHA %D URL % & #t
ZVAMZBRFT S, (11) HWBEZHSHWMA T 7101
login.html Z 1—HIZEET L. 2L T, (12) 2—¥H
7 74 login.html AD 7 + —LIZID & /SAT— R %
AJ1U http://login.example.com/user.php NV 7 T
ANEREETEE, (13) ZORSEIhTVRNY 7T
b FREL 2R EBEH E LT DID LAY - REAFT
5. oI, WEHIL, a—FDIP T RLVALY 7T M
@D URL T» % “http://login.example.com/user.php”
WESHIV A MNNIFET DI L 2R T 5. 04
TIFFELY T2 URLAEFESHMA Y A MNNITHEET 5720,
(14) KBHF VDOV 7T A N2 HE SR, Y—1NC
HTTPS ##i T2 — VAN LA ID &NAT = R ED
“https://login.example.com/user.php” "D Y 7 T A
FERETS. (15) Y=V ZZZAMIHTEVARY
A& UT7 74 )user.php ZEFT 5L, (16) VARV
A% Z T - 72 8EE N, 7 7 1) user.php WICEH &
ABHDONRND, TOEEA-VITHHkT L. LD
ZOHNEBRYELTWL.

UETRUZHIO X ST, KEZFIZZ-V &5 — M
O HTTP @fE 2 kL 2D, LAKRKYAHNDY ¥ 7D
“https://” Z®T “http://” IZHEHZX, 2—FDIP
TRUVALHEHMZ L URL 2 H SR Y A b e UTHRIFE
5. ZLT, 2—FPEELALV 7T A D2 —-FDIP
TRLZAEY 7T A MEURL BESHZ Y X NN/

TH5EE, TNV T AME HTTPS V7 T A MIAH
LTH—NZRET S, Tk, 2 —F e BERM
HTTP B, WEE LY — M HTTPS ik 5. Z
DFEE, WBHZF I -V P — D HTTP @1 % ik
TEZETEAIPNTIZaA—FDID & NAT—Kig¥D
BEERAEEET 520 TE 5.

3. HSTS IC & % sslstrip E R

2 HiCHIBA U 7= sslstrip W1, HTTPS #5956 & 5
BEINTVWEY 7% HITP #f 35 & S IcESHx,
-V REEEO HTTPS £z HITP #5123 v &
ZABDBETH o7z, ZOHEOXHK L LT HTTP Strict
Transport Security (HSTS) 23516 T\Wa. KT,
HSTS [14] iZDWTHHL, Zh & H\\7z sslstrip BEOD
KSR % R,

3.1 HTTP Strict Transport Security (HSTS)
HSTS [14] 1%, ForceHTTPS [15] % 312 Hodges 512 &>
TIREI N, FFED KA1 U ADOEEH % #HZ HTTPS
Pelelo T 2R TH B, T — D8, REEL 720 R A A 2T
35 HTTPS U 7 T A b DL AFK > AT Strict-Transport-
Security (STS) Ny XZ&BMT 5L, ThEZITRW-727
FUHE, TIVFNIIHZ HSTSHDO R AL Y X b
(HSTS V A M) (DY — "D KA A %87
5. DAL, 2—VRZDORNALUANHTTP #fiL LS &
T2, 7T UYNREIIC HTTPS #ftic ) 0 &2 5.
P— NN HSTS 2R AL TV 5545, WEED HTTPS
Bftd 2 L ICREINTWSY 7 % HTTP ¥#id 5
IO EEWMZ - LTH, 77U YAEEINIIC HTTPS
BRIZATE T 5728 sslstrip EN LT 5.

3.2 XMHpH

2T, 22 {iTRLU K sslstrip BEDHIIZ HSTS %
WHLU, B2 ESLT 6% 5Rd.

2.2 HiOKEIZ HSTS % U7 fil %8 5 125R"9. HSTS
TIRFET B FAA ViX, login.example.com THd. %
ZT, Aa—FD T I IHFMIZ HSTS V X SRS 1, B
IZZFDHIZ R A A~ login.example.com DMRIF I LT
5HDLT 5.

B 50 ()~06) kM 4 L RAKEORAT Y 7%
AT 5. HSTS LXK 20K %2175 &, (6)
I-YARBHEIZLI-oTEEMMAONELY VY
http://login.example.com/login.html ~ND Y 7 T A
FERELESELEEEIL, 2—FDT I F D
HSTS Y A MIZ K A ¥ login.example.com D {ZE(EF
5728, (7) 77 7 ¥HERHINIC HTTPS £t ) 0 # 2
T, “https://login.example.com/login.html” ~DY
JIANEREETS. 8) TDVIZITANEZITH - 72K

— 736 —



1—4

(1) http://example.com/index.htmI~NF7 2R EK

\ 4

WEE

H—/\

(HSTS»} K %)

(2) http://example.com/index.htmIN7 IR ER

AN

(3) index.htmlZL XK R

>

(4) https://login.example.com/login.html%
http://login.example.com/login.htmlIZZ&E
A—HDIPTRFLRAEEERZ-URLE) AMRE

(5) E=# % -index.htmlZL ARV X

6) HsTs e[

C

I 51=OICHTTPSEH) /T Xk

(7) https:/ /login.example.com/login.htmI~N72+X

[ @Y= BiEEBR | <—D—

S
4

5 HSTS % F\\ 7= sslstrip O
Fig. 5 Countermeasures of sslstrip attack by HSTS.
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KZAFEL, URL IZH7ZIZEBIMU 7 “/login/2/” 2 H &
IZURL YA MANDA VT v 7 2K g % URL % R
U, Ako URL 2H 0 3. (15), (16), (17) Tik, X 4
D (14), (15), (16) & FAEKIZ XS IZ 12— & HTTP #{E,
H—Ne HTTPS@#E%1T5. DD Z O EiRDEL
TWwK.

ZDESIT, sslstrip HBIZBITBY Vv I7DESHZIC
MATRAA VHBEEWMZ B LIT&>T, HSTSIZ &
X EE I NZGEICDH, sslstrip WE & FKIZ2—Y &
WEFE%Z HTTP #t, WBE LY —\[Hl% HTTPS £
BAZUDDWBEITS Z 2N TE S, ZORE, HBHIZ
=Nz 2PN TIZZ—HFDID E AT —FD LS4
MEEREEDLZENTE S,

5. REREFEDOEREH

AREITIE, 4HiTIREL 7= sslstrip WE D IR FIED E
FH#PH 2 Mg 5.

2 fii TR U 7z sslstrip WO AP X, = — 3 HSTS
ZRALTHRWY— N2 HTTP 5 CTHS L 72—V
DV IPER—=UER LT HTTPS Bl 21752 TDY
HTHD. BEFED sslstrip WD FH 0 GE 2R 12 5
LCTETHHAMEETHS. —HT, 3ETRLIZEII
HSTS 3R TN T\ 254, sslstrip B8 10w A3 K
THBHN, 4HiTRUZE D ICREFRIGEATRE RS S
5. LTI, =AW HSTS RXDREEZT>TW
SHEEIIN U CTREFEZEHMREAHEZRT. RBETF
HiE, Y—"DHSTS WK x2T> TWBGETH, 4.28iT
RUEESBRa—FRY =N HTTP #8535 KA1~
& HTTPS #t 3 23 KA A UAERZR Y, a—FWHTTP #
BT —NADSHEBLEZR=VADY) VI 5R—=VEK
LT HTTPS B 2175 £ TOGADEHAH L 205, —
T, —NAHSTS Wik%E4iT->THH, 2—YIZHTTP
BRiE 82 NAS v HTTPS #fii ¥ 5 KA A VAH—
Th5HE1E, HSTS Ofifk Ea—H e —NEHoLTo
EEAHTTPS 62 5 - DIREFIEOBEA XN T H
5. [k 2—Y L Y= NEDORTDEEH HTTPS Bt
iR o> TWAEEE, BREFEOEHIIRETH 5.

ZZETIE, B—MoY— it U CTIRETEOEM
ATREZRHIPH 2 AT L7z, AT T, & 0 BUSEMIZ B0
Y —NZHEHL TR ZZR-L, BTENRY — D
HEROY —ADS ) V7 ENTWEIRIIZB T B RET
HEOMATREMN 25835, UTTIE, RENET -0
Y V2% HTTP Bl THUSFIRER R — Y NIZREL TV
LIMBMRDOY — N\DFET 5 & &, WEHRY —NO(E
MNETHTTPS EHIlR> TWTEHBABETH DI L %
R, REFIETI, 428 CRULZ LI, HEEIIE
RO Y — "D HTTP HEf CHE TR R—YHND Y &~
U % WEHD HTTP HERATRER R A1V Th D HENR

Y= NEIFEEROY —NRORRA L vE2ED) v I7IE
EMz 5. TUT, 2—YPREFRICL-TEEHRZS
NV IEMHLTR=-VEBT S, TV IDNR
A A VIZHSTS ORENS RN TH 572, HTTP i TV
JITANDPRERIEEINDG., LIzDoT, WBHIFZ-—V LK
BXEMOME%Z HTTPS #fih 6 HTTP iz h &2
L2 EDAFEE D, BN HRY — N & X EBIRDO Y — N
MRE LU TWIBEGRT —NNADY 2 H, by TR—
VDI BRBBENEIE LU VWHNEZELR—Y TR
Moz UTH, 42/ HRRIZZD by TR=IJIZx LT
EREFEEBOELVEHTLZAHAETHS. 207
b, ~EI-PIPREFHEICIL>THEERZT, TOL X
WY =N HELZR=UZEEIZY V7 2> TR—
VERBEMROIKRTHS, REFEOBVIEBEUEHIZE ST
BB e KT 5 Z AR THB. —HT, 1V &X—
2w b EO2TO HTTP JEFA HTTPS {51272 > T\
2580, BEFERZIANBIINETH S.
UEDZens, REFEOEME@EME, B—H#o
= NIZH U T, sslstrip WEASEH W HEZRIBEITINA T
HSTS Wk #TbNTWTH I —PFHRY — ¢ HITP #
WD RAA e HTTPS i35 N XA A VR 556
ThHb. Zhix, Y= HTTP #k & HTTPS #ki %
EHALULTWAZ L DEEIZYTIEES. £/, HEGEMIC
T olHEERT LY, WBNEY — N 21—V
DOETOEFN HTTPS EfilZ > TWBIEATEH, £0D
P — N RO Y — A HTTP i CHUS AT REZR R —
VHIZBHEBRR Y —NAD) V7 2 REL TWEIEEIRIR
ETRE2EHATRETH S, 1 —F L DilfE%2 HTTPS B
Lo TDATH>TWEY — NN HTTP 82 LT
WBRERBROY —NIZ) v ENTWEZ B LR
<, LHPHIZIREFENEHATRETHD LEZOND.

6. REREFEONR

AT, REXEFEONEHEERT 5.

9, E—MRoY— NIz L B3EICOWTHRET B,
BEFER, 5HTRLZEY -V T —NHOELTOD
WD HTTPS Efi TN 258 IR ATEETH
5. 2T, Y=NPHTTPS EfiDOAZFHTT DLV
MEBREZONE., ZORNEETI &, @EEZI—-TH»5
HTTPS ##i TV 7 T A MDY —NIZEEINL EE XS
N, REFRIZEIDHEZFSZIEMNTES. LrL, Z
DHBEIZBEVWTH YR HITP #HTY J T A b %%
BIaZeNTETHY, ZTOHEIFIRETEIC L K
S ENTELRWI LIZHEENBETHS.

WIZ, HSTS 2R M L 725K 2 Mt 9 5. ETFIET
HSTS # BB REZR D 1d, HITP #kid 52 KA1 v &
HTTPS #6¢3 2 KA A VHEL Y, 22— HTTP #ik
L7zR=VHNDY v 796 _R— V%R LT HTTPS #Efi%
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TO25BETHS. Lzh->T, 5EHiTRLULEZEDIZH—N
AHTTP ##i9 % KA1 & HITPS #5956 KA1 >
WZR—D R A1 v 2FHLUZ ETHSTS (2 & 5% % g
CETHRETERSZIENTES. UL, Z0HAIX
Y — N2 B HTTP AT S inizd, S —n0
£TDEE%R HTTPS MO AH T T 5354 £ IFIEFA—T
HBLEZON, TOLIHEET IR EITEZ I,

ZOficH, HSTS IZ L Bx4KE ML 72 ETR—YND
Vo oDEHE/Z2TRTBHEBEZERZOND. REFED,
“http://” THEZ V) VI 2EBESHBIHRIIL R VAEF]
LT, HSTS 2k WK xEMEL 72 ETR—YNDY v 2o
2T “http://” OBE BV IIZTEHE, TOY YV
ZIXREFETCEES B SN, =R ZDY v P
ZRHAUCHITP EHRTr 272 AL LD 5L, HSTS
WKLo THEINTVE RAL IR LUTIET I 038R
B HTTPS izl b B2 5. Zhickbv, K50
(6)~(8) L HBRDFIVIT /2 D FEREFIRIFLMT 5. UL,
HEMHINTWE O T I FD =T 3 »H HSTS
RIGELTWRWED, AARTIRETOA—FE2ERTF
EhoEH#ETEZ e TERY, £/, 2—FDHSTS Y
AN BWRENHRTE 5L “http://” THEDV V7
WHUTHEVAMIBHRINTWIESIIRAA V2R
25 THENTREL 25720, HRIIBEKNTHS.

WIZ, BECHREIIZ D72 2O RIZ DO W TIRETT 5.
5HITRUZZ & DT, BEWSRY — \DOEEH2T HTTPS
ERIZmoTWwWTH, TOT =N RERROY - D
HTTP iR =y o) v or7InTnd e, DY
VIERFALUTR—VEBERT 21— L WENRO Y — N
DEEITH U TREFHEICIIRENTREE S, FD
&, B—DMMBTONKTIIHEEZFS Z 2ANETH D,
AR =2y b EORTOY = 7T@EIZT B0 HEA N
LA, BARIZIE, A& —%v b O£ ToO HTITP
WE%E HTTPS MEICE S MR BN EZLNE. I
W&, iR U7z B oY —"ToXMELE EL D 21—
PR HITP TV 7T AN EEETEZ 2200wz,
2TOYV I T AN HTTPS i T — NI EE N, 5
BIZREFEENSI LN TE S,

UEDZ s, REFEIIHU CHERZNEEZITIC
i, 1Y &—%v b EOLTO HTTP #&(E% HTTPS &
BlzEEHz, 2—F2AY—A"~NHTTP BT 7T A
FNEEETDZENRLBREIBENDDLEEZONS.

7. FED

ARG T HSTS 12 & B 528 % (A8 A B 75 sslstrip B
DR ZRE U, BEREFHRICLY, Y— "2 HSTS
ZFH U T sslstrip WEONHE%Z L TWTH, HTTP £
TBHRAS L HTTPS ##i9 5 KA A V3, 21—
YR HTTP HEH L 72R—=VADY VI h o R—=VUBRE L

T HTTPS 8t 2 175 JEITIXBEN [ gE & 72 5. K
Tk, REREFIEOMEMAHRP L ZDOBEDOHFKIZDNWT
HEHL .

FEZIIREUBTEE2 T TIZEHEEATDH Y, 5%
R4 IR CRBRZ T VRD S, HIZIREFIEOILRE %2 M
WNITBFETHD. £72, KX TERLUEZARLD HIE
FED ORISR FED SHOMETH 5.
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