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Finding New Malware Samples with the Network Behavior Analysis
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Abstract: An enormous amount of malware samples pose a major threat to recent networked society. An-
tivirus software and intrusion detection system are widely implemented to the hosts and network as a basic
countermeasure. However, it may fail to detect evasive malware. Setting a high priority to new unknown
malware samples is necessary to analyze deeply and take preventive measures. In this paper, we present a
traffic model of malware that achieve to classify network behaviors of malware and to find new unknown mal-
ware samples. Our model consists of malware specific features and general traffic features that are extracted
from packet traces obtained by dynamic analysis of malware. We apply DBSCAN, a kind of unsupervised
learning, to generate the classifier and evaluate our proposal by using large-scale live malware samples. The
results of experiment demonstrate the effectiveness of find new unknown malware samples.
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