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A Study on Information Sharing Support System for Mitigating Risk
of Spear Mail Phishing Attack
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Abstract: Attackers tend to use new computer viruses, 1&X&L, attached files customized for a specificagngation in their
spear mail phishing. Thus, existing mail filterslamtivirus software cannot completely preventshspicious messages. In this
case, organization members who receive the susgio®ssages must evaluate if they are benign agmaat by themselves, and
as a result, “human-side measures” such as prhiragaing or heads-up for internal members areartgmt factors for countering
spear mail phishing. However, existing human-siégasares cannot totally remove the members who tdimdathe suspicious
messages. In addition, checking every incoming agessis very burdensome task for the members indhily tasks and it may
cause their oversight in checking by mistake oinless.

In this paper, we propose a countermeasure sythianprovides suspicious mail reporting and reshi#tring function to share
other members’ awareness with members who do tigerthe suspicious messages by themselves actidinacteristics detection
function with whitelist for the specific organizaii. We also discuss the contributions for mitiggtime risk of spear mail phishing
in the viewpoint related to awareness of suspicinassages.
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