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Proposal of a searchable public-key encryption
secure against keyword guessing attack

TAKANORI SAITO! TORU NAKANISHI!

Abstract: In the searchable encryption, for a ciphertext with keywords, a server can search an encrypted
keyword given by a user. In this paper, we consider a public-key-based searchable encryption, where mul-
tiple users send messages to a single user through a cloud server. However, in the conventional searchable
encryption, there is the server’s attack to guess the searched keyword. In this paper, we propose a secure
public-key-based searchable encryption against the keyword guessing attack. The proposed scheme disables
the server from encrypting by sharing a secret key using a broadcast encryption between the searching user
and the encrypting user. We additionally evaluate its performance on the basis of an implementation.
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