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Analysis of Trends in Anti-virtualization Operations by Malware

YOSHIHIRO OYAMA!

Abstract: Some malware presumes whether it is running in an execution environment created by a virtu-
alization mechanism such as a virtual machine monitor, and if it determines that it is, it terminates the
execution to prevent analysis. The existence of malware that executes such operations (anti-virtualization
operations) is widely known. However, insufficient knowledge has been collected about (1) how much ratio
of current malware in the world executes anti-virtualization operations, (2) what types of anti-virtualization
operations it executes, and (3) how effective they are to prevent analysis. We analyze the FFRI Dataset, a
dataset of dynamic malware analysis results, and clarify the trends in anti-virtualization operations executed
by malware samples collected in 2016.
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Table 1 Signatures detected in many malware samples

Cuckoo Sandbox 0 0O O signature 0 00 gooooooooooo

1 | File has been identified by at least one AntiVirus on VirusTotal as malicious 8243 (100.0%)
2 | Performs some HTTP requests 5332 (64.7%)
3 | Allocates read-write-execute memory (usually to unpack itself) 4615 (56.0%)
4 | Generates some ICMP traffic 4162 (50.5%)
5 | One or more potentially interesting buffers were extracted, ... 2858 (34.7%)
6 | Creates executable files on the filesystem 2214 (26.9%)
7 | One or more of the buffers contains an embedded PE file 2116 (25.7%)
8 | The executable has PE anomalies (could be a false positive) 2006 (24.3%)
9 | Executed a process and injected code into it, probably while unpacking 1486 (18.0%)
10 | Installs itself for autorun at Windows startup 1378 (16.7%)
11 | This executable has a PDB path 1091 (13.2%)
12 | Collects information to fingerprint the system ... 1029 (12.5%)
13 | Code injection with CreateRemoteThread or NtQueueApcThread in a remote process 579  (7.0%)
14 | A process attempted to delay the analysis task. 509 (6.2%)
15 | Checks the version of Bios, possibly for anti-virtualization 443 (5.4%)

02 0O00000O0 signature

Table 2 Signatures of anti-virtualization operations

Signature [ Cuckoo Sandbox 0 0 O signature 0 00 oooooooooooo
generic_bios Checks the version of Bios, possibly for anti-virtualization 443 (5.4%)
vmware_files Detects VMWare through the presence of various files 358 (4.3%)
generic_scsi Detects virtualization software with SCSI Disk Identifier trick(s) 113 (1.4%)
vbox_keys Detects VirtualBox through the presence of a registry key 34 (0.4%)
vbox_files Detects VirtualBox through the presence of a file 29 (0.4%)
vmware _keys Detects VMWare through the presence of a registry key 14 (0.2%)
generic_disk Queries information on disks, possibly for anti-virtualization 11 (0.1%)
generic_services | Enumerates services, possibly for anti-virtualization 7 (0.1%)
generic_firmware | Detects Virtual Machines through their custom firmware 2 (0.02%)
sandboxie Tries to detect Sandboxie 2 (0.02%)
virtualpc Tries to detect VirtualPC 1 (0.01%)
wine Detects the presence of Wine emulator 1 (0.01%)
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Table 3 Signature detection standards (partly abbreviated or simplified)
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Table 4 Number of anti-virtualization signatures detected in

each malware sample
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Table 5 Processes executing an anti-virtualization operation
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virtualization operations

Table 6 Success and failure of API calls related to anti-

Signature O ooooooo ooooooo
generic_bios 1503 345
vmware_files 0 751
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virtualpc 0 1
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