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A preliminary study of dynamic analysis systems for Linux malware
using TOMOYO Linux

Katsuyasu Yoshimura Masaki Hashimoto™ Hidenori Tsuji'! Hidehiko Tanaka!

Abstract: In recent years, the number of new malware is rapidly increasing; over 140 million malwares have been found in
2015. For countermeasures against malwares, it is important to clarify the behavior of malwares by dynamic analysis. However,
dynamic analysis systems so far are mainly for Windows malwares and those for Linux malwares have not been much studied
yet. In this paper, we build a dynamic analysis system using TOMOYO Linux as a sacrificial host running on the virtual
environment. Using the system, we found the process behavior analyzer of TOMOYO Linux can easily observe the behaviors of
malwares and malware behaviors spreading over multiple processes can be easily tracker as well.

Keywords: MWS, Process Behavior, Malware, Dynamic Analysis, Secure OS, TOMOYO Linux, Access Control

TN 2T ~OXNKEE 2D ETIE, TOFEHEHL
WWTBZENEETHY, TOFEO—DIIvLD =T H
BRI N 5. <V U = 7 OBAMRHT CIE, EITERIENT
VT = TR EEICFET L, BEARSCHEHED A E
W+s. KEWR~VL Y =2TEHHN AT LLELT,
CWSandbox[2], Anubis[3], NORMAN Sandbox[4]7} & 235

1. IXL®HIZ

1.1 FROERELEFE

W, FFEDO~ VT = 7 NAIKICHE 2 TEB Y, AVTEST[1]
WL DL 2015 4D 1 AERTZT T 1 {5 4000 HFEZE B X D85
FERFEAINTND., vV =T RY—5 v T 53445

HIEKLTEY, 4 F Tl Windows X% L Li-~/l D =
TRERTH ST, =R LABEL A A S
NTWD Linux X8 L L~ Uo7 AL TN5S.
Z AU, Linux ¥— 30— X OHIZIZEE IP 7 KL AR
BEONEEBRB L TWHEELEL, WEADA 7Tk
L CHIAMMEA SV Z ERER E LTHETF oD, £z,
Linux /X Windows (2T~ /L7 = 7RG —fRH) T2
S22 LG, FAKAYIZ Windows IZHA_TEx =2 U T 1 %
RPEL o TND &, BRTOE/NBA U HF—Fy MZ
BN D ToT MR & 720, Linux ~N— X DRI A SRR AN 2
WML TWAHZ EHHERLLTHETOLND.

Tl fE#E =Y T 0 RERERY
Institute of Information Security

Fons. Lirl, TN6OLT T ERMRITY 2T A
TIE, /vy =7 ZEfE S & B AEATBRBE1X 32 1Z Windows %
HO~T =T HITTHY, Linux 23~/ 0 =T OF)
BIFRNT O AT DIZOW T ZNETIZE A EHRFFSh T
ol

1.2 EEHRR

KH BOWFES][6]1X, OS LY & FALE TEET 2 {48
FHRBEE =& BitVisor WAEHT D72 OYLEIRMEEE Alkanet
I LTS, Alkanet 1%, 7 A F 0S EOTaERXRLR
Ly ROLRITSNAVAT LAa—NLET7 v 7 L, VAT
La—)VOFEE & 51Tz, & OMBREE § o BifS % T HE
LLTWD. ZHICE-T, Vv T OZFEZ L0

— 518 —



WIRATRIREIS 72 0 , 00 DS L2 v AT A a— VBN G,
SHICEKRN e~ LY = T OFBOMM L, LA — b
OMN ERBTFEFRIZOVWTHE LTS, LarLl, 31
fEMT D %81 Windows # L5 /LD = 7 DT, Linux %
A= o =T iFxtge e LTV,

JH D O[T, it x =V T 4 2WMET 5720
DREBEHECTH LT 7B ARKECEALT, TV r—va
Y OFRITIRIL % BB AEERH LW T 7 & A7 Rz 20n
THRELTBY, 2OV AT LAOM& L ERFEEFEML,
N % Linux ETHEIELZ TOMOYO Linux (28T 5 E
fifSEREWE LD, k0T 72 AHI#IE, EXRTH
BT TV r—vartZEnnTI/8ALEIETEH T 7 A
N3 EDBIKDIMABE DRI E - TT 7 & A A& %4k L
TW=., ZDEOT Y r—va OUABRNELOT 7 &
AERBODLZ LI VIERV AT LG 2 BB ET
LZENTE R o, LrLaensd, FELORESK
TIE, 77V =2 a v OFETIRNE, VAT AEREIRFLL
BmS M%7 7 ) r— a v OFEITICE L ETOREL,
TV r—arDa~v s R4 UBIEOERRBEAEROBR
BEEHEOERNOIRL, b OERESIMEICHNS
LKV T VBRI B ERHET D ENTED. Fi,
THMOBAG,HE /TR % — RNV TITH DT, ZRIHK
NI T 7 B AREORK 41T 5 Z &R TED. L,
~ VY = T RN P RE D ORREEL LT,

H AL B DORFFE[9]1E, TOMOYO Linux AW T~</L w7 =7
DERIT 21T, ~ VU =T O at AFHEIEL,
U o 753 &t S ATIT S FIEICOWTIRE L TN 5.
F 72, L LT T TOMOYO Linux (2B W TEF 22U 7
AR VEFRETHL, A—ALTZELEYLVY =T O
a2 ENTE, T/ RRAHEEITY Z LN TE
5. BT, v =T OIRENE IDDIEDH T & TRYR
RaEfET D2 M TELZEERLTWS, LavL, #
ROHBTIEL L TEBOLTEMEDKIEIZ L TV RN

1.3 XHAROEMR

AIFFETIE, ~ VU = TRIEEZFETTOmEARA ML L
TtE¥%=7 0SS ToH D TOMOYO Linux % AV 7= Linux < /L
T = T BT AT LB L, Linux /LY =7 &)
RIMEAT LIS A2 ER Lz, £72, v U7 OFEHDBE
Bro AL AR, T'a 7T LD R/NBEALTH DHGE L~V T
B2 HBEOE WS AT Aa— L L+ 5 LT,
~LY =T OFBEMICHEIEL, BT e AEEET
DEol~nv T (ZERMALT=2T) IZOWVWT bR
Eh BT BEr 6B TE L 2 L ERGET 5.

1.4 ABOEAL

AFETIE, H1ETUDICUR, &2 W CREFEOM
LT, 2B~ A T T 2BWHT 5008 M} L
TOMOYO Linux O EEREIC DWW THAT 5. & 528 3
BT EBRONE LR EZBRRD. REBICHIETE
LD LS BOBEICONTIHRARD.

2. REFEOHE

2.1 BB TOENH

RIFFTIE, ~V 7 =T ZEBOBEBENE, Trs T A
DI/ NENLTH B HEGE L~V Tidie <, IZBEOE WY
AT K= L_L T H LT, v AT =T OEEEN
IR L, OB e ARNEET L LI vy =
7 (ZEA~ LT 2T) LBHTE D RIEZRNTD.

s T MNIEE, VAT ACEBEE 525 X0 I
EIATT HBRCIE, FORAIERMT S 0S oo m s
LAEEORHT “ORFha—L" 5. —Flicix, o
NEBEWTE~NT =T OXEZBRTE 5.

L2 LIEF T, ETRICH-Ry e x4 @i L7y
flo7ev Rk L Ca— RFeEZ AR El—o2oD 7tk
AEERT L2720 ClIFHEZEELERR2WnW T rE 2548
ZTCHEBT2~1r0 =27 (ZERI~LD =7) BT
WD, BIFRIZZERI~NL T =T Th-THiBH A ATRE &
TOLFREERETLHLOTHS.

2.2 TOMOYO Linux & ZDFE#EE

BEFIEIL, EX =27 0S THDH TOMOYO Linux D H &)
R A W L 2 T DV AT AT — L N L — R %
L 5. TOMOYO Linux @ HENF =8 #E L 1%, v A7
LDORLEN LT ET “FIAT HHEIESCT — A& F4TT
27 T, BERT IR AHANEE BEINICNET S
BEETHD.

Linux 72 £ @ UNIX Oifinv & ikte OS TI&, 7 7Y r—
3 VDETICOWVWTHRBHI R FIHIC L VTS, 7Y r—
varvEFETLIIETAET AN forkO)Y AT b a—
MLV HEOBERIE ST n e R EARKL, HRENT
7 u¥ AL execve() AT L=V EIENHTZ LITL o
TEONENRT IV r—aObDIcEEHEDS. K1
TlX, /bin/bash D F ¥ A% fork()> AT b= — /L% FE4T
L, Z2OHEMINT-T 0B AN execve) VAT Aa—/L &
FATTHZ LD, /bindate NFEITEINTNWD. K71

—519—



TAOHAMIERINTNDDIE, FRENRLOTrEAD
FITBETH D, TONEXT e ADOERRKICE 2k
B H EDA, execve)EITOBRICFATLL D & 557
TV r—varora s AwENTHZ I8 B
TEDZENND.

bash [/sbin/init /sbin/agetty /bin/login /bin/bash
/sbin/init /sbin/agetty /bin/login /bin/bash

fork() — bash

v
execve (“/bin/date”)

-

[ /sbin/init /sbin/agetty /bin/login /bin/bash | + [/bin/date

|

| e—— exit()

l

wait()

1 Fus o AETREDOER

Figure 1 Definition program execution history.
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Figure 2 Example of domain transition.
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Figure 3 Example of domain policy.
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Figure 8 Access control of Sample 1.
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Figure 9 Domain Transition of Sample 2.
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Table 2 Organizing of the experimental results.
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