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F—m— F : Malicious Email Detection, Double Bounce Email

Effectiveness of Malicious Email Detection based on
Double Bounce Emails
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Abstract: Email is still one of the most popular attack vectors in cyber attacks including advanced persistent threat,
drive-by-download attack, and phishing. Bounce email is an error mail that is returned to the sender because it cannot be
delivered for some reason, and double bounce email occurs when a bounce email also cannot be delivered. Double bounce emails
typically occur due to emails which do not have any valid sender and recipient addresses. This kind of email is often sent from
spamming botnet, and can be regarded as malicious email. Thus some studies analyzed them for identifying spamming botnets
and spam campaigns. In this paper, we investigate whether the information such as sender address, URL in the body, and attached
file obtained from double bounce emails is effective for detecting and blocking malicious emails which are delivered to existing
users in the organization.
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