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A Method of Resynchronization of the Communication Sequence
Number for Automotive Networks

Nobuyoshi Morita™  Kota Ideguchi’*  Makoto Kayashima

Abstract: In the automotive on-board system, automotive ECU (Electronic Control Unit) and CAN (Controller Area Network)
which connects the ECU have been widely used. However, since attacks on CAN have been recently reported, countermeasures
against the threat of information security are increasingly required. One of these threats is a message tampering. Generally, a
countermeasure using a MAC (Message Authentication Code) is effective against such an attack. AUTOSAR suggests a
countermeasure using a MAC for automotive on-board system, too. However, this countermeasure for automotive on-board
system does not mention the processing when errors (ex. ECU’s power down) occur in a car. ECUs can not synchronize sequence
number of communication message due to these errors. By this cause, the security solution on CAN must make effective use of
environment in which errors occur. Therefore, in this report, in order to continue above countermeasure when errors occurred in a
car, we propose a new method. This method includes the following features: This method does not need special devices such as
NTP server and RTC (Real Time Clock). This method uses the resynchronization message using the different counter that is
updated when an error occurs. According to our experimental results, the proposed method makes continue above
countermeasure when errors occurred in a car. We expect that our new approach is effective for automotive on-board system.

Keywords: Automotive security, CAN, MAC, Replay attack, Resynchronization of the Communication Sequence Number
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