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Implementation of Secure Remote Re-programming Schemes

Seiichiro Mizoguchi™ Keisuke Takemori Hideaki Kawabata Ayumu Kubota

Abstract: In the connected car era, a secure firmware update technology against in-vehicle ECUs is really needed. In this paper,
we analyze the in-vehicle network architecture and we propose several secure re-programming schemes. We also consider
implementation with UDS (unified diagnostic services) .
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