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Efficient Revocable Identity-based Encryption in Prime-order Groups

YOHEI WATANABEL2:2)

KEITA EMURASP)

Abstract: Identity-based encryption (IBE), which is a type of public-key encryption, allows us to use arbi-
trary strings as public keys. In particular, an efficient key-revocation procedure in IBE is crucial in terms
of practicality, however, the key-update size in a naive solution is linear in the number of users. To provide
an efficient procedure with logarithmic sizes of key update, revocable IBE (RIBE) schemes have been inves-
tigated so far. In this paper, we propose a new RIBE scheme with constant-size public parameters. The
proposed scheme is adaptively secure under static assumptions in prime-order bilinear groups.
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00 Path(BT,7;) 0 XO0DOD0O0D00000neX00O
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AODOO0OOOQOUODOOOOOODOODOOOOUODOO
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ys = yh +oayd, w3 = 22 00000000000

,O(
o . Totyz
= g, g 1= 2

o — T T T
Z = 6(91792) 0, up = 91 , W1 :i=0; ) hl =0 5
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BO mpkO ADDDOOOOOBO msk:= (g2, 95°)
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—— _ T2
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o > o
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P
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BO ADO (Mg, M}, 19)00000000d < {0,1}
Oo000M;000000 semi-functional 0000 00O
00000000 BO 00000000000. O
O00tag :=-I*y) -4/ 0000000000000
0000000y DygDDDDDDDDDDDDDD
I, #1*0000A000 tag 00D0OO0ODO0ODO
DDDDDDDDDBDMM—Z 000000000
C*:=(C;,Cr,C3,C5,tag )00000ADDDD

A ¢ - - ¢
Co ==Mjz"e(gr,92) """ = Mje(gy, gg)~ "> Hmtwos,
~x ot ~x o, at+p
Cl=g;, C3:=g
™ tfa:g*hl) 9" L (17 () +yy) +aptag +as+ys)
* tag” T (2 +y ) +ahtag” +ah+
:(u{ w‘{ag hl) 91 L(1* (2] +yy)+ahtag" +ah+us)

— 28 (1" yy +tag +yy)
"1

* —p(1* tag
(ul wl tag” h ) n(I"x1+xotag +1&) 0

oo 3. |Sq - SFina/‘ < 2AdvéngH1()‘)

Proof. PPTOOOOODO BO ADDHlDIDDDD
0000 (91,6595 9° 792,92,922“3,93637957@ 00
O. BO x1,20,23,5,, Vb v Zy0a & Z; 0000
zo = ¢, Yy = d, Yo = To + Yy, Y1
Y2 1= Toa + Yh, Y3 = xga + y5, B 1= c3, Bxo = cacs,
Byo = Blzoa+y)) = acez +des 000D 0000000

«o— !
= ria + Yy,

’ ’

7= 6(91793) = e(g1,92)",

up =gy, wi = gy,
hy =g, X1 = gl = g},
s 3 d 5 ._ %
€T c
g5 0 .— ggzcs7 g2y0 = (ggzcs)ag203’ 9213 e 923-

BOmpkO ADOOO
KGOOOODOODOOOI0O000080 ¢,y < 7,0
00000000 sk; = (Dy, D}, Dy, D), Ds) 000000

Dy == g4, Di:=gdg :

d_(y1I+ys)r+ad’
292

.

Dy =g, o D/Q::g;¢, D3 := g5.

0000¢ =20+ (t1I+z3)r+2 00000

D! = gFootvot((@iaty)I+zsatyy)r+vé _ vo+(yiT+ys)r+ye
1= 92 =9 )

D/ o g—xo (1‘1I+:I'3)T‘—ﬂ

2 — J2 )
0000000 semi-functional 0000000000
BO ADD (Mg, M;,19)00000000d < {0,1}
000000 t,tag* & 2, 000000000 C* =
(C,C%,C3,C5,tag) 000000
at c1

Cy =M e(g1,99)'e(Z,g2)"", Cf :=gl, C3 = g{"g7",

Cf = (u w ) (gt ) e,

p:=c 0000000 b=0000 Mj 0O semi-functional
00000h=1000Gr00O0OOODOO semi-
functional 00 OO0 OO0 O

00 1-3000 Adof{Z-"P-9PA(N) < 24dvfBM(N) +
2q- AdvF BT (N) +2Advg PP (N) < 4Adv§G BT (N) +2q-
AdvgR"*(\) 000000 O

4. JUOoono

Jutla-Roy IBE O 0 0 OSeo, Emuwra 000000 [17]0
UooOoRIBEOOODODODODODODODODOODOOOOOOO
oboobOoJrR-IBEODODODODOOOOOOO
- Setup(\,N): (G1,G2,Gr,p,01,92,¢) «— GOODO

0 0 020, Yo, T1, Y1, T2, Y2, T3, Y3, T4, Ya, T5, Ys — Lyl
a&zZXx000000000000
= x1a+y1

. T Taatys o
U1 =0 , U1

__—x2a+y2
=9

—Isa+ys
)

=g

z=e(g1,g2) ", u

h _ g—r3a+y3

BTO000000 NDOOODODODODODOODOODOD
0000000 NDO 20000000 0mpk :=
(91,98, ur, w1, b1, 01,01, 92,951 952, 95%, 95, 957, 95
95°,95°,95%,95°,2), msk = (g93°,9,"°), st := BT,
RL:=(0000000

- SKGen(st,I): BTO000000D00O 00001
0000000000 @€ Path(BT,n) 00000 P,
000000000000000000000000
P& G,00006000000r<2,0000

K10 = (o), S = P03 el ) .

(93°)77, Koo = Po((65)'95°)

SK3,9 = 959 )

SKo 9 :=

000000000 skr:={(SKy g, SK, 4, SKa,g, SK) .
SK3,0) }oepath(er,y) 0 00O OO

- KeyUp(msk,st, RL,T): msk = (MKy,MKo) 0000 O
000 0 € KUNode(BT, RL,T)O P, 0O 0OOO0OOO
doooooooooboooooad PeiGQDDDD
HDDDDDDSQiZPDDDDDDDDDDDD

KU, o := P, ‘MK T )"
1,0 -— 19 1 (92 ) 92 )

A P—l za\T x5 e . se
KUj 9 := Py MKa( (95*)" 95 , KUz g :=g5°.

0000 kur := {(KU] 4, KU 4,KU3.0) }ockUNode(BT, RL,T)
googogo

- DKGen(sk, kur): ski = {(SK1797SK’179, SKa.0, SK/2’9,
SK379)}9€@)SKD kupr = {(KU/Lg,KU/Q’Q,KUgyg)}QGQKU oad
O0OxNBw=00000 LO00000ooooo
000000 AeBNB, 0000 R7S<$%Zp|:|[|
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gooooooooo
DK1 = SK1,0(g5°)", DKy :=SKa0(g5?) ",
/ / / y1\I y " ya\T Y5 §
DK; := SK1,0KU1,9((921) 923) ((924) 920> )
/ / / x1\I -k xa\T x -
DKj; = SKQ’QKUQ,G((921) 923) ((924) 92°> )
DK3 := SK3 9g%, DKy :=KUsgg5.

dks.r := (DK, DK}, DKy, DK}, DK3,DK,) 000 000
- Enc(M,LT): t,itag < 2, 000000000000
Co = Mz', Ci:=g;, Cy:=(g7),
Cs = <u§w;agh1)t, Cy = (vl'o))t.
Crr = (Co,C1,Co,C5,Cyytag) 00O DO

- Dec(dk:LT,C'I,T): de,T = (DKl,DKll,DK27DK/2,DK3,
DK4) and CI,T = (00,01,02,03704,13&%) ooooo

_ Coe(C3,DK3)e(Cy, DKy )
e(C1,DK;*®DK] )e(Cl, DKy ®DK,)

afiufalulufs
- Revoke(I,T,RL,st): RL:= RLU{(1,T)} 000000

gboooooooooboooobooboooooooobooo
cobooOooooocoobocoooog
00 2. ADDH1O0OOO DDH200000000000
00000 II0O IND-RID-CPAODODOOOO

4.1 OOOO0OO0OO0OO0OOO0DOO
bobooooooooooocoOoboocOoono 20000

00 4. 30000 JR-IBEIL,, O IND-ID-CPADDODOO

0000000 RIBEIIO IND-RID-CPAODOOOODO

00. 00000 IO IND-RID-CPAOOOOOO PPT
000000 AD0OODO JRIBE L, O IND-ID-CPA
000000 PPTOOOOOO BOOOOOO

000 BOIL,O0OODODOOOD PPOOOOOOOO
000000 ADODODOO 700000000000
1/|7|00000000000000 BO00000000
00000000000000000000000000
0000000 Y O0O000O00O0000BO0OONOOOO
0000000000 0000000 BONOOOOO
0000 BTO000%4,§,§<Z, 0000

Ty =Pro+ 2, x5=-T"Pro+2, ys=Pyo+7Y,

ys = —T"Byo + 9§, —xs0+ys:= —(Bro+ T)a + Byo + 7,

—asa+ys = —(=T"Bro + &) — T" Byo + 9

000000000 mpk0O0OOODADOOOO

x4 ._ Bzo &

g5t =505, 957 = (g5"")"" g5, gt = g5"gs,

Byo ) -T* 4
2

95 = (g g5, vii=x1090)%g), v=x1T (99)%g)

00 BO AO SKGenOOODDOD I*OOOODODOO
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