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Dual Pairing Vector Space & FB\\ /=
BHUEN—ZBESICHETE YR Y —HEH

JilE &l

BE : AR TIEEME— A5 (Attribute-based encryption, ABE) DY A X —#tHEHIZEHT 5. ABE
TIEETORSXCESHE LR T IHE DT AR —ENFIET 5. BHEONFIRN S PETFEHLTH
W5 N5 ARIBEEABEEIZ —RIEH TN DD LRI, ABE O~ 2 X —#IZB L TH FARKICEH BT
BT —ANHB. IAZ—REFIRTDONRNIA—RDEL L >TWED, YAX—REEHLGE, *
NETIZERSNEZBEXEH LDV ZAX—HENIET L2 L5EHTI2HENDH 5. b RINREH Gk
&, —EIRTOMETXEESL, BEES(T D HIELZD, —EEXNIRLULTLE S 2oLt Lok
DY, VI NERETEIFTTAILIITERY. TZTARETI, YAX—EE2EHRLEZGEETDH,
WX a5 22 LR EHAREREE SR Y & —8 ABE (Ciphertext-Policy ABE, CP-ABE) /&%
FIARSIZ & > TRESINZBARZ V2R (Dual Paring Vector Space, DPVS) % i\ 7z CP-ABE %
BT T 5.

*—7— R : Dual Pairing Vector Space, @M~ —AMEE, AKX —HHEH

Master Key Updatable Attribute-Based Encryption on the Dual
Pairing Vector Space

YuTaka Kawar!

Abstract: In this paper, we focus on a “master key update” method for attribute-based encryption schemes.
In ABE system, in order to generate ciphertexts and decryption keys, there is a master key which is a pair
of a public key and a master secret key. The update of the master key of ABE (a public key and a master
secret key) is necessary as similar as normal public key encryption. Since all ciphertexts are constructed
from a master key, all ciphertexts also should be updated based on a new master key if the master key
is updated. In previous works, in this situation, all ciphertexts must be decrypted and plaintexts are en-
crypted by using the new public key which is generated from the new master secret key. This method is
called dec-then-enc methodology. Since in this method ciphertexts must be decrypted once, if all cipher-
texts are stored an external storage, for example cloud storages, a user who uses the ABE system should
download all ciphertexts and executes dec-then-enc method for all ciphertexts. In order to overcome this
problem, we introduce new method that ciphertext can be updated without decryption. We propose the
first ciphertext-policy ABE scheme with mater key update property based on the technique of the access
structures of Okamoto-Takashima (CRYPTO 2010). The security is proven under Decisional Linear (DLIN)
in the standard model as same as Okamoto-Takashima CP-ABE scheme.
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b 2 BIZEE O NS ID X— A HIZHA
FZMAEESMEE2BRETDII LN TE ISR MTH
% [2), [4), [5), 6], [8]. [9]. [10], [11], [12].

HHE O PKI 2 W2 A#ERE S CEFBEL THWOLONS
BB, OB LA Y EF R UREIC—REY (F4E
B) b, ZhFORESOBNrS5THY, Z0fM
BILEMER—-ZEETHEI DS ZMETH DD, Th
SO SHEAMTEHRER HEEZEZ 2 0EMRHS. ABE T
X, KL TWATRTOI—YFIZHIBED AR, Private
Key Generator (PKG) A3RfD 1 — V% E T 572
DIZY AR —FEGE, TLTa—Y—A—APRFoa—H%
g, VEET L. 2—VIEROERIL, @E O
PGB L [FRkIZ, PKG THARUEATIEL V. L
U, RN v A X —ERE (KAFETIEGhbETY AR —
PEETESR) (2 — PGPS X DL BT A —4&
ThH 5720, HROFIEZTTIEIRT B Z LB TER,
b BN GIEE, AR —BER, T2bD Setup 2 H
DITRTERPVETHETHS. Thbb, 1 — s
CREEXEREHAERTAZIETHD. ZHITX D, FEHETIC
BEIZER I NS XIZOWTIE, —EHwETHES L
EXIZRL, HIULWHETHER ST 256ERHE. ¥R
R —PEEFIBIEIC RIS 2R ER B L, TDOM
MRz BRI N2 TORBE XU DWTETT 2HELNDH
DBFENTIERY. £, —EHESLEXCRT 2O, 7
T RDEIRE=FEREATET T X)) T4
EEFLL L, IRTEI—ANIZX T E—FLTD
Fire sz, I—FOAMMBERIZRE., ZhoDZ
e, BEXEESETIIY AR —BEERE2FETTEE
MDBE L IR D,

1.2 ##

ARTIE, YAX—PEHEERIZANT CP-ABE %
MKU-CP-ABE(Master Key Updatable CP-ABE) & L T
EHZET D, £z, BEOMASIZL > TIREINTWS
RFR 2 BIVELE (Dual pairing vector spaces: DPVS) %
FAWTHE T LT\ 5 CP-ABE [7] & DPVS O %k K 2 i
BikaMAatbes LT, YAR—HEFEFLZGET
LGS X EEST 5 LR < EHRER BRI ANz 2%
T5.

2. i

2.1 &
ADPPHETHELEIy S Aldy % ADSZOHMIC
o TITVHLGERNZ L 2IET. AVELETHD & X,
Yy Ay ADS—RRITRRI L EET. Mg DA
Bk%E F, LKL, F \{0} 2 F & £T. Fy EORZ M
(T1,..,0,) €EFP 2 F EKRGLT D, ZDOONT LT LT
DWBY w2 T-0 L KT, Fp TOFERT MLEOL

F3. XTI37F] X Og@ETH %2R L, I, & 0 T Th
CAT LB DBNATHI & FATHI % 5T R MIVERV DOEHE
dxzeVERT. beV(i=1,...,n) THDH,b;,...,b,

IZ &> TEL N2 R85 2281k span(by, ..., b,) CV & &KX
NB. Eh, Bim (b,...,by) L B = (bl,...,b5) Iokf
UTC, (@1, xn)B o= Y @by RO (Y1, yn)Be 1=

j—1 n—j
—~ =~
Z?:lylb: LEHETS. €& (0---0,1,0---0) € Fy (=
1,...,ns) BT, F7, GL(n,Fy) din O F, LO—
3 i =i

2.2 Dual Pairing Vector Spaces (DPVS)

EE 1 (IFRAT Y VIR, ATV v TR
(¢,G,Gr,G,e) 13FE q, FE q DINERKEIRE G & Fik
K EHE Gr RO G #£0 € G & ZHAR R T ATRER
HBAMEZFFONIRE B e : G x G — Gr 67125, &
FaVTANTA=R 1IN AT LT ERRRATY v
¥ (¢,G,Gr,G,e) T BTN TY XL%E Gppg £EL.
EZ 2 (Dual pairing vector spaces (DPVS)). :

DPVSIZ (q,V,Gr, A, e) 138 q, F, LD N IXKIGRT b

N

—N—
NV =G x - x G, NE q ORI Gr, V OREHE

i—1 N—i

HIK A = (a1,...,ay) {HU a; :=(0,...,0,G, 0,...,0))
ERTIVVITHEBE e: VXV = Gr DoMEIN5S.

ZIZT, NRERZ bz := (Gy,...,Gy) € V &
y = (Hy,...,Hy) € VORT Y VI e(x,y) &
e(w,y) == [, e(Gi,H) € Gp LEHT 5. £7=, E
ISR R SO, e(G,G) #£ 1 € Gr THIIET
BDik jizdlT, e(a;,a)) =e(G,G)° THbD. ZIZ
T, Xi=OKZs,; =1THY, i£jOKs,; =0
TH5. DPVSHERT VTV XL Gapys 1E, £F 2V T+
NIA=ZIMANeN) L VORITENeNEZANLLT,
param{, := (¢, V,Gr,Ae) 21T 5. ZOTNLTY XL
1% Gopg OS5 Z LNTES.

2.3 ARV TOVSLEFRE/ b=V TV EREE
EE 3 (A TarIn1]). {p1,....pn} ZEBOES
5B, M:=(M,p) &5~ UNEnG0EeT5E, 22
T, 175 M, F, ED (xr DIFFITHZ. £7=, plid, 1751
M DETIIMNMENTZZ NN THY, {p1,..-,Pn, D1, -,
Pt DVTND 1 DDV T IIUAKBMITEND.
BMOETDOIFIIMMESNAEZT N p(i =1,...,L)
WENLDB 1 OD) FIAARIEMN T SONE. OFD
p:{l,.... 0= A{p1, - sPn,P1, ..., Dn} THD.
ETOANH 6 € {01} TR U T, 175 M OEI1T
Bl Ms 1%, AHFI6IZE>TT R pifl 1 ARG S
N5 M DT SRS NB|MATHTH S, 2% b
Ms X, 6 =1THDB X 5% p IS S5 N=475 M
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DITE, 6;=0TH D&% —p ITHIEFT S N7175
M DITEN SR BMWMATITHL. EVA DL, B
yi{l,...,L} = {0,1} 2%, [p(j) =p) A6 =1 BLLIE
[p(§) = —pi] A [0; = 0] THBHBAIZ A(j) =1 TH Y, D
GE()=0Thded5. ZITM & 75 MOD;
HHOITTH 5.

ZIZT, IRV pBIEDY F IV {p1,...,pa} IZD

AWNIBEDTSANTWBESE, Ay 7Tu s I L
/) b=—veBENBE. —FH, IRV pHRV T I
{p1s-- s Pam=p1, ..., " pp} RIBA T SN TWE5E,
£ b=V EIEENG. 280055 L MIET € span(Ms)
ThHIHEITHY ANF 6 #ZHU, MO%EIIdEH 7
5. 0B, ANFISIT&->T, 1350 M 58505175
Ms DIT MG LT 1 (REROMEA 1 THE 5%
FRZ ML) BEONBEEIZBO A TOS S LM
36 2ZHT 5.
EE 4 (BUEERONEE T 7 AME). U, (t=1,...,d
"D U C {0,1}*)1F, MAREETHD, BEDES
Thb. TUT, U ik, TNZThOHH2EE OB
#Wte{l,...,d} &, nKERI MV TeFM\ {0} 24
&, 2FED, U X (1,7) THD. Uy AR TOT T L
M= (M,p) ZBI2EKpT5. 2%0, p:=(1,7)
&35, 2LT, B p = (t,0),p = {t,T),..., L%
AN TAT T 0T I ARES = (M, p) &3 5.

WIZT 2@EOHEAELTE. 20, T = {(t,7) |
f e F\{0},1<t<dl x93 7/LAMESIC
L DBE2o6NEIBE, ARy Tas I8 MIZNT 35
By {1, 0} = (0,1} BATO XS ICEHESINS.
i=1,... L DEBEITHIUT [p(i) = (¢,5;)] A[(t, ;) €T
AT -3 = 0] BU LK [pi) = =(t,5)] Al(t, 7)) € T
Aty - % # 0] THEHEITAG) =1 THO, oGH
y(i)=0&F 3. HbH, BUHERT L 7 EORMEIZLD,
1790 M O ¥ DT 2478 Ms (2 ED B hDREEh, T2
Y AME S = (M, p) & T € span((M;),(i)=1) TH 254
RO T 2283 5. AT, SAT 2%HT 54
R(T,S)=1¢ddh L, ZHULLRWEEIE RT,S) =0 &id
5.

EFE 5. T, FEE/ P—rT I AME (B L IEAR

I T I L) TBTIMESIIOVWTEREZITD.

(1)M % Exr OFAEL, f¥ = (fi,..., )T < Fr 2450
ROMNET B, Fiz, 50:=1-fF =S4, fr ZIH
INHMERRE TS, /2, 5T = (s1,...,80)T =
M- fT % (ED s 28T 208G HRD~Z ML e L,
s; & p(i) KBS 26DLT 5.

(2)Bb LT 7 AMES = (M,p) T 2%H T 5
Bié, 20, v {l,....0} = {0,1} T2V T
I € span((M;)yiy=1) THBEHE, I C {ie{1,...,0}|
(i) =1} THIEH {o; € Fy | i € I} PFIET L

Zielaisi = S0 C‘:iﬁé

2.4 Dual Orthonormal Basis Generator
AT, RAXRTHW B REE K Gop (dual or-

thonormal basis generator) #7R79.

Gop(1M, 7 = (d;n1,...,nq)) :
paramg := (¢,G,Gr, G, e) < Gupg(1?)
No: =5, Ny:=3n,+1fort=1,...,d,
W< F, g7 = e(G,G)Y,

Fort=0,...,d
param; := (q, Vi, G, Ay, €) & Gapvs (1%, Ny),
Xt,1
X, = = (Xt.ij)ig>
Xt,N:
i1
: = (Deig)ig =1 (X7,
i,

where (Xt,i.5)i; ni GL(N,Fy),

paramy := ({param, }s=o,....d, 97),

b= Zjvzfl Xt,i,j @5, Bt = (be1,. .., be.n, ),

by =0 Vi, B == (b1, b))
return (paramg, {B:, B} }1—o,...q)-

2.5 Decisional Linear (DLIN) Assumption

EZ 6 (DLIN: Decisional Linear {&7& [3]). DLIN &%
(paramg, G, £G, kG, 66G, orG, Yg) <& GOIN(1A) & A1 &
LT Be{0,1} 2HETHAMETHY, KT A —-&IX
B0, 1 IR UTHUTOES ItiEsh 3.

Gg"™N(1*) : paramg := (¢, G, Gr, G, ) KR Gopg (1),
K,0,8,0 « Fg, Yo:=(6+0)G, Y & G,
return (paramg, G,¢EG, kG, G, 0kG, Yp)

ORI T LT ) XL 1L T, AdRUINQ) =
Frku&gy»qgégymuw]fpﬂgu&gy»qgé
GONAM ]| 2 EDT KAV T =V LTEET .
DLIN {5 & 1%, 57 00 e sk 1% E R I e 5 5 & 1o
U, EHOT7 KAYF—9 AN BiEF 2 ) 5 1 3
TA=R NI UEHTE S Z L LEHT 2.

3. Master Key Updatable CP-ABE

(MKU-CP-ABE) Scheme

3.1 EFIL
AETIE, BETEIYAR—EFEH RS CP-ABE
(MKU-CP-ABE) ®DET L %,RT.

EFE 7. MKU-CP-ABEZLAFD 7207 )V3TY XL05
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5.

- Setup: EFaVFANTA—R 1IN T =TV b
7= (d;ng,...,ng) ZZITID, RN pk &Y AKX —
FREHE msk, ZILHTBMERMTILITY XL

- KG: ABA#E pk, X A X —ft msk, BEDOELET =
{(t,Z)|Z € Fe,1 <t <d}, EASIE LT, H5H
skr 2T 2R TILTY XA,

- Enc: 2FA#E pk, 727 AME S = (M, p), FXm
EANELUT, BB X cts ZHNITAHERKNT LI
A .

- Dec: 2ABA#E pk, 1E58 skp, AV IV FIVEEE X cts %
ABELT, FXxmb UL, BEEREERTHS L
21T AR TILTY X A

- MKU: B8 pk, YA X —fimsk # A& LT, H
FrE NP pk, EHFEINIZY AR = msk, &
FEHR upk 2195 & D RERW 7 ILTY XA,

- UpdCT: HEH 5 upk &, BB cts AL, H
HEIhimE et 2T 27130 X 4.

- UpdDK: EHER upk &, 2 —VEH skp 2 AN L
U, B EINZE3 sk 257030 X 4.

SEEMIEAT D@D

(1)L D (pk,msk) < Setup(1}), LED T 27 & A
WS, TEOBEEST, TEOHEEH skp &
KG(pk, msk,T'), 5 & O cts < Enc(pk,S,m) 24 L
T R(T,S) = 1 7 51X m = Dec(pk, skr, ctg) A3 EEIHY
MR TR D LD,

(2)EE D (pk,msk) <& Setup(1}), EED T 27 & A
MES FEROBMHESTD EREOESH# &
B X skp <& KG(pk,msk,T), cts <& Enc(pk,S,m),
FOEBOER SN AR — L HHER
(pK’, msk’, upk) <X MKU(1*) iz L R(T,S) = 1 %
51 m = Dec(pk, UpdDK (skr, upk), UpdCT (cts, upk))
DIEFEFHESR TR D LD

3.2 REMER
AfiTl, MKU-CP-ABE O% 21 (Payload-Hiding se-
curity) &9 5. #HE D Payload-Hiding & #7420, &
BEIIH VY A X —FBEHE msk, ABAHEpk, T LT pk ¥
MKU IZ & > TEHr SNz pk’ 2Hb, pk 1I2& > THE/RE
NrF¥ VUGS XEZITIS.
E# 8 (Payload-Hiding Z4).
MKU-CP-ABE D%&IRB 5 ST D T TD Payload-Hiding
LREBUTFTOEIBBBELF Y LIy —LDT — A
IZE-oTEHRIND.
SRy RT YT FrLyVry—ldey b TV TIT
T L (pk,sk) <X Setup(1*,n), B & OHEER 7L I
) AL (pk', msk’, upk) & MKU (pk, msk) % Bj{E X 4,
WEH AT N, pk, msk, BL U pk 252 5.

- TJzARX 1. BEBHEIUTOZEAROUTDZ T
VT EIND.
- e TY. HBENPT B LU B e {0,1}

T )Raol, FyLyVry—idp=07%
513 skp <X KG(pk,msk,I') %, ZHATHNIE
skl <X KG(pK', msk/, ") % 1% A 10K T,

S Fy L vV T AR, FylLvyorszx)
(m©@, m® | S) IFENFDHIEH D 5.

— WHRAEERERI T TIZHLTHE SIET 228 L
TIEWIT AW,
FrlyIr—x TV XLITbc {0,1} ZERL,
ctéb) & Enc(pk’,S,m®) & BiEH AIRT.

- Tz AR 2 WBH AZT oA X1 ERKCES
T BEGFTEDED, FYyL Y7z XTr 1Y
L7-SHZMI I 5nEEESA T 2723528
FTER.

L. O A RS o € {01} AL, b=V
RO RBHEDOH L LS.

YR H OBEAE % AV (V) = Prb = ] - L EHL,
MKU-CP-ABE /&A% Payload-Hiding %% TH % 1%, T
NTOLHARECHEET 2 WEBEF I LT, ZOEME
NEFaVTFANRTA—RIIH LU THETEBETHB
reds.

4. REAR

4.1 HEROTATT

DPVS %\ 7z CP-ABE AR [7] # R—RAIZHKT 5.
T2 ORERLTIE NI pk O~ A X —FREHE msk 1ZF N7
NI vRLEE B KTEOIEE B* RICHKEhTn
5. MKU 7 VT ) ZLTIE, 7Y XLRITHW e FY*N
RS, H-aEER =B -W AUOB*=B-(WT)"! %
KT 5. ZZTHH W IEEHER upk & 5. W 2H
WBZET, HE (B,BY) 25 (B, B*) ~NEHBT LI LN
AHER 2, HETHI 2L B EICERI NS
B OREDEBEXANLEMT I LWL RD,. —
HT, WZHIGIRWBEEFIZE 5Tk, HE (B,B*) 225
(B, B*) NEBTET, MATW XTI VELITEATY
5728, TNTNDREEZ T VR LMEATLIGE L REE
PREONDERIIFAL L4 5.

4.2 1RE MKU-CP-ABE /7
- Setup(1*,7 = (d;n1, ..., n4q)):
(paramg;, {B:, B} }i—0.....a) < Gob(17, 1)
Bo := (bo.1,b0.2,b05),

By := (br1,...,byn, byn,) fort=1,....d,

B = (b5,1, 05,2, b5.4),

B; = (bjy,...b} . Do, 1s-- s blg,,) for t =
1,....d,
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pk = (1, paramy;, {By }1—0,....a), msk = ({B} }i—o.....d)-

KG(pk, msk,T' = ({(t,2)|% € Fr* \ {0},1 <t < d}):
8,00 ¢~ Fq, @ <~ F2 for (t,,) €T,

ks = ( 17 67 07 $o, 0 ) 5
n nt N 1
AN AN AN AN

k: = ( 5fta Onta @tv 0 )IBZ

return skp := (I', kg, {kf }t,7,)er)-

Enc(pk,m,S = (M, p)):

Fé Fr, 8T = (s1,...,8)7
T 77, 0o, ¢, ¢ Fy

co:=(¢, —s0, 0,0, M0 g,

= M - f_T,so =

Cd+1 =M g%,

Fori=1,...,1
if p(Z) = (t, ’171 = (1}1'.17 e 7Ui.nt) c th \
{0} (vin, #0),
Nt Nt N 1
—~ = AN AN A~
c; = ( Sigt,l +60,7;, 0™, 0™, i )Bu
U
where 0;,1; < F,.
if p(i) = —(t, ),
g T n¢ 1
AN AN A
C; = ( Siﬁiv one ’ 0ne B Ui )Bt7

where 7; & F,.

return cts = (S, {¢; }i=o0,...1, Ca+1)-

Dec(pk, skr := (I, kg, {k;}(tft)e[‘),

cts := (S,{¢i}i=o,...1s Cay1)):
If S = (M, p) accepts I' := {(¢, %)}, then compute I
and {a;}icr such that T = > iepaiM; where M, is
the i-th row of M, and
IC{ie{l,. i} |[p(d) =, T)A(t,T) eTNG-T =
0]V [p(i) = =(t,05) A (t, %) €T A ¥; - 3y # 0]},

icl

K = e(co, kg) [T elei ki) T eler, k)

I€TAP(i)=(t,T:) i€IAp(i)=(t,7)

return m := cq4+1/K.

MKU (pk, msk = ({B; }i=o.....4)):

Wo <2 GL(Ny,F,) W, < GL(N,,F,) t=1....d
Fort=0,...,d
@/tZZ@tWt

Fort=0,...,d
I@’t = @2‘ whHt
return
pk’ = (1*, param, g;, {I@,t}tzo,m,d)»
msk’ = ({B,t }t:O,...,da Upk = {Wt}t:o,,..,d)~
UpdCT (upk = {W; }i—o.....a,
cts := (S, {¢i}i=o,...1s Ca41)):

66 : Co Wo

¢ = ;W p(i) = (¢, 0;) or p(i) = =(t,7;)

fori=0,...,¢.

return cts := (S, {c} }i=o,....1, Ca+1)-

UpdDK (upk = {Wi}i=o.....a:
SkF = (F7 k37 {k;}(t7ft)er)):
ko' = ky(Wg) ™!
k= k(W)™ (@) el

return sk'r := (T, k:;j"7 {k;*}(tﬂ'{t)er‘).

4.3 =2

AREFRIZEAT DEBEDEL D 32D

EE 9. #E AL DLINKE D N T payload-hiding 4
%729,

BEBADT A T T WEE L HEHREATFTTHIENTE
RNz, File AR L, HOY AR —HE T VXL
WWERINZGE LR UERULIESNE Z &R TERL.
ZDOAREHOFERHIE, R—ALLTW5S CP-ABE &
[FREDFEHAATEE L 72 D, dual system encryption (DSE)
Fikz v, E5#% — D —D semi-functional ##~ & 2
BLUTWL ZETERINS.
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