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Malware process estimation method
by multistage Deep Neural Networks based on process behavior

SHUN TOBIYAMA! YUKIKO YAMAGUCHI? HAJIME SHIMADAZ MITSUAKI AKIYAMA? TAKESHI YAGI®

Abstract: Increasing malware and advanced cyber-attacks are now becoming a serious problem. An un-
known malware is often used in these attacks, and now it’s becoming difficult to protect terminals from their
infection perfectly. Therefore, it is widely expected to a countermeasure for after infection is required. In
this study, we propose the malware process estimation method based on process behavior in order to detect
infected terminals. In proposal, we extract features from an API call sequence of a process and classify the
process by using Deep Neural Networks in multiple stages. We evaluate the performance of our proposal by
calculating ROC curve and Area Under the Curves.
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Fig. 1 Overview of proposed method.
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Table 1 Logged Information by Process Monitor.
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Fig. 2 Flow of RNN training.
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Fig. 3 Flow of feature extraction.
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Fig. 4 Structure of the CNN.
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Fig. 5 Logging environment.

obooobo2000b0boboooooboboboog
gobooboobbooboobboobooboo
gobobooobobooboooos23ponoooonogoo
00o0000U00UoU0o0o/o00o0ooooUooo
gobooboobbooboobooboobboob
gobooboobobooboboobooboobboon
goboobooboobbooobooboobboon
goboobooboboon

3.3 UOooao

0000D0O0O00C0O000OD0 RNNODO CNNDOOO
OO0000 Operation0 0 0000000000000
oboooo3230b0o0ooboogonb RNNODODODog
gobooboobboobooboobbobboob
000000000 CNNDODOODODOoOooooooogg
gobgooboobdg20booboobbonoboon
00 ¥y, 0O 40000 Sigmoid0D0 000 [0,1]000
gobooboobooboobodb poobbOoOon
gobooboobodb poobbobboboboob
gobooboobooboboobooboobboob

ggo
1

1+ exp(—ym)

p = Sigmoid(ym) = (4)

4. OO

gbooboooobooooobbobboooboboo
oo0oobO0oobooboobOoobOob0obOooD Win-
dowsXPOOOOOODODODODODODOODODOOOODOO
gopbooboboooboooo

4.1 0O0O0O0O
4.1.1 O00O0OO0OO

gooooobobb sgooboooooboboo
O0000O000000000000D040WindowsXPO0O
gobooboobboooboobuooboobboon
gobooboobbooboobooboobboob
OO00D0O000D0O000DD0Od Process Monitor 0 000
gobobobobosboobooob sgobo wooooboog
OO0000D00O0OHTTPOSMTPODNSODODODOOOOO
000000000000000 INetSim*? 000000

*2 http://www.inetsim.org

gooooopoOoOoOoooooooOoopoooooooo
o0000o0ooooooooobDOooOoooooooooo
4.1.2 00000
411000000000000000C0C 3200000
o00OQ0Q0oOoO0 1200000000000 000O0OO
O00o0D0O0O000000000ooo0o0oOoOoOgOgNTT
000000000 00o0o0ooon 201404000 100
O0000000000000Kaspersky D00 3600
O00o0o0oooo0oOooooooo 3210000000
goooo0ooOoOoOoOooOoOoOoOoOoUOboOoUOoOoooo
O00o0o0oooooooooooooooog
e J0OUOUDOPIDOOOOOOOODOODOOO
e JODODODO OperationO O OO 400000000000
goooooo
gooooOoOoOoOoOoOoOoOoOoOOOUObOOUObDbOODoDO
goooOoOoOoOoOoOoOoOoOoOoOOOObDOUODOOODO
ooooooo
(1)ODOoooOooooooooooooo
(2)01000O0000OOOO0
(3)010,020000000000000000
0200 300 O Cuckoo Sandbox™ 00000000000
o0oooo0o0oooooooooooooooooog
O000O0O0O0oOoOoOos360000oooooon 238
go0ooOoOoOoOoOoOoOoOooOODOOO 4000000
oo0ooooooooooooooog
4.1.3 0O0OO0O
0000005000000 000D 4000000000
000000 RNNOO CNNOOOOOOUOOOOoOOoOO
0000000000000 O0OOoOORNNOOODOO
0000000000 Operation DO OO0OOODO 97.80
oooooo
RNNOO CNNOOOOODOOoooooooooo
O0ODOOOOORNNOOOO h20h®0000CNNO
god0doo0o0oOoOoOoQoUoOoOoUoDUOUODUOUODbOOoO
gododoo0o0oO0OoOoO0UoOoOoUODUOUDUOUODOobDoO
O000ODO0o0oUo0ooooooOD 200 300000 20
000000000 0DO0O0U00O0O0OOUOORNNODO
000000 LSTMOOOO RNNOODODOOOOOO
0000o00oO0o0ooUo0oOo (7jo0o0ooooo
OOOCNNOODOOOO 28x280000000000
000000000000 LeNetO0OODOOODODO
4.1.4 0O0OOO
O 0000 O0ROCO Receiver Operating Characteristic
000000000 Area Under the Curvdd AUCOO OO
oooooOoOoOooOopoooODOoOOoOOOROCOOOOO
O00000ooooooooTPROODOOOOOFPRO

*3 https://www.cuckoosandbox.org/
*4 http://deeplearning.net/tutorial/lenet.html

—314—



02 0000000000

Table 2 Variable parameters.
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35 35 x 35 70 482
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Table 3 Fixed parameters.
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Table 4 Relation between TP and FP.

ooo gooo

oo oo oo
ooopo 0o0oo0ooTpO OO0OOOFNO
OoooNOd OoooFrFPO OOOOTNO

Oo00o0oooooooooooooooooooog
O00o00oooooooooooooooooooog
O000DO00o0ooDooDooooooooooog
O00000000Pesitive, POOOOOOOOODOOO
0 Negative, NOO O DO OO OD O OO True Positive, TPO
00000 False Positive, FPOOOOOO 4000000
00000 TPR=TP/POFPR=FP/NOODOOOOOO
00000000 ROCODOODOOOODOODODODOO
000000000000 O000O ROCOODOOODOOOO

4.2 0O00O0O0O

gooooooRrROCOOOD eOOOOOOOOOO
cooobooooooooboooooooooobooooo
coooooooooooboooooooooboOooo
0O ROCOOO AUCOOOOO0OOOOODOOODODODOO

100 _ ROC curves

14*14 ROC AUC=0.92
17%¥17 ROC AUC=0.92
20*20 ROC AUC=0.94
25%25 ROC AUC=0.94
30*30 ROC AUC=0.94
35*35 ROC AUC=0.94
40*40 ROC AUC=0.94
50*50 ROC AUC=0.95
70%*70 ROC AUC=0.93
100*100 ROC AUC=0.92
150*150 ROC AUC=0.91
250%250 ROC AUC=0.87

True Positive Rate [%]

0 20 40 éO 80 100
False Positive Rate [%]

06 00 ROCOOO AUC
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Fig. 9 ROC curves of 0-1000 Operation length.
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Fig. 10 ROC curves of 1000-2000 Operation length.
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