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A Study of Characteristic of Malware Based on API Call Sequence and
System Load Status Analysis
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Abstract: With rapid increase of malware, dynamic analysis has been focused because dynamic behavior
of malware can be analyzed in a short time. In this research, we extract characteristic of malware based on
API call sequence and system load status analysis for malware detection. In the past research, methods of
malware detection based on API call (e.g., API call pattern and dynamic change of API arguments) were
proposed. In this paper, in addition to API call pattern used in the past research, we focus on system load
status on API call and time period of API call, and show the results of characteristic of malware using the
system load status on API call and time period of API call.
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