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Abstract: A dictionary for password cracking stores the pairs of the passwords and their corresponding hash
values. On the other hand, a rainbow table is a compressed dictionary consisting of chains that are connected
pairs of a password and its hash value. Only the first password and the last hash value of each chain are
stored in a rainbow table since each chain can be restored. A reduction function generating some plain text
from a hash value is needed for connecting pairs. However, different hash values are reduced to a same plain
text. These collisions should be detected and eliminated since collisions have a bad effect on the compression
ratio. In this paper, we propose a parallelized process of rainbow table generation with distributed collision
detection by Hybrid MPI/OpenMP. We apply our proposed method to generate rainbow tables containing
all passwords composed of 2, 3, 4 and 5 lowercase letters for showing the effect of speeding up.
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Fig. 3 The process of a rainbow crack using a rainbow table
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