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Ensure User Identity by Using Biometrics
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Abstract: Biometrics authentication has been in widespread use instead of ID and password pair’s one.
Specially, an authentication method called dispersed biometrics authentication (DBA) is gathering atten-
tion because it can more preserve user’s privacy and security than conventional biometrics authentication
methods. In relative works, they consider how to prevent attack from using system vulnerability or malware
in authentication progress. On the other hand, it is not considered to share the use of device by ordinary
treatment by its owner. It makes a service provider not to be confirmed its user’s identity which is same as
register in previous. In this paper, we examine these sharing use cases based on device owner’s trust in the
DBA. In addition, we propose access control technique using a unique biometrics ID by giving the service
provider to notify it.
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