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Identification of Cryptographic Functions in Malware Binaries
~implementation and evaluation~

Takumi Yamamoto™™? J. D. Tygar™

Abstract: Recent malwares tend to use encryption on communication to avoid being exposed. Once an infected PC starts to
communicate with unknown hosts via the Internet, its organization has to investigate which information has been leaked by the
malware. Usually such an investigation involves malware binary analysis, which is vastly complicated and time-consuming as
well, to figure out cryptographic functions and keys used in the fraudulent communication. To facilitate the investigative task, we
propose a scheme to automatically detect cryptographic functions in memory images of malwares using characteristics found
commonly in cryptographic implementations. Moreover we’ve carried out an experiment to check whether the proposed system
identify cryptographic function in malware binaries.
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