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The Effect of Dummy Packet on the Detection of Tor Hidden Service
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Abstract: Recently, it is not difficult to collect personal data on the Internet. So it becomes important to
study on privacy-enhancing technology. Tor is a practical implementation of anonymous communication.
Tor provides hidden service, which enables sensitive servers to hide. In the Tor hidden service protocol,
there are four links on the Tor Network and they are said to be distinguishable by observation of packets
between the Entry Guard and the end node. We examine how noise appended to the communications of
these links can affect the accuracy of the link classifier.
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Fig. 2 Overview of Hidden Service Protocol
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Fig. 3 Five Circuits on Tor Hidden Service Protocol
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