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Detection of Malicious Nodes with False Detection Notification

in Wireless Ad-Hoc Networks

NORIHIRO SoTAY®  HIiroAKI HicAKIP)

Abstract: In wireless ad-hoc networks, each wireless node whose two neighbor nodes serve roles of its
previous- and next-hop nodes contribute to configure a wireless multihop transmission route for a sequence
of data messages. Here, a malicious wireless node is included in the route as an intermediate wireless node.
In order to remove it from the route, it is required to be detected. Conventional watchdog methods can de-
tect a malicious node transmitting different messages from receiving ones. This paper proposes an extended
method called cooperative watchdog methods with an additional observing node for each wireless link in a
route. It detects not only false data message transmissions but also false notifications of a malicious node
detection. Here, a malicious node is detected even if it is the additional observing node. The proposed
method requires no additional control message transmissions while no malicious data and control messages
are transmitted. For improving the connectivity degraded by the proposed method, additional intermediate
node is introduced to help the observing node. The improvement is evaluated in simulation experiments.

1. OOO0On

goboooobooobooboo,bbobooboon
goboboboboboboboboboboboboo
gogbbooobboooboooboooboobboon
gooobboboboooo.ogoooobbboooon

1 0O00O000000000000000000000
Department of Robotics and Mechatronics, Tokyo Denki
University, Adachi Tokyo 120-8551, Japan

2)  sota@higlab.net

P)  hig@higlab.net

© 2016 Information Processing Society of Japan

cboooodoooooboooboooooobooooaoon
cobooocobOo,0cob0obooobooooobooaon
O,00000o0oooooooooooooooooog
oo,00,000000000000oO0oO0b0b000o0oon
cobooocoboo,obo00oocobooooboooaon
cooboooooooooobobooooooooboooo
ooboooobooooobooobo.obooooooo
oobooooboooooboo,cobooboocoobooon
cobooooboobobooooo.boboobo,b0o0baon
coooboboooooooooooboooooo,booaog,



goooboooogoo
IPSJ SIG Technical Report

uoboooobboooboooooooobooboooooooo
o,0boo0oooooboo,0o0bobc0o0ooooao
ooboooobooobooobooooboobooobooooo
oobooooooo,boooobooooooboooooon
goo.

2. 0000

00000000000000000, 000000
00000000000000000000000000
000000000,0000000000000.00
00000000000000000000000000
000000000,0000000000000000
0000000D00000000,0000000000
00000000000,0000,000000000
00000000. 00000000000,00000
00000000000000000000000000
0000000D00000,0000000000000
00000000000000000000000000
0000000D0000.00000000000000
00000000000000000000000000
000.0000,000000000000000000
00000000000,00000000000000
00000000000000000000000000
0000000D0000000000000,00000
00000000000000000000000000
00000000000000000000000000
oooooooo i), [3),[5),[9. 00,00000000
00000000000000000000000000
00000000000000000000000000
000000000000.00000000000,0
000000000000000000,0000,00
00000000000000000000000000
0000000000,000000000000000
000000000000 (00000000,0000
0000000)00000.000,000000000
00,00000000000000000000000
00000000000000000000000000
00000000000000000000.00000
00000000000000000000000000
0000000.00,000000000000000
00000000000000000000000000
00000000,0000,000000000000
0000000D000000.000000000000
00000000000000,00000000000
000000000000000 [4,[6].

00,0000000000000000000000
00000000000,00000000000000
00000000000000000000000000

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.l
Vol.2016-EIP-74 No.1
2016/11/17
gooooooocoooooboobooooooooooo. o
gooooodoooooboooooobooonooonog
ggobogoboboooboobobuooobbooboon
gobooooboboooobbbooobobobood
gooooooocooooocoobooooooboooog, o
goboooooooboodooboooooooooooon
ggobogoboboooboobobuooobbooboon
0000000000o0o0ooOoooOnnO watchdog O
O [7]0 two-ack OO [2]000. watchdogO O OO, 00
gooooooooboodooboooooooooooon
gogoooobboooobboooobogoob.ooo
goodo,bbooooooboboobboooooobobobo
oooooooooooooobo. ooooa0, two-ack O
goboooooooboodooboooooooooooon
00000000000000 (ack)D0DO0OD0O0OOOO
goodoobo,gooooboobbooooooobobobog
(ack) DO0DO0O0ODO0O0O0OO0DOOO.O0O0000O0,O0
goboooooooboodooboooooooooooon
00,0000000 (ack)0O0ODOO0OOODOoOoOoooO,
ggobogoboboooboobobuoobbooboon
gooooooooboooooooo.goog, oo
gooooooooboodooboooooooooooon
goooo,booocobooboobooboobOoooo
goobooboooo.

000 watchdog OODO O, 0000000000O0O
gooooooocooooobooboooooooooo. oo
gboooooobooboooooboooooboooooon,
god,boboboboooooobobobboooooobobobo
gooooooboobo.bobbobobo,obobobbbbbb
gboooooboobooooobooobooooooooo.
gooood,booo0oooo0ooooooooooo
gboooodooooodooooodoo,ooooboooao
gogoooobboooo,boboooobbbbooo
gooooobbooooobobbbooooooob,on
goboboooooooooooo.odo,0o0ooa, o
goboooooooboodooboooooooooooon
goooo,ooooboobobbbo,bbbbobbbob
gogbooboooboboobobo.ob,boobobdg
gbooooooooooooooooobo,ooooboo00oao
goooooocooooooooogo,ooo,00000
goooobobbog,bbooooobobbooo 1o
gobobooboboobboobobon.

3. Uogag

3.1 J0OO00O0oDOoooooooog
toboobooooobooobooboo,booocoobooo

goboooooooboodooboooooooooooon

gboooooooo,oboooooooooobooooog



goooboooogoo
IPSJ SIG Technical Report

uoboooobboooboooooooobooboooooooo
ooboobooooobooooo,0cobooooboooao
oobooooboooboooboooobooboooobooooo
ooooooobooobooooboooobooo.ooooooo
ooooo,0o00oo0b0oooo0oboooo0oooooa
0000 [ oooo0o0oooooo0oo,0oo0oo
O N UOOoooooooooooooooooooog
o000 N, 000 (00)0000000000000
obO. 0l10o0o0boob,o0000b000 mOobOOooO
OoN_,O0,NOODOOOooooooo N 0000
0000000000 » 00000.m0O w0000
oooboooobD y;ooooooooooooooooo
oooooo,mO » 0000000 N, 000000
ooo,000 v, 00000C0C000O00.

01 0OooooOooboooobOobooooOoooooooo.

N, OODO0OoboOoDbooooooooo N, 0O0DbOo
ooobobbD Ne=NOOOOUOoooooboboboog
MdetD ROOOOOOOOO0OCOOOOOOOO N°O
N, ODOO0ODOO0ODOODbDOOoDbDObO. N°DO N, OO0
0000000000000 oO0oO0D RROO0DO,00
00000 NOOODDOO0O0D0O000000000. 0
o,N;,0oboooboogbo, N, Ooobuooooboog
OOo0ooo0O N, 0O000000000000000 Mdet
oooooo N;,000D0C0O00Do0Oo0D N OO
ooooooooooooD (0 2. OO0O0Od, Ny OO
0O MdetOOOOGOO N,y O0O0000000O00O0OO
gooobobbooooobbbboooob,ooon
ooooooo N,_sO0O00oDoob0.0ob,0000000
oooooooooooboooDbo N;OboOOoooooo
00000000 MdeteDOOOOO N°OOODOO,
NeOOOooOoooboo N oobooboooooo
gobobooobooooboooooobo.ogoob,ooo
gboboboboboboboboboboboboo
oboo v, 00b0ob0oboboboboboboo.

00,00 MdetOODOOO N, 000000000O
gooobobobooooobobobbo,obbbbooooo

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1

Vol.2016-SPT-21 No.1

Vol.2016-EIP-74 No.1

2016/11/17

oooooo N, 0000000Co0oOobDoboOoo N O

ooooooo.ooo0,00b0 NOoDboo,0o00o0

N, 0000000000000 000 MdetOOOO

o0 NUObooobooobobooobooooo, Ny O

o000 NOODOOODOOooOoOooooooooo

. odobbogoobobog,oobooobbogoooog

gobooboboooboobboobbobboobo

gobooboboooboobboobbobboobo

O,No OO N, 00000000000 DO0O0O0 Ny

OO0 MdetOODOOO N;,0O0ODOCOODOOO

Oo0o0oo0 N; 000 MdetOOOOOOoOoooooooO

O, Ny OOoooboobooboooouoboobooo
goooo.

02 00000000O0ooooboooooooo.

3.2 JOODOODOODOO
gooooooo,bbog,0oobobboo0og N; 00
gooboboooobbooouobbbooooboboboo
OO0 MdetOOODOOODDOOODO N, O0D0OOO
ooooooooboo v,Ooboooobbooooboooo
goboooobooob,ooboo, N, 0 N;OODoog
goboobobooboboobboobboboboobo
00, 00000000000000000 |N;N;gq1) O
gboboboobobooboboboobobobooooobo
ooooo (0 3).000,0;0 N, O N, OODOOO
goobodboboobboobboobboo,uooon,
N, 0 N, OO0OO0oOoooobooobooooo. og
ooo,o,0 N, 0O N, ODOO0OO0ODOOOOOODOO
N;O N, OO0O0O0D0DO0OO0OoOoooooooDoon
(00)0D0OO0DoOoUoO0o.00O00,0;,0 N, 0000
N, Ooooooobooob Mo Oooobobooo
ooooooooooo. oo0oo,o0;0 N, 000
OO00DOoOooo0oonD N, O0DOOO0O MdetDOOO
0000 (00)00oO0ooooo0.0ooouoo,N; 000
goobooboboboobo N, O N;Obooooo
00000000000 MdetDODOOO N, 00O



goooboooogoo
IPSJ SIG Technical Report

ooooUo,00000(@o)ooooouoo VO
ooo N, 0000000000000, 000000
ooooo.

03 Oboooooooo.

00000, N,_, 000 Mdet 0000000000
000000000 0; 0000000, N,_; 0 N;_,0O
0000 Mdet0OODDOO N,0OOOOOOOOO0O
0oO0oo0Oo0O0,N,., 0000000000000000
Mdet00DD0D000 N,00000000000000.0
00,00 Mdet0DODODOODOOOOOOO Ny O
0000000000000000000,00000,0;
000 Mdete0ODOOOO N,_,O00000 NoOOODO
00000O00.00000,0;0 N,_,O00O0OOOOO
oooooooo*.

0000, Ny, N1, N;, 0, 00000000000
O,N;, 000000000000 N, 0000000
00O00O00O0O0o,N,., 0 N; 0000000000
0000000000000000000 N,_,0000
0000000000000 N,_,O0OODODOD0O0000
0.000,N,;00,000000000000000
0000000000000000 N,_,00O00000
0oo000O0000,0;,0 N;,_, 00000000000
00000000000000000000 N,_,000
000000000000000 N,_,O00D0D0O0000
ooo.

00,000000000000000000000
0*, 00000000 mO0000000 N; 000
00000000000000000000000 RO
00000O000.0000,000000000000
0000000000 (O 4).

N; 0000000000000 Ny, 0000000
00000O000000,N,.;,00 N;00000000
000000 m0O N; 0000 Ny, 00000000,

I JoooDooO00O0O0DoooOo0.
*2 00000000000000000000000000000
0.

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.1
Vol.2016-EIP-74 No.1

2016/11/17

04 0O0O0OO0OO0OO0OO0OO0OOOOODOOOOOOOO.

N, 0000 mO0000D000O0000 m/ 0 Nipq O
ocooooo, N ,0000000000 N;OOOOo
oopoooocoboo v;O N, ODOODOODOoOooOo
oooo,0o0o0000 v, 00, 000000000
(05). 00000N,0000000000000OOO
MdetOOOOOON,_, 00 N,oOOOOODOOODO
0,0,00 000 Mdet OOODOODO N;_oOODODODO
O.000o00,N,.0 N;OO00ooopoooooooo
000200 MdetOOOOOODODODO.

05 N, O0000000000.

N, OO0O0OOo0Ooooooooooooo Ny O N O
O00O0OO0OO0O00000000000 MdetODDOODO
N, o0 N, 00000000000000 (@ 6).00
oo,N;, 0 N, 000000000000 N, O Ny
o0oo00000o0ooooooooooon0 o; 0 N, 00
oooooooooooooo.oooo, ;00000
Oooooooooono N, 000 MdeteODODDO
0000000ooo00,00000 (Do)oo o, 000
ooooo.o000,o0,0 N, OOOOOOOOOOO
00000 MdetODOOOO O N,_oOOOOO. OO
ood, N O N, 00O00000000000000
MdetOOOQOQOO N, O0000O0O0OO0ODOCOOO
00 MdetODODODOOOOOOOO.



goooboooogoo
IPSJ SIG Technical Report

0oe N, O00000O0O0O0O0OO.

ooo0,o, 000000000,N, 00000000
oooooooo o, 0 Nv;OoooOoOoOOoOOoOoOoOoOoOoOo
00000 MdetODDOOO O N,_o0O O, 000000
oooooooo (@ ). 0o0oo, N, 0 N; 0000
oooooooo N;O N OOoooooooooo
ooooooo N0 N;OO00o0oooooooooo
ooo.oooo0,N,00000D0O0O0O0O0O0CCODODOO
0,0 00 Mdet 0ODODDDOOOOODOODOOO,OO
000 (0D0)oo N, 00000000. 000, N
Oo,0000000000000D000 MdetODODODO
Oo0ON_.0000D0.00000,N,_00 N;,OD0OO
O0000ooo000oonD MdeeODOODOODO O; 00
00000000000000 MdeteODDODODOOOOO
oo.

07 o,000000000O0O.

ooo, N, D000pDopooooooooono o; O
ooo N, ooooboooboobuoboo,obooog
0000000000000 MdetOOOOOO N;—o O
oooooooUooUOoUOo (O ). 00o00,o0,0 Ny
00000000 00 Mdet OODOOOOOO(ODO)O
gooobooboooo,bbooooobbobbooo
Mdet 000000 N, OODOOOODOODOOO. OO
ooo,N,_.0 N, 00, 0000000000000

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.1
Vol.2016-EIP-74 No.1

2016/11/17

0000000200 Mdet OOOOOOOOOO.

08 o,0000 N, OOOODOOODOO.

oi1oooooo, N, 0 N;ODOooooooooo
00000 Mdee OOOOOOOO200 MdetOOODO
o0 o;,0 N, 0000000000, Ny, N;—q1, 0,00
ooooooooooooo N OobOoOOObOoOoO
o.00,0,0 N, 000000000000000O0
000 Mdete OODODOO N, OODOOODOOOODO
coboobobocooooooooooooooooo.oo
oooooooo v;Ooooooooooooooooo
Mdet OO0OOOO N, 000 O; 00 N, 0OOOO
ooo.o00o0,b00o0o0o0boboboooooooo
coooooooooooobooooboobo.oogoo,o
coobooboooooocooboboooobooOoooboooo
0000000000000 0000000000 Mdet
oobooooo,oo0ocobooooboooooobooon
000000000000000000. 00000, o,
0N, 00000000O0O0OOCCCDOOO0OO0000
Mdet OODO0OO0OOODOODOO,N,, 000 Mdet OO
ooooooooooooooooooooooooog.

01 N 0O00000000000000.

N;,—1 000 Mdet O O, 000 Mdet O goooo
ooooooo ogoooooo
N; Ni—1 Ni—1
O; N; O;
O; Ni_1 N;—, 000 O

ooo,00000000000000000 N,O N;
(j>i+1)0D0OOD0OUDO0OUDOUDO0OODO0O0OO0O0O0O Mdet OO
0000 NOODOOOOooooooooooo (o).
oo,N,, 000 Oo,00000 N;OOOOOO0O0O0O
0000000 MdeteOODOOOO N;—o OO NoODOO
oooo.o000,b0000000 N;OOoOoooooo
00000000 MdeeODODOOO N; OO0 N,y 00O



goooboooogoo
IPSJ SIG Technical Report

09 OooobOoooooooo.

ooooooo v; 000000000000 N;.D00
oobooboooooboooodooo,oo00ob0o 1400
Oooooooooooon0 N, 00000 MdetOO
oooooooo N, OobObooooouooooooo
o.o0o0o0,0o00b00b0b00 vooboooooooo,
0000000 MdetOOOODODOOOOODOOODDOO
0,0000000 Ny(0O<k<¢)O N, DODOOOOO
oooooooooooooooooo, N;0ooo0
00000000000 MdeteDOOODOODO NoOOOO
ocoooooooo.ooooo, N0 N 00000
oooooo o, 0ooooooooo0. VO, N O
000000 N, 0000 MdeteOODOOOOOOOO
oooooooooooo, N, ooooooooooo
onNON,00000000booogoooooon.
ooooooo0 o;0 N, 0OOO MdetOOOOOOO
oboobooooooooooobo.oobo,0boo0booa
00000000 Mdet OOOOOOOOO100000
oooooboooooobooooooooboooboo,boo
oooooooo.0o0o0o00,Mdet0000000O0OO
oobooboooooboooooo,obooooboooao
OO000O000000,000000000000 Mdet
Oo0O0O00000,N O0OD0DO MdetOOOODOOODO
ooboooobocooon.

3.3 000000

000000000,000000000000000
000000000,0000000000000000
00000000000000000000000000
000000000000,00000000 N*=N,
0000000000 NY=N, 0000000000
00000 R:=|N...N,)) 000000000000
0o |N;N,,) 0000000D0000000. 000,
IN;N;;;) 0000000000,00000000000
ooo.
[DO000000O0]

|N;N;4;) 000000000000000, Ni—y, Ni_y
,N;000000000000000 0; 0000000
000 (0 10). O

ooooo,|N;N,,)000000000000000
0Doo00 N, N;., 0000000000O0. 0000,
N;0000000000D00000000,0000 N;

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.1
Vol.2016-EIP-74 No.1

2016/11/17

010 000000000,

Oo0 2-hop0O0O00O0O0O0O0OODOODOODODODODODODO
oobo.oobooboobooboooooobooooboo
og.
[DO0o0oO0o0ooooooooo)
000000000 0o0ooooo GePSOOOOOOOO
gobooocoboo,ob00oocob0ooooboooaon
oooboooooooooobobooooboooooboooo
ooooo.ooooog, N;Ooooobooooooo
coboboocobooooboooooboo,obocoo0ao
ooooo v 0oo0,0000000000000A0
oooboooooobobooobobooooog. o
000000000000 ooooo)
goboooo,00ocobooocobooooooboooaon
coobooboooobooooboboooooOoooboooo
O.ooooog, Ny;Ooooobooobooooooo
oobooooboooooboo,coboooocoobooon
O N 0000,00000000C000000000AO
coobooobooooboobooooogo. o
oooooog,AobvoOoooooooooooooo
oooboooooooooobooooboooooboooo
ooooono.

34 J0O00OO0OOOOOOODOODOODODOD
gobobobobobobobobobobooboooo
gogobobboooooobobboooo,goooooon
goboobbooboboobboobobobobooobo
goboooooo,bobbooboooboobooooon
ooooooooooo. ooo,00o0o0o000 o; 0
gbobobooboooobooooobosugboooooon
oooooooooooooooooooo, oo o, 0
ooooooooo |VN,4) 0ooooooooooo
gobooooboooboo,obgoboboobooo
oooooooo. ooo,o0o0000,0;,0 Ny OO
000000 0000000000 Mdet OOOOOOO
0000000 L, 00000 (011).0,0 N;OOOO



goooboooogoo
IPSJ SIG Technical Report

00000000000000O0,N,., 0 N;0OOOO
00000000000000000, Ni_, 000 Mdet
0000000000000000000000000O0.
00,L; 0 Mdet 000000 O, 00 N,_,0ODOO
0o0oO00000000OO0O0O0O,N,_, 00000000
O000000O00. 00000, Nj_g, Ny_1, Ni, 0; O
O0000000000000,L, 0000000000
0000000000000,000000000000
00o00000000000OOO00O00.

00,0000,000 00000000000, L0
O00000000000000000000000. 0
00,;0000000000000000000000
000O00. ;00000000000 O0; 000000
00000000000 Mdet OODODODO. 0000, N
000 N,., 00000000000000000 Mdet
O0000.0000 Mdet OOOODOOOO O; 000
0000000000,0000 0, 00000000,0
000,0,000000000000 MdetDODODODOO
N,_,00O0OD0O0OO0O0O0D0,; 00000 Mdet OO
0000 0; 000 (00)0000000000000.
0000,0;0 ;0000000000000 O000O0
00 Mdet 000000 Ni—100000 N, 0ODO
0OO00. 000000, N,_, 0OODOO0OOO0OOD0 200
Mdet 00000O0O0O0OOO. OO,N,_, 0000 O; O
;0000000000000000000 Mdet 0O
00000000 (0; 000 N,_, 00000 N;_, O
000000)00000000. 000000 N;_, O
000000000000 0;0,0,000000000
0000 00000000, Mdet 000000000
000 ;00000 N,_,OOODOOOO. 00000,
N,_,000O0OOO000 200 Mdet 0ODODOOODO
00.0000 Mdet 000OO0O00D00D0OO,32000
00 O;,0 N,_;, 00000 Mdet OOOODOO N;_p O
O000000000000. 000,200 Mdet 00
000000,000000000 MdetOOODODOOO
00,00 Mdet 0DODOD0OOOODOOODOOOOO
oooooooo.

4. 0O

joboobooboobooooobo,ooooooboooo
ooboooobbooooboooboooobooboOooooooo
ooooob,0000,00000o0o0c00ooooaa
ooboobooooooboooodoboooobo,obooobooon
oboooobobooooooooooobooboobooon.
ooo,b00boooobooooboobooboooboo
Ooooooooooooo,0o00 AObvOoOoOoDO
0000000000 Rreq 0O0O0DOODOOODOODOO
OooooDO Rrep0000000ROOODODOOOO

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.l
Vol.2016-EIP-74 No.1

2016/11/17

011 000OO00oOoooOooooooooooog.

ggoooobbooooobo,ggooboobobbooo
goooboooobooobooboobobo.boo, o
goobogoogobooboobogooboobooooooboboon
gogoboobboobbooboobboob2bb00
gooboooboboooboooo,s3s3bobooooo
g,000bgoobooooboobooboooooo
goobogoogoboobooobogobooboooooobobon
gooboooboooboobooboobo.oo,oon
gooooobob,oooobobbooooooobobbog
ooooo,000o0ooo0g ROOODOOOOOOO
gooo,bobobobobobobob.oboob, o
goboooooboobobobooboobo,obgooo
ggobogboboooboobbuoobbooboon
ggooboooooo.
gooobgoboboboooboobobo,boobgon
O N_,0000D0DDODOD O, 00 N,oOOOODO
000000000000 Mdee DOOOOODODOODOOO
O N OOOobOoobooboboboboobo.obooo
MdetOODOOOOODO N,_oOOOODODODO,000O0
gooooooooogon.
gooobb,oooobbboooooobobodg
ggobogoboboooboobobuooobbooboon
googogoooboo.bboooooboobobbooon
goobogoogobooboobogooboobogooooobobon
goooboo,0goobooooboooogooobogo. o
go,booooobobobobobb,bbbbbbbbob
ggobogoboooboobobuoobobooboon
gooO. 250mx250m 0 000000000O00O0O00
ImO0O00000o0-2,0000000000000000¢O
gogbgoobooob.o12000booooboobobdg
goboooooboobuobooo.boboob 1,0000
goboooooboob,bgboboboooboobgoon
gooobogoooobooooogooon.
ooooob113goo.oooo,Xoooooooo,
YOoooooooooooooooboobooooooo,
000000000D00OO0.00bO0o0bOoboboooboo



goooboooogoo
IPSJ SIG Technical Report

TN

125 —\

o=
=
=
o=

250

125

\50 100
| 150

50 50

012 OO00OO0O0OO0OOOooooo.

00,0000000000 AODVOOO0OO0O0OO0O0O
00,00000000,000000000000000
00000000000000000000.00000
00200000 (000000000010.050)000
00,00000000000000000, 1,500-1,900
000000000000000.1,10000000,00
0000000000000000 AODVOOO00O00
000000.0000000000000000000
00000000000000000000,00000
0D200000000000000000000000,
1,000 0000000000000000000000
000 AODV 000O000000000000000.
00,0000000000000000000000,0
00000000000000000000,00000
0150mO000000017.5% 00000000000
0.00000,000000000000000000
00000000000000000000,00000
00000000000000000000,00000
000000,0000000000000000000
00000000000000000000000000
0000000000000000000.

AODV  ——
REFE ERPRER/—FGL) ——
REFZ ERPRER/—FHY) —

100

FRRBRHEE (%)

013 00000o0ooooooooo.

© 2016 Information Processing Society of Japan

Vol.2016-DPS-168 No.1
Vol.2016-SPT-21 No.1
Vol.2016-EIP-74 No.1

2016/11/17

5. Ugg

uooboobo,booooboooooboooooboooan
gbooooobooooooobooooooooooo.
ooobooooooooooboobooooboooooboooo
ooobooooooooooboobooooboooooboooo
goooooobooooooooooo.oo,00oo0oo
gooooooooboodooboooooooooooon
oboo. oboo,0bo00oo0o0oocoooooooooobooon
ooboooobooooo,oboobooboobooon
gbooooooOo.booooo,bobooooobooo
goboooooooboodooboooooooooooon
gbooooobo.oooocoocoobooooo,ooo
oooooooooooooooooo,AobvOogood
goboooooooobooooboooooooobooboooon
g.gobobboooboocoooooboooooo.

oooo

[1]  Asghari-Pari, S.M., Salehi, M.J., Noormohammadpour,
M., “An Incentive-Based Leader Selection Mechanism
for Mobile Ad-hoc Networks (MANETS),” Wireless Days
(WD)2013 IFIP, (2013).

[2] Balakrishnan, K., Deng, D. and Varshney, P.,
“TWOACK: Preventing Selfishness in Mobile Ad Hoc
Networks,” Proceedings of the Wireless Communication
and Networking Conference (WCNC), vol. 4, pp. 2137—
2142 (2005).

[3] Hernandez-Oralio, E., Olmos, MD.S., Cano, J.C.,
Calafate, C.T. and Manzoni. P., “CoCoWa: A Col-
laborative Contact-Based Watchdog for Detecting Self-
ish Nodes,” TEEE Transactions on Mobile Computing,
vol. 14, no. 46 pp. 1162-1175 (2015).

[4]  Imran, M., Khan, F.A., Abbas, H. and Iftikhar, M.,
“Detection and Prevention of Black Hole Attacks in Mo-
bile Ad hoc Networks,” Ad-hoc Networks and Wireless,
vol. 8629, pp. 111-122 (2015).

[5]  Kurkure, A.M., Chaudhari, B., “Analysing credit based
ARAN to detect selfish nodes in MANET,” Proceedings
of the International Conference on Advances in Engineer-
ing & Technology Research (ICAETR), (2014).

[6] Luo, J., Fan, M., Ye, D., “Black Hole Attack Preven-
tion Based on Authentication Mechanism,” Proceedings
of the International Conference on Communication Sys-
tems (ICCS), pp. 173177 (2008).

[7]  Martl, S., Giuli,T.J., Lai, K. and Baker, M., “Mitigating
routing misbehavior in mobile ad hoc networks,” Interna-
tional Conference on Mobile Computing and Networking
(MobiCom), pp. 255-265 (2000).

[8]  Perkins, C., Belding-Royer, E. and Das, S., “Ad Hoc On-
Demand Distance Vector (AODV) Routing,” RFC 3561
(2003).

[9]  Rodriguez-Mayol, A. and Gozalvez, J., “Reputation
based selfishness prevention techniques for mobile ad-hoc
networks,” Telecommunication Systems, vol. 57, no. 2,
pp. 181-195 (2014).

[10] Urrutia, J., “T'wo Problems on Discrete and Compu-
tational Geometry,” Proceedings of Japan Conference
on Discrete and Computational Geometry, pp. 42-52
(1999).



