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Abstract: Privacy is an important issue in big data analysis. An enormous amount of calculation is required
to decrease the privacy risks associated with various data. The k-anonymity model is widely used to protect
privacy, but it is difficult to predict the k-anonymity of datasets that are processed statistically. We proposed
a k-anonymity predictive model that uses a power approximation based on the property that most data have
a normal distribution when extracted at a constant scale from large-scale data. This predictive model took
out multiple correlation coefficient scores of more than 0.9. However, if there are prediction errors, the model
cannot be used when correct numerical values are required. We therefore proposed an anonymizing algorithm
that starts processing from a prediction spot and compared it experimentally with a general anonymizing

algorithm. We found that processing could be achieved with a throughput of 3.5%-12.5% at k = 50.
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Table 1 Sample of generalization taxonomy.
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Fig. 2 Sequence of tailor-made anonymization process.
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At 1635 4,344,922 2,657

x4 HHY B IALREE

Table 4 Values of generalization taxonomy.
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Fig. 10 Number of divisions of attributes (Census).

x5 P—EAANEI L oRamER (NEHBLE)

Table 5 Comparison of regression investigation.

Y—EXAEIEE | EZHREE | 105A~ 5~10BA|[1~5FA |[5F~15
SRY—E %K 1 10 16 36 34
EHERAR F1Y 0.99705| 0.99104| 0.99143] 0.99000] 0.99047
EEER ZEREE - 0.00344| 0.00777| 0.00870| 0.00927
FRFER2 FiY 0.99410| 0.98217| 0.98299| 0.98018] 0.98111
BEESERERE T | 099384 098139 098225 0.97932] 0.98029
EERE Ty 223856 4267.16] 1903.85 651.01 145.41
HEF Tty 3.8E-27| 41E-20| 17E-17| 25E-16| 7.3E-17
TFBELE Ty 1.86 14.06 8.88 5.69 4.22

THABEDLEILED kLMD y EE LT, A%
R A R L, EAEE L5 0PR 10 Th 5.
FEHBEREAT 0.998 & IEH I m WHUE 72 AT, RS )
1790.88 L K& % fHIZ 72 5.

B 10 OFEF %2, MBoF— & FIZBWTH BRI
NEBHALZ., 5 1E, AR IR LT, —HIZ—
MAbBSE 2 @M L, OXGETEHMHMOx, y & LTRAL
TR L 72 B R o Bl R s R Tdh 5.

HRE, TEAABHBE LI 2x3dH 5705, T
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® 6 BYAIGEHIC L 2R LE (&FFY)

Table 6 Comparison of attribute combination.

EEMESE =% 2@ k) =]
EHEEER FiY 098995  0.98807|  0.99058
ERFER?2 Ty 0.08008]  0.97637|  0.98132
EERE Ty 1300.61 1852.58 1069.61

BF Fij 1.1E-15| 3.0E-16 1.2E-16
THEELE T 6.83 8.03 6.52

NTOFEITBWT, EMMEREA0.99 22, HHEMBGLE
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B A, BEHEIRGESEIYIZ oW T, EZHHA T 2238.56 &
IR IR R E W LV L7z, 72T HERA AL Kk
EOAKEVGEIIBITLBEDEDLFHETH L 720
INE R K EICBIT AREEERITHICIEIAHYLTH S,

ZZT, kEAMEDS 1TIZHITTPOEL TW MRS,
HIEVEX B DR E AL L TR 5 720 3
F(3) 2 MM L7z, TAUIFENE o & FHIE  OILOKE
WHEIURL, #ATB N TED L bDTH L.

% . Z(max{s,, ‘;D (3)

I & o TRFEPR O TR, 2EFT 6.52 4
DANOETFMTRETH A EHHLE, 20X H %
FEFHFAOKR X VTR T, BT EEX S
ZIEFEICI I $5 2 LT v,

72, BHERESEW 05, EALTRERRAR E
TORKEDPRENZ NPT EDWRETH 5.

22T, BIEEUEO T2 AT, BEAILALEEAE
BT EEXGHETFNL, &b FEICEVEERE
0O EHVEEBET 5. FOBICRE 2 ELLT Vv
T ALFFEIRT B2 ET, WEREEEHIRT 57 VT
ALERFET S,

6. RFAMUXLZ AV EZERLIBERAK

k EDSRIEMENRA T 5 &) ME 27, 207
HE & ERE D m CEAHBIR 2 R0 2 L IfFCE 2
A, O TFIMEE OEIVNSVEREMAEEHEIRL, 20
WA bEAULE 2 G 52 e R_RET 5. $72, £
DFAMEH T BT 2 B EAA D k-ERE % W3 0% i
BTLILIZE T, Ko7y 7R, F3 by 7oy
VR OELALI A IR L, BEAE TV T R L DI % i
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Table 7 Sample of generalization taxonomy.

A 2R 5 3 S
5 B1 | 2R % 1068 204%
B2 | 4R% | 10-14F ‘ 16-19F 20-24%F ‘ 25-29%F

cl | 2B% REX SRS
c2 [oEs mamy mx | w5 | mm [vm-melon-es

ae CA)(BLY( (B2 )

BiHEHEDY
g

FRAMETERLTERL)

ZOMENSRIATYS

(A,B1)(A,CY) (S (A,B3)(B2,C1)B:,C2)(A,C)(B2,C)

FANECERILTES : |
! ZOHEENS by THYS

y  (AB1C")( AB2CT")( AB1,C2™)( AB2,C2")

11 RET VT X LS
Fig. 11 Outline of proposed algorithm.
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WET—=5 I b 2 @A L, BoMeats 2o
Xao#Eisks 5. 728 21E, (A,By) =4 X5 {(5%, 10
), (£, 101%), (55, 2010), (&, 201%)} ZHEH L, Lattice
Structure Z{E 4 L & 11 O CTEBEMITER SN 5.

11 DEEOHMAETIZONT, RGHDIDRVH D0
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TIVTY XL (OLA % &) % Hwv5a 2 L THREEREK % R
LEELIENTED,

A ALILIR I ZAHL ARSI S 5 & & LB AT N
L7, MBEAT)®ALRET S LT, K& JuHm
BEHTE 5.

Yy Zva—F : RREUTHER L 2 EALLEBRTXPAK)
Input: [E4 LT X EEEIEYE(D,D;...Dy)DT —7 )V T.
Power Approximation k-anonymity Method(PAK)::={
1. AFEBALE : BiEE S L RIEEOEELERTS.
Array[1]=Di{ d11,d12...d1s}... Array[N]= Dx{dni,dnz...dnm}

2. Di~Dn D—RRALKEE TR o oA B DY L BIERK 5% & T
3RRELPRDIERICLERY VIV 2B D k-BEAMEZFHAIT 5.
for (ir =1, i1 <=z, i;++) {

queryl=Select count(*) as Count, Array[i;] as Att from T group by Array[i
215/ queryl DiFR % table R IZl#R.

for (i>=1,i2<=z,i>++) {

query2=Select min(Count) as k_val, count(*) as k_cnt from R where Att =

Array[iz] 3 // query2 DFFEZ table C IZ70##.
} end for

} end for
4. RFITEUE PowApp k 2K B

query3 = update C set k_calc = LN(k_val — AVG(k_val);

query4 = update C set ¢_calc = LN(k_cnt— AVG(k_cnt));

query5=select EXP{sum(k calc*c_calc)/sum(k _calc ~ 2)} as A,

AVG(c_calc) — (k * AVG(k_calc)) as B from table C;

PowApp_k = (k-1)A(1/ B) /A*(1/B) ;5 // k{HOFHIE
5. 2MHEbERHLE S FRMEICEVES & bE 2 IS,
for (i;=0, i3 <=N, is++) {

If (abs( Count(Array[is])*Count(Array[is+n]) — PowApp_k)) < min 14 )

{ Array[X]& Array[y]DOFAZ & DR e b PRSIV & )
} end for
6. B b FRUEISEV LA DRI B k-BE4 H(min(Counn) % FHAI.
7. ROD LEAMERLERVES, R PAT vy 7 TLOHVE#RE
BRTD. WlTHEIL, REEZETLTHRVA, hyF¥vro7
NFY XBERANT, LVF#MRERERETSZLbTES.
If ( min(Count ) <k ){
Use Bottom Up Algorithm } else {
GODvall =X, GODval2 =) GODk= min(Count)
Use Top Down Algorithm } }

Output: it b W ENZ < k-[E4 PEA 15727 Globally Optimal Dataset %
& r Table C[# 8]

1. B ZORMISER T 5 BB IC oW TERE
19. BT 2HCIEE, A —Di{5, &}, By — D2{10
8, 201%..}, By — D3{10-14 /%, 15-19 ...} LEF*KL, —
iALRsiE ¢ BAE CHUR T & 5 &L ) AH§ 5.

2. BUHOEMEEEIERL, BHEX 5% KD, table C (12
FLEkd 5 (0 [Dy 1 21X%)] [Dy, Dy D4 [X%7] [Dy, D3 @ 8
X5)...). E72, £7OHEBeD,, D3, CeDy, D5 T
BB, Dy, D3] [Dy, Ds| % & & Efiilz kst 5.

3. WEOEWRFLLX 2 BGT 272010 E% k-[EX
ML BEX B ERAD x, y ERET 5.

4-5. RFAPXIC L) FRMEZER L, T L 7ZBEHEX
SRR EVEEMAEE RO S, YT va— FTiR
M TR DL WMEZ KD TV 225, FHlEL D K
EVLEIHRET 2 FELH 5.

6-7. THICL 2HMAERITL D ELATEZREL, Kb
k-FEA A FEH L 7-8461F, Top Down Algorithm (2 & -
T, LDEEMREZRZEL, FEHL 2 WI5E1E Bottom Up
Algorithm 12 & - T, X VgML s/ EEERT 5.

ZCTHIIE AT table C (35 8) 1%, BEAIO x, v IoHl
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# 8 table C D% ¥ 7L
Table 8 Sample of table C.

Att k_val k_cnt k_calc c_calc
JRHX5ER kI9iE  EiESTaE
(D1, D) | k_val(dly,d2y) | Count(Array[D, = D,]) k_calc C_calc

2 (Dy,D3) | k_val(dl,,d3,,) | Count(Array[D, * D,]) k_calc C_calc

No.
Eesii=yes kfiE

GOD | (Dy,Dy) | k_val(dxy, dyy,) | Count(Array[D = Dy]) - -

1.90IBRa0S

2 BliEEStE
OAERR o

|

3.52EHD
IfE & X orE
s

No [TRFLTYT
b= FIN
Yes TIROEEEFER

1. BEELD
FEMEYFAL
ERTEE J
ROEEHES RSEED
wHis FILTUZ L BT

M 12 RETLVITY AL (PAK) @ 70—F ¥ — b
Fig. 12 Flowchart of proposed algorithm (PAK).
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BHEL, BEERELUNXEZERT S LA TES.

A F 3 (Power Approximation k-anonymity method :
PAK) 1, BE#ERNZEAILELICIEAR L, 7— 7 O8I
EbEEA VLRI 5 2 & TRIEOHIKE X 5 H
KD, FERT IV T XL OHESRLTE L Flg L 72 L)
TR ZFHT 5.

WLIRHREEE O BT R & LTk~ v 75 Y BID Incog-
nito 7V IY Xnk, KA 7 v 7HO OLA 7V T1) X
LEHWS, F72, PAK RIS L TiE, FRIRRAERAER
DIEIEE LTy 75y RO ELACILEREE & 1T - 728
HREKEMZ TS,

WLEE I8 & AREE S 5 FEBRI, 5 3 CH W2 E B,
BIONHYF—CABIIBWTAKDE WV EAL 6 —E 2
WL TCEMLE., FNEFhor—4&, BLOFHE
FEME & OMBEREZER 9 ([ RT. BB OIEIE, EhiR
AWMLY 2N EUHO AR (¥ 3185) TH 5.

13 13, k = 50 (2 BT B EAILLEZ 2070 o 7oL P &
DODHETH A, FHMEIZE S W72 PAK F31E OLA A5
LB LTI T 3.5%, Incognito N & g L CTHEET
12.5% DL & TEALLEE R 2 ) L 7.

14 13, k22282 MHELKTH L. kilE/N
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RO WHRI—EAD AL TR
Table 9 Property of service groups.

EZHAE A B (¢ D E F

BAB 127794 | 350527 | 215122 | 208675 | 190105 | 140826 | 134721
FRXafE | 114659 | 50316 | 40048 | 19664 | 16326 | 13618 | 6641
FRKAME | -1.414 | -1.776 | -1.852 | —1.735 | —1.695 | —1.722 | —1.642
FRREEAE
omsEa | 09974 | 0.9901 | 0.9911 | 0.9887 | 0.9853 | 0.9880 | 0.9805
g, 3000
18 5o @ @ & & ® OLA
El
X 2000
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1000 .

Incognito
500 e
Lk:\' i , TE%EEC
B S e U Y C— \
0 X r ) F Y 7y 2 (PAK)
EZRE A B c D E F
13 k =50 B 2 EAILLIE L
Fig. 13 Throughput comparison at k = 50.
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Fig. 14 Throughput comparison at k = 2.
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Fig. 15 Best case on Bottom-up and PAK.

5 e
p

< 20@

@) ® ° ol

C o0 g . Soocpud
0.80 0.85 0.90 0.95

FAMEE ZAEDEBIfAE
B 16 MR L LEELEOMRES 7 7

Fig. 16 Processing ratio and the correlation coefficient.
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Fig. 17 Worst case on Bottom-up and PAK.
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