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Abstract: Data anonymization is ready to go before the big-data business runs successfully while preserving
privacy of personal information. While, it is not trivial to choose the best algorithm to make the given data
anonymized to be secure for a given particular purpose. To access the risk to be compromised accurately,
the data needs to balance the utility and the security. Hence, with common pseudo micro-data, we propose
a competition for best anonymization and re-identification algorithm. The paper addresses the aim of the

competition, the target micro-data, sample algorithms, utility and security metrics.
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Table 1 Amended Act on the Protection of Personal Informa-

tion.
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2B 2 7o (58 75 40), AHERAT R~ OTEHIEEL (56
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Protection Regulation (GDPR) # @t L7z. 2012 fED )
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Table 2 Outline of the Anonimizing Technology Competition.
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Fig. 1 Risks of anonymized data.
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Fig. 2 Record index sequences.
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ZH).
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x; & oz \E QLFEMERLRIZH 5 LIFDY, @ ~9T x; LT
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QIUSA={1,...,m}, QINSA=0T»5.

2.4 LEE

PR AT O WER IS ND ) Y — AT, BaRGE
BEZLN, M IEINETHL. /2L 21X, Emam
&, WEOMEL L TCRD 4 2084% FIFCw5 [3].
o T1:EDHA (deliberate attempt),

o T2 REMDHAA (inadvertent attempt),

o T3 :#MHIEK (data breach),

o T4 : BT H (public data).

MR RETIHMAOERE AT T 5HE Pr
(acquintance) 13KV AS, AT L7BFICEZM L2 50
FFAAC & % Ge-F S5 Pr (re-id | acquaintance) 137

<, T2H WAL AFFEHERIIZN S DR TR L 2.

WETIANY =33y a3+—1CO L, Tl DIREZ
s L C05 2. BRI on/ B E | &, wirkbsT
ek D R 72 e\ AS, EAINLT — % 56 & 5 5EDMA
DLIA—FEELL) EETIHBETH L. BUARS
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IdSA IdRand & FBRIC, BRIV 2 — FEA C(y) T HE
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Algorithm 1 F&j 7 )V T1) X 4 Sort [1]

(1) AL EB&NTF-% Y, HAT—-% X,
W7 TR T — 4 190t = (70, L isemt)

(2) Va—Fax; O#EY, Z2OLI3—FD SA OHIT s; =
Yicsa Ty EEDD.

(3) MATFT—¥ XEEAMLT =% YieZheh, FilofEc
DOWT Y — b L7zEEDNER. % RankX, RankY L9 5.

(4) yeY D& L a— FiZonT,

Rank™ (x) = Ranky(yj)

BURH. b & HEATHRET— 5 Sort =k LT 5.

Algorithm 2 F#kjl 7V 7 X 4 IdRand [1]

(1) AFELNLT—% Y, MAT7—% X,
W AT R T T = ITR = (IR,

(2) La—Fy, e Y IZonT, QI %/\1_ iéXﬂ)ﬂi%ﬁil/:’~ F
45 Cy,) ={z e Xz y,} 2k 5.

(3) Cly) 25— MM p=1/|C(y)| TLa— F a;, ¥R,
EATHRTT— 4 iR =jx LT5. TRTD y, 122V T Step
2B DT

3. A7 b

3.1 #PUIrvaTr—%
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ANWEEEt O I 7 a 7T =5 OFHZX L 720, BHEKE R L
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Algorithm 3 FEkj) 7 )L 1) X 4 1dSA [1]

(1) A EXAMIT=2 Y, BAT—% X, BBk X e SA
Wy T s 7 — 5 115 = (419, ... ,il9)

(2) Va—Fy, e Y 20T, QLZIBICTH2XDLa— FDlE
ECy,) ={xc Xz y,} KDL,

(3) C(y) DKL A= F x; I22WT, BN X° |2
Mg E DL a— K &y, B

SWTCy, LD

J* = argmin |z} — y7|
J€EC(Y;)

2R, EEGEET— 5 S = jx £¥ 5.

Algorithm 4 Fikj) 7V T1) X 4 SA21 [1]

(1) AL EAMLT—-% Y, WAF—% X, W) EEiTEHs
F— g ISn = (52 i)

(2) Va—Fy, €Y OffEE v L35,

(3) MATF— 8§ XEEXINTLT— 5 YEZRZTN, Fifd > 1
DWTCY— b LEMDNEN % Rank™, RankY L3 5.

(4) yeY DKL I— FIZONWT,

RankX (z4) — 1 = | (Rank” (y;) — 1) x %;J

L% BN k AR T8 i =k £ 5.

#F 3 NSTAC 8L 3 7 a7 — & {1k [8]
Table 3 Statistics for the NSTAC pseudo microdata.

F—4 La—F | Q¥ SA ¥
=2 B KHOEH | SUJEH
n m
KHWLT— % 32,027 14 149 34
flig7—% 8,333 14 11 N/A

FELEENBEERERAT L IRIER I TVWES, ZOMEF—
&#%%%ﬁ®%%%%W&L %XV oRNEMED S
i 8 IEBRSMICH) S ERIREL T, SEBIER
ﬂﬁ%ﬁ&ﬁé_&fﬁmﬁnfzb,mmmﬁ = F D
FHEERFEL TV

#* 312, GMD OHERARZRT. fliHT— 5 1%, K#l
BFE— 7 Omh o AR 4L THEAEBDS 1 EDD 2
LOWHREDHRD N =8333 L2 — Kb oT\wah., B
DN, W EOFk, ERofEE s EOEWEE 14 HE %
QI, fhe, HfE, XBE, HEL LI HS NI E LM e

FERINAZ EORMEEE SA L35, BHT—513, 1
BXMOTREHDOAELT 5.
3.2 TLAY—

KA TFAMERDT VLAY =Hd 5.

(1) EEmMLE (71472 A) GMD X %112, FEEN
TRBAAF, BRNTT—5 Y Lfi&S7—5 1Y
RERT A, HENECY &, #HRICY LTV %
7 5.

(2) Ba#NE (A7 20 2) BAMTTF—4 Y %W
D, GMD X 2ZH LT, HEN7VIT) XL%HE
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() HHE (Pvv Y)Y OFBHMEREZFGT 5. IV
EZMLC, Y OREWRELHET 5. 1P &1V %
WELT, HlRzERT 5.

3.3 BRAMEEZENTER
3.3.1 HAMIEE meanMAE

SA={14,15,...,25} IZ2WTOF =%t v MEYEE
Ko, TV TFNVEAT - XEEBEAMTT—% YO
MAE (CE¥H#ia%) TED L. BEAMLT—% YIZD
W,

meanMAE(X,Y)

Z (X7 = (Y]

1€SA

E95h, 7272LZCT,

- izx p(y) = ;Zy
e

meanMAE 3/ S W (3 &G A W
3.3.2 HHMIEE cross

BYORHSEE A= {a1,a,...} C QI IZDWT, THEL
EOTRTOMAETIZDONWT, B e SADEDFY) (Mean)
LR (Cnt) %3RO, TV VT IVOMAT— 7 X L [E
ZINLTF—2YDM®D MAE TED A, bbb,

1
crossMean™ XY
XY = Ry
> u@Plet = a) - u(y”®|y* = a)
a€R(A)
1
crossCntZ(X|Y) = ——
|R(A)|
S [le e Xfa' = a}| — [{y € Yy = o}
a€R(A)
L5, 22T, RA) IZEME X9, X%, 12851

WOEEORTESTHY, YA=a %z La—FH
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x4 QI={79} DD k-IEXE
Table 4 QlI-equivalence classes for QI = {7,9}.
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Fig. 3 Re-identifying algorithm for cheating permutation AYA.
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®6 Lir10EXAMLT—2%
Table 6 Top 10 Anonymized data.

team ID Uy Us Us Uy Us Us St So E; E> E3 Es | Max E;
02 0.00 0.00 | 0.00 | 0.09 | 0.01 | 0.00 | 1.00 | 13.71 | 0.00 | 0.00 | 0.00 | 0.00 0.00
02 0.00 0.00 | 0.00 | 0.09 | 0.01 | 0.00 | 1.00 | 13.68 | 0.00 | 0.00 | 0.00 | 0.00 0.00
01 0.00 0.00 | 0.00 | 0.07 | 0.02 | 0.00 | 1.00 | 36.07 | 0.00 | 0.02 | 0.00 | 0.00 0.02
02 0.00 4321.75 | 1.54 | 0.03 | 0.01 | 0.00 | 3.00 | 36.07 | 0.00 | 0.02 | 0.01 | 0.00 0.02
10 0.00 0.00 | 0.00 | 0.00 | 0.03 | 0.00 | 1.00 | 36.07 | 0.00 | 0.08 | 0.08 | 0.01 0.08
15 0.00 | 31400.95 | 0.99 | 0.00 | 0.02 | 0.00 | 3.00 4.86 | 0.19 | 0.24 | 0.25 | 0.05 0.25
07 0.00 | 46944.41 | 2.16 | 0.00 | 0.02 | 0.00 | 5.00 | 89.60 | 0.00 | 0.00 | 0.00 | 0.00 0.00
10 0.00 0.00 | 0.00 | 0.00 | 0.03 | 0.00 | 1.00 | 36.07 | 0.00 | 0.07 | 0.07 | 0.01 0.07
10 0.00 0.00 | 0.00 | 0.00 | 0.03 | 0.00 | 1.00 | 36.07 | 0.00 | 0.07 | 0.07 | 0.01 0.07
15 0.00 | 3157291 | 1.01 | 0.00 | 0.02 | 0.00 | 3.00 4.91 | 0.20 | 0.24 | 0.25 | 0.05 0.25
& 5 HHMIRE & LR
Table 5 Utility and security measures.

No. | 512 e i "1

Uy |meanMAE | SA “F¥yifint iz 3.3.1

U, | crossMean 7 0 ZAEFHE O Hid i 3.3.2 o

Us | crossCnt 7 0 AIERHE DI 3% 3.3.2 5

Us | corMAE SA DRI D FIgHET 3.3.3

Us |IL EANLT — 4 O&KHEOFHFHESTHAE | 3.6 1

Us | nrow BEL4MLT—%DLa— N 3.3.4

S1 | k-anony k-PE A4 VEFRER O fR/IMiE 34.1 o

Sy | k-anonyMean | k-[& % IR O H 3.4.1

E; |IdRand QL 5 7 ¥ ¥ 17z Pkl 2.6 5 10 15 20

Ey | IdSA QI 75 SA15 HIIC & 5 Fakpe 2.6 rank

Es | Sort SA DBAITY — M X 5 k= 2.6 M4 HHME U O5%

E, | SA21 SA21 FZD TRk 2.6 Fig. 4 Distribution of utility U;.
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data id

5 AHHE Ui, Us, Us DR
Fig. 5 Relationship among utilities Uy, Us, Us.
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KT FIVVFVEAAT—-Y X OWE

Table 7 Measures of original personal data X.

team ID Uy Us Us Us Us Us S1 So FEy | E2 | E3 | By | Max E;
X 0.00 | 0.00 | 0.00 | 0.09 | 0.01 | 0.00 | 1.00 | 1.87934145 | 0.65079 | 1.0 | 1.0 | 1.0 1.0
- £ o 3 !
é g :i o
S X S
21 4 3 . e
0000 0.005 0010 0015 0020 0025 0030 0 10000 20000 30000 40000 50000
us # of re—identified records
X6 HHMEZEEOMER B 7 EEHAR L T — ML ERRR A
Fig. 6 Tradeoff between utility and security. Fig. 7 Total number of re-identified records and re-id.
&8 WMFET ¥ 7, FFRRANCEE) L7z L a— N, Pkl & ka2 it 7 —
Table 8 Re-identification ranking. Z¥ BEEMARASEL - N, F LT, BEi=x
rank | # of identified records | trials re-id HBz2Twh, 13 F— 2 OFHHEFENFIL209%TH 5.
1 51628 21 | 174993 | 295 B 7 1ZHRH L 3 — PSS 2 BRI O #h M 2
2 44852 23 | 191659 | 23.4 Y. Bl I 3R ETCHOTF—4ThD. PR O STA
3 40204 17 | 141661 | 28.4 s -
X, BF—2zBR{H#NEGFOLa—FETHY, 20
4 38811 22 | 183326 | 21.2 _ ) s sz n n
5 34947 s | 66664 | 514 !?X%T@Amuﬁ&i%.t A, 10T _@
6 34059 12 99996 34.1 ﬁﬁ%ﬁﬂuzli 294%VC3’;) b , Z ﬂai, 5 1i0)9:”“ A @ﬁﬁ&ﬂ“
7 31110 22 | 183326 | 17.0 F5L4A% L DR, BHESME T, LS loba—
8 23420 21 | 174993 | 13.4 FEREHW L2 EDTRENT VS
9 13584 8 66664 | 20.4
+=A
10 8344 11 91663 9.1 5. ifoam
11 1943 1 8333 | 23.3 . R
- e e B A48 7 — 5 X — A DEEZITAS B % A0y 7 S
13 5 5 | 41665 | 0.0 RINATCTHELL, £ DEAINL & FRRR OB & 59
TYTAMEHE L2, Koy T A P TRE L 228 o5&
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@mﬁ*owfawr~&f%5

FHBEZEO L 7201203, MLOEE /NS KT HLEDN
Hh (I Fm>>,%n@zﬁ%%%ﬁ% 2k b (ki
m229). ZOFARIE, FRAMELZEMEOBICHES > %
FL—=FRF 78552 E2RLT0E, 7275, 22TH
FT1DH 5 TRENZ S5 HOMLT—FIZDOVnTWw R
X, 2O ML=+ 7OFTHHHMIITE FIZREHTH

ALTWE., THHITIEFERZ B ikd 25 2 L%
ENTWAEOTHS.
4.3 BHFIROFHM

R8I, HEMOF—L T EDNEN. KT, £TIE, JE

© 2016 Information Processing Society of Japan

Exfg L L2 A7 EHLMICL, HERIOBICERE L %

CTRBLHVASL VML Twa. 9236 LRHE 7
Fv N7 x—uF, ZMEOFZ L, NP Rgek

LMD ERN 2 FHEASTTRETH S 2 & 2 LFE L 7.
RKIAVFAIDPHLRIILAZZEIRDEBYTHAH.
o LABICIMPITIILEMATY, &ﬁ%%ﬁ#n£f~

7@*$iﬁﬁ%éﬂfbi EDy ol F— A
SRR 20.9%TH 1), &E%MIiﬁE
B Z L EREMNIT.

o F—FDOERMICIZI— A7 —AHKELTE L DOE
HAHY, B—OfFliEE TS 2 L3 L.
FANTHWZEIZ, Uy,...,Us % EDOEHOIRIE
AWV THRAWICEHET 2 2 LB ETH 5.

ar

1908



ERMIBH 2543755 Vol.57 No.9 1900-1910 (Sep. 2016)

o WEMEAMUEDEIZIZNL—FF I7DHL. T T
A MR ENELINL T — 713, AR E L%
EVEAMR N 7 — 7 L EVEATE B REAMR
TNV—F, FLTC, (EANDEHI12) 2O ED
W —TD 3Dz,

o LfIZT vy &nzEAINTIE, IAELMT (L
I — FIEFOER) % ERICEROM T v flAs
w72 DL h o7,

YT A MCTH#ENICHWSNT VT A4, F— 4

NOEERLFE LW ) oy e E&dhlzo, a7 A b

BOLFEMIERETH L. 72, Rary 7 A N TREESED

BRI D &9 BIERGIT — & O TIE A% Tw

hs, SRBRIEENSLIHLTLI YT A MO RELTS

FETHD. T THOLNMAE, L ThHZ %

L, BT L) icuFds#d 250 L THw S 2 &
BT EBHEMIZORITTATE 120,

BE AROWME, 50N, KarF A FOEHIZIZ
[ I 7 07— % (PR 16 FEEEE £ | (AT
BuE N Nfet >4 —) 2R L. £/, Kary7 2 Mg,
PWS #E47RB CUP 7V —F V7 7 )V —7 O NTT FaE4;
M ZERTILI TSR, NITT %2777 b7 4 —
LWPFERTE TGRS, & L@irgear i e, =77 4
INEEFWIG, SRR ARZER DL KO F TAm
L7z, A Y N— OB EERICES 72 L E T,

SEXH

(1] Z9U0isW], e, EEES, IR R, NEH,
PEAIEE  FEAINL - faksl 2 > 7 A § Ice & Fire Dk
Fh avEa—r+¥x2y 742 RI T4 (CSS2015),
TIANY =T =2y 7, 2B2-1, pp.1-8 (2015).

[2] Information Commissioner’s Office (ICO): Anonymisa-
tion: Managing data protection risk code of practice
(2012).

[3] El Emam, K. and Arbuckle, L.: Anonymizing Health
Data Case Studies and Methods to Get You Started,
OReilly (2013) (RFHIZ X ZFIFRBH Y ).

[4  PWS CUP 2015 v = 741 b, AFHE
(http://www.iwsec.org/pws/2015 /pwscup.html).

[5]  Domingo-Ferrer, J. and Torra, V.: A quantitative com-
parison of disclosure control methods for microdata,
Confidentiality, Disclosure and Data Access: Theory and
Practical Applications for Statistical Agencies, pp.111—
133 (2001).

[6) Domingo-Ferrer, J., Ricci, S. and Soria-Comas, J.:
Disclosure Risk Assessment via Record Linkage by a
Maximum-Knowledge Attacker, 2015 13th Annual Con-
ference on Privacy, Security and Trust (PST), IEEE
(2015).

[7]  Danezis, G., Domingo-Ferrer, J., Hansen, M., Hoepman,
J.-H., Metayer, D.L., Tirtea, R. and Schinffer, S.: Pri-
vacy and Data Protection by Design — from policy to
engineering, ENISA (2014).

8] RkilssE, INIOsE=, FREMY, B 2B A, BERE
HEREYI 7 07— O L 2 OFH—FH 16 4£42
ERERERERA B L LT, Mkt v ¥ —BERNSE

© 2016 Information Processing Society of Japan

EEE, 16, pp.1-43 (2012).

0] KREAMEE:AEHLL2VELMTER By
¥a—%, No.2015-7-23, pp.28-31 (2015).

[10] PEREEEE  AH ATEMEETE BT 2 ERREhIN ¢ 3) EIBSBIAG
), FHHEHRIEMEAE 4 NS Y RY T A, 2016 AT
56 (http:/ /www.dekyo.or.jp/kenkyukai/data/4th/
20160612_Doc4-3.pdf), (S 2016-06).

fit E2
Al BHET 204

RALIHB Ty RT. BE12513FT
WEMEME GIEEK (IIRT) TQlLE LTHbhs. 5K
DOJENE 14 25 25 IEEBEFMAENEETHY, SA &
AT, BEEICOWTIE, EOBREAVT v, &I
BYEIZ oW T EEE R,

SELAMERWRET A O, WICET 284, 5, 6,
BLO, AT AEMES, 9, 10, 11, 12, 13 O
BTk <3 bl a— FOlEZ—RILL, [AZE (V
F2EVV)] TEEHEZ SN TWS.

1909



ERMIBH 2543755 Vol.57 No.9 1900-1910 (Sep. 2016)

® A1 57— Ok
Table A-1 Attribute list of the NSTAC sudo microdata.

B e T | Sk | P/ AV TV B
1| X4 SetaiKubun i 1 1 1 (%)
2 | ANH SetaiJinin i 1 4 4
3 | AEANE ShuugyouJinin i 1 1.504 1
4 | R Kouzou f 5 1 “7 (Rik), «27, «37,) “v”
5 | BTH Tatekata f 7 1 €7 (), w27, 937, “v
6 | ITA Shoyuu f 8 1 a7 (FR), «27, «37, «y?
7| R S1_Sex i 1 1 1 (%)
8 | 4R S1_Age f 11 5 “17 (1-18 %), “27, “37, “VV?
9 | W S1_Shuugyou f 3 1 “7 (R, “27, “v7
10 | XS S1_KigyouKubun f 3 1 “7 (Rg), “37, “v»
11 | R S1_KigyouKibo f 7 3“7 CGREIE), «“17, “27, “37, “V”
12 | BN S1_Sangyou f 15 VvV “57 (HE%ZE), “67, “77, “VV”
13 | Wk S1_Shokugyou f 6 1| “1 (EsfEEH), “27, “37, “VV?
14 | SEFTHEE | Weight n - 15.741 13.2
15 | HHE Youto037 n - 324,525 155006
16 | £k Youto038 n - 74,639 25227
17 | fEk= Youto079 n - 14,686 2000, 0
18 | Jb#k Youto084 n - 19,733 18333
19 | RE Youto089 n - 8,665 3834
20 | £&3H Youto099 n - 14,166 4784
21 | BEHR Youtol17 n - 11,104 5953
22 | ZCHEE Youtol22 n - 47,977 18767
23 | %H Youto129 n - 33,928 29090
24 | s Youtol33 n - 32,401 5514
25 | Zof Youtol42 n - 67,227 20455
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