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Abstract: Recently, the security of IoT devices, which include consumer electronics, has attracted attention. So, falsification
detection ciphers have attracted, because they can realize both authentication and encryption simultaneously. Minalpher is one of
the most popular falsification detection ciphers. Regarding the hardware security, the risk of power analysis is pointed out.
However, power analysis for Minalpher has not been reported. Therefore, this study proposes a new power analysis method for
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Minalpher. Experiments using FPGA prove the validity of the proposed method.
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Figure 5 Outline of the proposed method.
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Figure 6 Power analysis at the first stage.
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Figure 7 Power analysis at the second stage.
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Figure 10 Example of power consumption waveform.
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Figure 11 Experimental result at the first stage.
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Figure 12 Experimental result at the second stage.
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Table 4 Comparison of analytical time.

1 BYWE E OBMRNT | 2 B H OB AT
B B [sec] 1,339 979
fiFHT [sec] 863 622
Grit[sec] 2,202 1,601
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