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Abstract: In Named Data Networking (NDN), which is a content-oriented network, Interest Flooding At-
tack (IFA) overloads networks. Pushback mechanism is a countermeasure against IFA to control the flow
of packets at each link. However, it also limits Interests from normal users. In this paper, we propose a
countermeasure against IFA considering influence on normal users, called ICRP. In ICRP, each edge router
detects attackers and content name prefixes requested by detected attackers. As it limits Interests based
on such detection, it controls the flow of packets and normal users can acquire data. We evaluate ICRP
through the computer simulation. The results show ICRP alleviates the influence on normal users and they

can acquire data normally.
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Fig. 1 Example of Pushback mechanism.
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Algorithm 1 Interest forwarding algorithm

1: Edge router A receives Interest I from user i.
2:
: A calculates reputation R;; for user 4 in eq.1.
1 if Ry < T then

distinguish that the user 7 is an attacker.

if P;; > uniform_rand(0,1) then

3
4
5
6:  calculate drop rate P;; in eq.3.
7.
8 drop Interest I.

9

: else
10: Np(t) «— Np(t) + 1
11: if Prefix p of Interest I is stored in A’s blacklist then
12: drop Interest I.
13: else if N,(t) > T, then
14: add prefix p in A’s blacklist.
15: drop Interest I.
16: else
17: forward Interest I.
18: end if
19:  end if

20: else if Prefix p of Interest I is stored in A’s blacklist then
21:  drop Interest I.

22: else

23:  forward Interest I.

24: end if
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Table 1 Simulation parameters of each topology.

fRTY VN AT&T
2 —HE N, 16 296
FKi— 5 O N, 8 109
FOMDON—5 DL Ny 8 109
DI Ao e %K 10[Mbps] | 1 - 3[Mbps]
) ¥ o O REIE %K 10 [ms] 10 - 70 [ms]
WL —FOERE 1000 [/sec] 100 [/sec]
WEEH D ERE 10000 [/sec] 1000 [/sec]

F®2 YIialb—TauNRFRr—%

Table 2 Basic simulation parameters.

Py NI —=2 v 3Ialb—% ns-3.20
NDN E¥ 2— b ndnSIM 1.0 [15]
YIialb—3 a3 UM 200 [sec]
F— 58y b4 X 1100 [byte]
PIT O@E#HF; LRU
Interest O E{FHEH] 1.0 [sec]
TATAE S5 3 P 1.0 [sec]
HAFTHRE o 0.5
BOEREAE T 0.45
TVT7 4y AMIME T, TR Np(t) D 80%
WEEHDOEH G 25%

BERITAETIVCTHAL. b9 1 DIIMTEELE G B8
EFNTH Y, FFEICIFA 2B L725%, 10T LIk
WY WO 2 LRI AETVTH AL, S51T, ¥
Ialb—YarohrRuYPk LT 4R ELYHENTK
B AT&T MRB Y [14] @ 2 fiEE vz, & FRo
VOIRTA—F R 1IIRT.

F70, 232l —2arORTA—FER2ITRT. 2
ST, ENV—FDOPITHERIIERE L. 2O &IE, K
FHili2S PIT O & HIR T2 <, 5V IFA 12 X o T Lifetime
DI & 7\l L — D Interest DIFEHRAS PIT A
SHIBREINDBEOFTMTHL I L Z2HET 5, RETH
THWET A—% o, T, T, T FHERICL ) PsE LT,
ald TISEWETH 5 13 &2 OFHliAS St < AU C Rl fiE
DEALDFZR N B, — 7T, 0IEWEIZ AR 5 L 4TE)
AL L TR aALE 22 5. 22T, THERD?S
WL = L BB ANOFHIEOZA & 2 L T,
Z—WidE <, WEF K CFHBESPOR T2 L9 1l a &
YCRMABME T 2P Lz, F72, 7V 74 v 7 ABMET,
1, BRI X o T O Interest ZHIR L RV & 9 2k
EVWEICRE L. PFERTIE, BETEICB) L1 —
FOITEIFHIEC X 5 Interest il DA %17 - 724RET, 17
B bx &b 7% ) WEEDPWEICFA T % Interest 5% 72
B SNV TWA I E 2RI L. 2T, WIS
HHENLELELEWIT T Y ZERT 5 Interest £ %
g & L CHlF O Interest BT 3ERETHH-72. TDZ

1821



BERAIEF =R EE Vol.57 No.8 1816-1825 (Aug. 2016)

1 ——

—ICRP
—-Pushback

Attack Interest drop rate
o
b

0 20 40 60 80 100 120 140 160 180 200
Time [sec]

5 ¥ Interest O FEH
Fig. 5 Attack Interest drop rate.
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Fig. 6 Number of Interest and Data acquisitions.
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