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Privacy Protection of Data Shared on Web Applications
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Using Broadcast Encryption and Clustering

JunpPEl KawaMoTo!! and MASATOSHI YOSHIKAWA 1

Web applications provide not only services on the Web but also the place in
which the users share data easily and create new wisdom by collaboration. At
the same time application servers are collecting user data implicitly for render
of service. Therefore, users’ privacy data might be collected by servers. To
overcome this problem, in this paper, we propose a system that makes us share
encrypted data in the group using pairing based broadcast encryption. We
also discuss retrenchment of decryption costs by data clustering using account
service of servers.
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Fig.1 Filtering agent system.
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Fig.2 Framework and dataflow.
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