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Outlier Detection for Categorical Record Data Considering
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Kazuyo NarITA™! and HiIRoYUKI KiTagawatl:i2

Outlier detection, a data mining technique to detect rare events, deviant
objects, and exceptions from data, has been drawing increasing attention in
recent years. Most existing outlier detection algorithms focus on numerical
data sets. It is difficult for such approaches to detect outliers from categorical
record databases in which attribute values are categorical. We target categor-
ical record databases and detect records in which many attribute values are
not observed even though they should occur in association with other attribute
values in the records. To detect such records as outliers, we provide an outlier

degree utilizing association rules as associations between attribute values. We
also propose an efficient algorithm for detecting such outlier records. Experi-
ments using real data sets show that the proposed method can derive sufficient
detection accuracies compared to related works, and that the proposed algo-
rithm runs faster than the brute force algorithm does. Moreover, we introduce
interesting records which have been practically detected as outliers from real
data sets.
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Fig.1 Example of numerical record data and the typical approach for outlier detection.
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Table 1 Exsample of categorical record data: data of online bank.

ID oooo IpOO0OO oo oooo
001 12345 219.166.42.21 oo oo
002 12345 219.166.42.21 oo -
003 23456 111.123.192.1 oo oo
004 23456 111.123.192.1 oo oo
005 23456 111.123.192.1 oo oo
006 23456 111.123.192.1 oo oo
007 23456 222.123.58.5 oo oo
008 34567 135.255.255.0 oo -
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Table 2 Brute Force Algorithm.

000 DB, msup, mconf, mod

0 00 a complete set of outliers O
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2. FOOODOOODOODOOO ROOO;G
3. O = getOutliers(DB, R);
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0 3 OO0 getOutliers
Table 3 Function getOutliers.

Function getOutliersI0 00000 DBOOOOOOOO RO
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foreach(t € DB) {
0 = map(t);
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Table 4 Data about individual animals.

1D ooao
t1 false 2 false true true false
to false | 6 | false true true false
ts false 4 true true false true
tq false 0 true true false false
ts true 4 true false | false true
te false 6 false true true false
tr true 4 true false | false | false
ts false | 2 | false true true false
tg true 4 true false false false
tio false | 6 | false true true false
05 OO0O0OO

Table 5 Attributes information.

ID oo ooo

Ap Milk oooo

A, # of Legs | OOOODODO

Asy Toothed goooo

As Eggs oooo

Ay Airborne gooo

As Aquatic oooo
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Table 6 Maximal frequent itemsets.
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{(Milk,true), (# of Legs, 4), (Toothed, true)}
{(# of Legs, 6), (Eggs, true), (Airborne, true)}

sbooboobooboobogobuoetuoooooobobobooooboobooboooon
0000 falseOODOOOOOO msup =30%00000 40000000000000
0000000000000 00U0000 000000000000 map(ts) = {(#
of Legs, 4), (Toothed, true), (Eggs, true), (Aquatic, true)} 000000000 MCY, O
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MC’;; = {(#ofLegs,4), (Toothed, true), (Eggs, true),
(Aquatic, true), (Milk, true), (Airborne, true),
(#of Legs,6)}.
Cj; = {(#ofLegs,4), (Toothed, true), (Eggs, true),
(Aquatic, true), (Milk, true), (Airborne, true)}.
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Table 7 Generated rules.

ID goooooo
ruleg {(Toothed,true) } —{(# of Legs,4)}
ruley {(# of Legs,4)}—{(Milk,true)}

rules | {(# of Legs,4),(Toothed,true) } —{(Milk,true) }
rules | {(# of Legs,4)}—{(Milk,true),(Toothed,true)}
ruley {(Eggs,true) }—{(Airborne,true)}
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Table 8 Proposed algorithm.

000 DB, msup, mconf, mod and n (or Nmaq)

joooooooooooooo o

1. goO0o00o0oo0d0oO0o0 FPOO0ODOODOODOODO
0 MODOO [Is,|000;
/*DBUO00000OODOOOOOOOOOOOGOg */
#(ODD 600)

2
3
4. exit;
5. /0000000000000 cooo */
6 foreach(t € DB) {
7 t00oooooo Mo, T 000;
8. if(odmaz(t) > mod)
9. t0 Ccoooo;
10. }
11.  if(C = 0)
12. exit;
13. /¥*0000000 Rumen 0DDODO */
14.  foreach(ly € F (k > 2)) {
// L, 000 k000000000

15, Hy = {{helxfonf (—{h})—{h})>meonf};
16. Rpin = Rmin U genMinRule(ly, H1);
7.}

18.  foreach(DO OO DD r1E€Rmirn 00000 ro€Rmin)
{

19. if(r, 000 8000 (i) D0D0)
20. r 00000000;
21, }

22, 0000000000000 Rpmin 0000;
23. O = getOutliers(C, Rpin);
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Table 9 Function genMinRule.

Function genMinruleD 00000000 Iy,
oooo mOOOOOOODOODO H,DO

L if(k>m+1){

2 TMP, = 0;

3 H,, 41 = apriori-gen(H,,);

4 foreach(hpm+1 € Hm41) {

5. r=hmt1 — (kg — hmy1);

[ if(conf(r) > mconf)

7 rO TMP, 0O00OO;

8 else H.,,,,+1 = H,,L — h,n+1;
o}
10. TMP, = genMinRule(ly, Hyp41);
11. foreach(0 O DDO00O me€MP; O00rL£l' MPs) {
12. if(r, 000 8000 (1)0000)
13. ry OO0O0O0O0000;
14. }
5.}

16. return TM P; U T M Px;
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Fig.2 Outlier Degrees Destribution.
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Table 10 Top 3 outliers on Zoo data.
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Fig.3 Accuracy comparison.
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Fig.4 Runtime comparison when the minimal support changes.
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Fig.5 Runtime comparison when the minimal outlier degree changes.
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