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user process user process
copy

return call

user process

System Call Handler
hook

System Call
Table

return

Context Watcher

- over write  return invoke read
feedback notify

access

[ ):Fie
[777] : Context Detection Module (Loadable kernel Module)
® : Alternative System Call Module (Loadable Kernel module)

Context List

Linux Kernel

= :Pointer D : Access Control Policy File

01 J0DOoOoOoOoDooo osood

Process A Protection Domain 1

read: allow all files

(create) write: allow all files

Protection Domain 2 2. Protection Domain 3

read: allow all files
write: deny all files

read: allow all files
write: allow "X" only 3.

(exit)

1. Process A opens a file "X" that is protected
by the Data Protection Policy File.

2. Process A closes the "X."

3. Process A opens the "X" again.
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. : The user can access a protected file.
O : The user cannot access a protected file.
: The range of the radio wave intensity
is greater than or equal to the threshold.
: The range of the radio wave intensity
is less than or equal to the threshold.
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Protection Domain 1
@—> allow to read a file "A"
Process A for 300 seconds

Protection Domain 1

allow to read a file "A"
for ( 300-t ) seconds
parent process

Protection Domain 1

allow to read a file "A"
for ( 300-t ) seconds
child process

i time [sec]
T

T T T+300
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