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Java Integrity Model

HisasHr KoJiMA,t HIROSHI MARUYAMATt and SHIN-YA NISHIZAKIT

Runtime call stack inspection is a major security check system in Java. This system checks
a call stack at runtime, and applies access control to resources, which is determined by prin-
cipals of frames on the call stack. But in the case of complicated programs, there are some
security holes such that the security check system cannot detect them easily by checking a
call stack. We propose a new security check system for avoiding such security holes. In the
security check system, the security holes are detected by tracing dependency of variables.
This system is based on the Biba’s integrity model. Integrity denotes security level. If a
value of a variable is updated by an untrusted program, then the integrity of the variable
decreases and the value is regarded as untrusted. For example, for each formal parameter
of file reading procedures, its integrity is checked. If it is lower than some fixed threshold,
security exception is occurred. We call the security check system Java Integrity Model and
implement a trancelator which embeds codes for integirity checking into Java source codes.
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