gogoooooood
IPSJ SIG Technical Report

Vol.2016-CSEC-74 No.38
Vol.2016-SPT-19 No.38
2016/7/15

0000000000000 0(2)0o0o0o0o0oooo

OO0 oo pooo! oooot

oo oo?23

00 0oo2 oo oo?2s

goboooobooooobooooboobobooobooobobbooboobobOoboboooDoobboon
o00o0o0o0oo0oOo0o0oUo0ooOo0 (DoODo0o000)000O0000D0O0DDOO0OOUOOOOO
gbooooboooboooobodoobooobooboooboobobobooboobbooobooobooboboOouDbo
gooooooooooooooooooboboOoooOoOOoOoO0OoOoOoObOOO0ODOoOObOOoOoOooOooOboOo
pooobooooooooboooo NOOOOOODOOOOOO Q(N2)DDDDDDDDDDDDD

oooooooooooooooooolWw)oooo

Privacy Preserving Fisher’s Exact Test(2) - For Large Samples

Kok HAMADAY®  SATOsHI HASEGAWA!

KouJt CHIDA!

SorcHr OGIsHIMAZ?  KAZUHARU MIsawa?23

MASAO NAGASAKI®S

1. 0goo

goodooobobobbobobooooooobobooobobodg
oboooooobobobooooooboobobooog
gobooboobooboboobuooboobboob
oooobooobooobooboobooobooboon
goooboooobbboooooobbooogon
gboboooooboboboooobooboboboooog
goboobooboobboobooboobboob
gbobooooooooogon

gooooobboobbbobooooooobbobbbod
O0O00O00OO0bOO0bO0obOOoO0Ob00OO0OYaoOODOODOO
000000 [20000000000000000O00UODOO
gobooboobboooboobuooboobboon
obooboooooboobobooooooobobooooog
gobooboobboooboobuooboobboob

I NTTOOOOOOOOODOOOOOO
NTT Secure Platform Laboratories, 3-9-11, Midori-cho,
Musashino-shi, Tokyo 180-8585, Japan

2 0O000000000000O00oOooon
Tohoku Medical Megabank Organization, Tohoku Univer-
sity, 2-1, Seiryo-machi, Aoba-ku, Sendai 980-8573, Japan

3 0OoOOooOooOooooono
Graduate School of Medicine, Tohoku, University, 2-1,
Seiryo-machi, Aoba-ku, Sendai 980-8575, Japan

a)  hamada.koki@lab.ntt.co.jp

© 2016 Information Processing Society of Japan

ooboooooboooooboooooooobooon
gogboobobobbuooboobuoobbooboon
gooooooooooboooooo
ggoboooooobbooooobboooooboboo
ooboooooooooooboocoooooooboooo
gogbooboboboooboobuoobboooboon
uboooooooooooOooooooooocoboDboon
gogboobboobboobooboobbooboon
0000000000 Bogdanov 0000 Sharemind[5]0
Ben-David 0 0 O O FairplayMP[3]0 Burkhart 0 0O O O
SEPIA[6]0 Geisler O O O VIFF[10]0 Henecka 00 0O
TASTY[15]0 Chida 0000 MEVAL [7] 0000000
goooooobooooooocooboooooobooooon
gooo
goboobooboobboobooboboooboo
00000000 Goldreich O [12] 0 Ben-Or O [4] 0O
gogbooboboobuoobooboooobooboon
ooboooooboocooooocoOooboocoooooboooo
ggboobbobobuooboobuoobboooboon
gooooooboooooboocoooooooboooo
gogboobbobboobooboooboboboon
gobooooobooooooocoOooooOooboOooo
gogboobboobboobooboobbonoboon



gogoooooood
IPSJ SIG Technical Report

oo00oo0ooo0o0oooo0o0ooooo0ooooooooo
O000oo0o0oooo0o0ooooOoooooooooo
gobooboobbooboobuooboobboob
ooooooOoOO0OO0OO0O0OO0O0OO0O0O0OO0O0O0OOOOoOO
Aggarwal 0000 A0O0O0D0OODOO [1] 0 Damgard O
00000000 [8]0Nishide O Ohta 0O OO DO [19]0
Ning O Xu OOO0OOOD OO [18]0 Goodrich 000 OO
O [14o00000oooooo
gogbogbbobobuooboobuoobooboboo
0000000000000 x?000Cochran-Armitage
0 O O transmission disequilibrium 00 [16]0 00000
oooooo
gbobopoobooboboobobooboobobo
O0000000000000 (genome-wide association
study; GWAS) 000000000000 OO0O0OOOOO
0000000000 90000000 (single-nucleotide
polymorphism; SNP) D0 0000000000 O0OOO
goboobooboooboobuooboobboob
oooooooooooGwWASOOoooooooooo
O0000000LuwO (1700000000000 0O0OO0
0000 Xx?00000000000000000000
000000 OYatess 000000 x200000000
O000oo0o0ooo0o0ooooooooooooo
0ooooo [21)0
O0o0oooo0oooooooooooooooooo
O00oooo0o0oooo0oooooOoooooooooo
gogoooobobbooooooobobbbbooooog
oooooooOoooooooooOooooooooo
gooopoobobbooooooobobobbobooooog
oooooooOoooooooooooooooooo
Oblivious RAM (ORAM) [13] 000000100000
o0o00oo0o0oooo0o0oooo0o0ooooooooo
gobooboobbooboobooboboobboob
oo0oo0ooO0o0ooooo0oooooooooooooo
gobooboobooboboobooboobboob
ooooooooooooo

1.1 00
O000O0GWAS OOOOOOOO0OO0OO0O0O00000
00000000000000000000000000
000000 NOODOODOOOODOO00O0 QN2 00
0000000000000 O(N)0OO0000000
00000000 NOOOOOOOOOOOOOOOO
000ONODODOOOODODOOO0OO0D0O00000
00000000000000000n0000000
000000000000 mOO00O0O00O0O0O0OOO
0O(rDD0000000D0000000000000
00000 [221000 O((m+n)log(m+n)) 00000
0000000000000000»O0O0O0O0OO0O0OO

© 2016 Information Processing Society of Japan

Vol.2016-CSEC-74 No.38
Vol.2016-SPT-19 No.38
2016/7/15

01 00000

oo
oad A a oogooooo
og a b Nie
oo c d 26
ooooooo Nel  Te2 Mo

0000000 o0oU0o0oooo(n)DO0UO0 mOOO
goboooooooooboboooboono

2, JOoooooon

oobobooooobooooobooooobooooooa
O00oO0o0oo0oo0ooo0oooOosNPOOOOOO
GWASOOODOOOOOoOooOoOoooooooog SN
goooooobooooooocoooooooobooooo
oooooooooooooooooooooooooon
O000OC0O0OO0O0O00oooooooOoooOoOogOGWAS
oobooOoooboooooboocoooooooboooo
oooogo

GWASOOOOOOOOOOOOoODOODODODODO
ooooobobooooooboooooooNDOogono
gobooooobooooooocoooooOooobooooo
goooooooboooooboobooboooooboboooo
U2000000000O0C0O0000O0O0C0O000 100
oobooooooooooo

2.1 000O0O0OO0ODOODOO
0000000000 Yoo200000000000
gogboobobobbuooboobuoobboooboon
gbobooooobobooooboboobooogo g
oo 2x20000000000000b0p0O0OOODO
000000 10 nye,nge,Te1,me; 0000000000
ggooobobobbobooooooobbobbboooog
000D0000000000 (a,b,e,d 000000 p,
. (@a+0)!(c+ d)l(a+c)(b+d)!
aldblcld!(a + b+ c+ d)!
goooboobbbooobobbooooooooobboo
i € [ min(a,d), min(b,¢)] 000 (a+i,b—i,¢—i,d+ 1)
gbobooboood py O
_ (a+0)(c+ d)(a+c)(b+d)
(a+)b=) (c—)(d+ ) (a+b+c+d)
gogo
gboboobooboobboobooboooboo
gbobooooobooboboooooooboboboo
gbooboboboooooooboobobo
2.1.1 ODO0O0DOOoOoooo
goobobobobobOoooooooooobobobooooo
NOOOOOoOoODoOooooboooooboooooo
gbobooooboobobobooooboboboo

* —

pi



gogoooooood
IPSJ SIG Technical Report

gooooobobbbooooooobobbbbooooog
f(z):=log(x) DOODOUO p, 000 logp; O

logp; =f(a+b)+ flc+d)+ fla+c)+ f(b+d)
= fla+i) = f(b—i) — flc—1i) — f(d+1)
—fla+b+c+d)

000000000 £0),f(1),---,f(N)0DDO000O
O00D00f(x)00000000000000000 f(z)
0000000000000 logp; 0000000000
0000000 f(z)=flzx—1)+loge 00000000
00000000000
000000000 NOOOOOO 00000000
00000000000000 100000000

3. 0Od

3.1 00000

oooooooOoOoOoO0oO0O0 F, 0000000000
Oe0O0:000 000000
3.1.1 0OO0OO0ODOOO

gobooooooooooooooobooooooono
ooooooooooooooooooooobooooo
coboooooooocoobooooooocoobooooo
oooooooooooooooooooboooobooooo
cooooooooocooboooooobooobooooo
oooboooooooooboooobobooobooooo
coooboboooooocoobooooooboOooobooooo
ooobooooooooooooooooooboooo
00000oo (Doo)0Dooooooooooooo
0000000000U00oUoU0o0o (oooo)o 2
cooooooooooboooo

3.2 00000000000
0000000000000000000000000
00000000000000000000000000
000000000000 00semi-honest 100000
0000000000000000000000000
3.2.1 000000
¢eF,000000000000000000000O0
«00000000[)000000000e0 o000
00000000 v=([0],...,v[n—1)0000000
ooooood ([)],....[vjn—1])0 [p]000000
0000 Ben-Or 0000000 O0OO (4000000
00 F,0000000000000000000000
000000000 01000000 0(1)0000
3.2.2 00000000
0000000000000 2000 ¢,beF,0000
[o], [P 0000000000 a+b0a—b0eb 00000
ci0c0c; 0000 [e1]0[c2]0[es] 000000000
000000000000

© 2016 Information Processing Society of Japan

Vol.2016-CSEC-74 No.38
Vol.2016-SPT-19 No.38
2016/7/15

[¢] « Add([a], [b]),
[e] < Sub([al, []),
[¢] < Mul([a, [o])

00000000000000000000Add([q], [b])D0
Sub([a], [6])DIMul([a], [6]) DO B OO [a] + [6]0[a] — [6]0
[a] x )] 0000000000 Ben-Or 00000000
04000 Gennaro 000000 [11)00000000
00000000000000000000000000
F,0000000000000000000000000
00 o1)0D00000 0(1)0000
3.2.3 0000
000000002000 a,beF, 0000 [a],[b] O
00000e=b60000 0000 [((00000000
000000 1000000000000000000

?

000 000Nishide D Ohta [19) 000D0F, 00000
(00000000 OWDOOO000 0o1)000000
oooooo
3.24 00000

000000000000 n00000aefF 000
0[e]00000D00zeF, 000000000000
OnOblij=alz+i modn] (0<i<n)0D0O00D00
ObeF?0000 0000000 0D000O0

[b] < PrivateLeftShift([a]; [=])

000000000 [22) 0000000 O(mO0O00
0Do(l)pooooooooooo
3.2,5 JOOooooo

0000 «0F,00000000000000000
00000000 w0 uw=(1-28)(1—2)v2° (z=1iff
u=00s=1ifu>0)000400 (v,p,2,5) 0000
oooooooooobo 000 F, 000000000
O(O00000000000002000 «,b0000
(a),() 00000De+b0000 (¢)00000000
000002000 a,b0000 (a), (b)) 000000a—b
0000 (00000000000 002000 a,b0
000 (o), (k) 000000a<b00000000 [es] O
0000000000000 000e000OO (@000
O00Oe*0000 (y0ODODDODOODDOUODODOOO

(c1) + FLAdd({a), (b)),
(c2) + FLSub({a), (b)),
[es] <= FLLT({a), (b))

(cq) + FLExp({a))
0000000000000 000000FLAd((a), ()0
FLSub({a), (4))000000 (a)+(b)0(a)—(b) 0000 DD



gogoooooood
IPSJ SIG Technical Report

Vol.2016-CSEC-74 No.38
Vol.2016-SPT-19 No.38
2016/7/15

Algorithm 1 0000000 OOO

00:2x20000000 (a,b,c,d00000 o
00: 000000000000000

(1) f(0):=0,N:=a+b+c+d0000xz=100 NOOOOO f(zx):=f(x—1)+loge 000000
(2) —min(a,d) <i¢<min(b,c) 00 ¢+ 00000p; 0000 logps := fla+b) + f(c+d)+ fla+c)+ f(b+d)— fla+b+c+d) —

fla+i)—f(b—i)— flc—d)— f(d+i) 00000000
(3) logp; 1000000000 p; 000000
(4) vO pi<po0000 p; 0000000
(5) v<aOODOOOOOODOODOODO

Aliasgari 00000000 w0 u = (1-28)(1—2)v2?P
000 () := ([v],[p].[2],[s]) DO0OO0OOOOO0OODO
000000000000000000000000 [2]0
Q000000000000 O0O0O00DOOOO0OOOO
ooooo0ooo0ooo0oobo0oooo0oo0oor,o
D000 (00000000 O(logl) 0000 O00(¢loge)
000000000 O(log?) 000000(¢logl) 100D
000000000 Olog?¢) 0000002 logé) 000
goddoouoooooooo

4. JU0O0O0ooOoooooooo

2000000000000000000g 2000404
ooboooooooooobooooooboooobooooo
ooooGwASOO0OoOO0OooOoooOooooooooo
OO0 SNPOOOOOODOOOOOODOOOOODO SNP
OOo0oo0ooO0O0ooOocO00ooOocO0O0OO0OSNPOOODOO
oooooooooooooooooooooobooooo
cooobooooobocobooz21100000000000
ooobooooooooobooooooooobooooo
toboooobooooooobOoOoocooobOooboooa
ooobooooooboooboooooooboboooobooooo
cobooboooooocoooooooobooobooooo
oooboooooboooobooooooooooboooono

41 0O
0000000000000000000000000

00000000000000000 211000000

00000000000000000000000000

0000000000

(1)h+10 (p = |N/2) 000000000
(la;1, [b51, [e;], [d;]) DD OO OO ([a], [8], [c], [d]) O
afiufa¥alufs

(2)00 log(x) 0000 Ah+100000000000
0oo

(3)0000000000000000 A+100000
000000000000000

(4)000 A+1000000000000000000
000000000000000000000000
oooo

(5)000000000000000000000000

© 2016 Information Processing Society of Japan

Algorithm 2 00000000 O0DOOOO

Notation: [b] < PrivateRead([v], [z])-

Input: 000 n00000D0D0 [»][D000000DOODOO
z€F, 0000 [z]0

Output: [b] s.t. b= v[z].

1: return Y7  [v[i]] x ([z] < i).

Algorithm 300000000000

Notation: [b] < PrivateRangeRead([a]; [z]; m).

Input: 000 0000000 [e0000000CDOOOO
02z€eF,0000 [z]00000000000 m € F,0
Output: 000 mO00000O0O [p)C00D00O0<:i<mO
0000b[i = alx +4¢ mod n|O

1: [c] + PrivateLeftShift([a]; [z])-

2: return ([c[0 mod n]],...,[e[m —1 mod n]]).

0000 p00000
(6)p00000D000DO00D0OOOODOOOOO

ooo

00000000000 p0000000000000
00000000000000000000000000
00000000000 (a,b,6,d 00000000000
00 min(b,¢)+min(e,d)+1 0000000000000
000000000000000000000000000
000000000000 200000000000000
002000000000000000a+b+c+d<N
00 min(b,¢) + min(a,d) < N/20OOD0D00h = |N/2]
00000000000000A+10000

42 000000000000

0000000000000000000000000
00000000000000000000000000
00000000000000000007000000
00 [«]000000000 20000 [d00O0O0OO
000 mOO0O000[e]0 20000 24+m—-1000
00000000000000000000

000000000 [@]000z000000 000
000000000000000000000000 20
00000000r,0000000 O(R)OOOOOOO
000000000000 »O00000D0000000
000 O(me)0 mOODOOO0000000000000
oooo



gogoooooood
IPSJ SIG Technical Report

00000000000 000 [eJ00D0 200000
cooobooobooooooooooomwbOObOOOOO
oooo0o(n)0000O0mDODOOOODOOOOOOOO
cooooooooooboono3goonon

43 00000000
0000000000000000000000000
000000000 50000000000000000
0021.1000000000000000000000
0000000000000 000000000000
00000200000000

00 10000000000000000000000
00000000000000000000000000
0000D0000000D00000000000000
0200000000000000000000000
000000000 2000000000000000
O00O(N)ODODODD00000000000 Q(N?2)O
0000000000000 0000000000000
0000000000000000000000 1000
00000000000000000Op,...,p,000
00000 a=a,,+100000000000000
000 00000000000 f(e;) 0000000
00000000000000 (0000003)0000
flag),...,f(ae,) 000000000000O0OO 900
00000000000000000400000000
00000000000000000000000 O(N)
0000000000
2000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000000000000000000000
00000000 AR+1000000000000000
00000000000000000 Ah+1000000
000000 000080 [¢J000000000000
0000000000 [a],[b),[d,[d000000000
000D0000000000000 /(] [b],[d,[dooo
000 00000000000000000000000
090000000000000000000000 20
000000000000000 f(z)00000000
~E000D0D000000000000D0O0000000
00000000000000000000000000
00000 170000000000000000000
0000

4.4 00O

000000000 N+hA+100000000001
oooo0o200000000000400 N+h+10
Ooo0oo0o0oooooo090d N+A+1000000
OO0000R+200900000000000A+20

© 2016 Information Processing Society of Japan

Vol.2016-CSEC-74 No.38
Vol.2016-SPT-19 No.38
2016/7/15

0000000000000R+200000000000
h+1000000000000000320000000
00000000000000000000000000
000 F,000000000000000 O(N)OOOO0
000 O(logN)DDOOO

4.5 0O0O0O

gobooboobooobooboobboooboo
gboboooooobooboboboooooboboobooo
gogboobbobbooboobuooboooboon
gogd

5. 0O0OoOnQ

0000000000000000000000000
00000000000000000000 NOOOOO
00000000000000000000000000
00000000 QN)O000000000000000
000000 o(N)0000

0000000000000000000000000
00000000000000000000000000
000000000000000000000000 0
000000 mOO000000 O(m+n)log(m+n)) 0
00000000000000000000 mO0O00
0000000000000000000(m) 00000
mO0000000000000000000

ggod

[1] Aggarwal, G., Mishra, N. and Pinkas, B.: Secure Com-
putation of the k th-Ranked Element, EUROCRYPT,
pp. 40-55 (2004).

[2]  Aliasgari, M., Blanton, M., Zhang, Y. and Steele, A.: Se-
cure Computation on Floating Point Numbers, 20th An-
nual Network and Distributed System Security Sympo-
sium, NDSS 2013, San Diego, California, USA, Febru-
ary 24-27, 2013, The Internet Society (2013).

[3] Ben-David, A., Nisan, N. and Pinkas, B.: FairplayMP: a
system for secure multi-party computation, ACM Con-
ference on Computer and Communications Security
(Ning, P., Syverson, P. F. and Jha, S., eds.), ACM, pp.
257-266 (2008).

[4] Ben-Or, M., Goldwasser, S. and Wigderson, A.:
Completeness Theorems for Non-Cryptographic Fault-
Tolerant Distributed Computation (Extended Abstract),
STOC (Simon, J., ed.), ACM, pp. 1-10 (1988).

[5] Bogdanov, D., Laur, S. and Willemson, J.: Sharemind:
A Framework for Fast Privacy-Preserving Computations,
ESORICS (Jajodia, S. and Lépez, J., eds.), LNCS,
Vol. 5283, Springer, pp. 192-206 (2008).

[6] Burkhart, M., Strasser, M., Many, D. and Dimitropou-
los, X. A.: SEPIA: Privacy-Preserving Aggregation of
Multi-Domain Network Events and Statistics, USENIX
Security Symposium, USENIX Association, pp. 223-240
(2010).

[7] Chida, K., Morohashi, G., Fuji, H., Magata, F., Fu-
jimura, A., Hamada, K., Ikarashi, D. and Yamamoto,
R.: Implementation and evaluation of an efficient secure



gooobooooon Vol.2016-CSEC-74 No.38

Vol.2016-SPT-19 No.38

IPSJ SIG Technical Report 2016/7/15

Algorithm 4 00O O0OOO

Notation: [b] « IfElse([c], [a1], [ao])-
Input: 0000000 [, a1,a0 € F, 0000 [a1], [ao]O
Output: [a1] if ¢ =1, [ae] if ¢ = 0.

1:

return [c] X ([a1] — [ao]) + [ao]-

Algorithm 5 00 000000000000

Input: 2x 200000000000 ([a], [®],[c],[dHCOOOO0D00 NOODOO aO
Output: 00 (a,b,c,d) 0000000000000 «00000000DO [1J00000O00OOD [0]O
Require: a+b+c+d < N.

h <+ |N/2].

[n1e] « [a] + [B].

[n2e] < [c] + [d]-

[ne1] < [a] + [c].

[ne2] < [b] + [d].

[n:] = [n1e] + [r2e]-

log(z!) if0<z <N,

EDDODOO (@)= —-FE otherwise

0o0o00(f0),f(1),...,f(N+h)DD0D00D0O0D0 (f)0000

8: [e] « IfElse([a] < [d], [a], [d])-

9: ((ag),(al),...,(a})) < PrivateRangeRead((f); [a] — [e]; h + 1).

10: ((b,), (bf,_1),-- -, (b)) < PrivateRangeRead((f); [b] + [e] — h; h + 1).

11: ({c},), (c},_1)s- -, (c()) < PrivateRangeRead((f); [c] + [e] — h;h + 1).

12: ((d), (dy), ..., {(d})) < PrivateRangeRead((f); [d] — [e]; h + 1).

13: PrivateRead((f);-) O [a], [0], [c], [d], [n1e]; [2e], [1re1], [rre2], [n«] DO OO ODOOOO

DODOD (0, (6, (), (), (), Ry, (M), (mlg), (nl) 00O D

14: for i = —1 to h do

15: (pi) = FLExp((nq,) + (nh,) + (ngy) + (neg) — (nl) — (ag) — (b7) — (cj) — (d}))-

16: end for

17: (v) + E?:o IfElse(FLLT ((p—1), (pi)), 0, (pi)).

18: return FLLT({v), o).
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