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Proposal of Business Risk Assessment System for
Cyber Security Threats

YOSHIAKI ISOBE™  AKIHIRO SUGIMOTO™ HIROFUMI NAKAKOUJI™

Abstract: It is analyzed that lack of risk sharing structure and delay of response decision are the significant causes for the
incident of personal data breach found at Japan Pension Service in June, 2016. In addition, it is the problem that many business
managers don't show leadership on cyber incidents because of lack of information for evaluating business risks needed for
making decision. This paper proposes a system showing three indexes to take risk in the business to the business manager, (1) an
incident occurrence probability and suspended business activity by the threat, (2) an amount of assumption loss when occurs the
incident, and (3) a return investment for a countermeasures of the threat in advance to utilize the result of the security risk
evaluation technology of the previous report. Our proposal make it easy to understand risk in the business in the cyber security
threat by these indexes and support the risk communication between stakeholders and the risk management of the business
system and it can promote an appropriate security countermeasure.
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