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Pointer Analysis for Type-unsafe C Programs

EnicHIRO CHISHIRO!

‘We present new pointer analysis for type-unsafe C programs which may contain conversions
from an integer type to a pointer type, and vice versa. Since the result of such conversion
caused by casts or union types is implementation-defined, it is either not treated or approx-
imated too conservatively in most of previous work. But in the area of embedded systems,
it is general that a program interacts with auxiliary devices through the memory area of a
certain, system-specific address, which is designated as a pointer-converted integer constant.
So many compilers for embedded systems ensure that the representation of the value is pre-
served through the conversion. In such environment, we need to track integer values in order
to perform safe and highly precise pointer analysis, but various integer operations make it
difficult to do it. In this paper, we first define formally the semantics of the type conversion
between integer values and pointer values, and describe how to approximate the set of mem-
ory regions which may be designated by integer values. We also describe how to distinguish
the internal region of structure objects under the existence of such conversion. Instead of
tracking individual integer values, the algorithm focuses on cast expressions and unions in a
program to calculate the set of pointer values which may be treated as integer, and can be
implemented simply and efficiently.
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struct S { int f1, *£f2, *£3; } *sp, s;
struct T { int gl, *g2; } *tp, t;

int *p, Xx;

p = (int *)O0x5FFFFCO; /x (81) */
x = (int)&s + 4; /*x (82) */
*p = 0x1; /* (83) */
tp = (struct T *)x; /* (84) x/
t.gl = 5; /* (85) */
t.g2 = &x; /* (S6) */
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Fig.1 Example C program.
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Fig.2 Abstract syntax of L.
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Val int x, y;
v u= (n,int) |1 struct S { int *p; struct S *sn } sl, s2;
l w= (b,r,T) struct T { int i; struct T *tn } *tp;
b = x| constarea
r  u= nlap s2.p = &x; /x (81) */
ap == nil|ap:[n]|ap:f sl.sn = &s2; /% (82) =/
tp = (struct T *)&si; /* (83) x/
State tp—>i = y * tp—>tn->i; /*x (S4) x/
S = (M, Locs, Conc) 04 00D00DOOODOODOOO
M c p((LOC % Val)*) Fig.4 Sample program using cast.
Locs €  p(Loc)
Cone € o(Base) O0000000000000 .0, 00000
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Fig.3 Values and states of L.
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update(S,l,v) = 8" where
= S[M — (1, conv(S, ¢r(1),v)) : M]
Locs(S") =
Conc(S") =

Locs(S') Unewlocs

Conc(S") U newconc

newlocs =

{ U, . {loes(S") (1) (n)}\ Locs(S")
]

Nov. 2004

Zf @l(l) 7é @r(v) \ VT(Sv l)

otherwise

{b|(b, -, ) = read(S",1") ANl € newlocs AN1" ~1" if pi(l) # ¢r(v) VVT(S,1)

newconc =

A (1)
o]

locs(S)(1)(0)

read(S, (b,r,7)) = {

whereM (S) =

[(lla vl)a ) (lma ’Um)}

convwmar,w))—{g SN
(b,n —
E(b) + 7
(n,int)

conv(S, T, (n,int)) =
conv(S,int, (b,r,t)) =
conv(S,int, (n,int)) =

-
T) otherwise
E(

),7) if b€ Conc(S)ANE() <n<

=int} U {blv = (b, -, ) Aei(l) = int}

otherwise

= U{layout(read(S,"))|lI' € Locs(S) ANl =~ 1" Api(I') = _x}
) = U{layout(read(S,1"))|I" € locs(S)(I)(n) A (') = *}

Vg f s =1AVE < k. —(l; ~1)
conv(S,oi(l),ve) if e ~ 1AV <k.

E(b) + [b]

05 LOOOOOOO
Fig.5 Memory model of L.
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01 vr/urTooooo
Table 1 Classification of VT /UT region.
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Fr<m,S >—1

Nov. 2004

Fr<e,S>—>w

b <z,S8 >— (z,nil, Te(z)) (var)

Fi<m,S>—1

Fi < mle], S >— array(l,v)

Fr<m,S>—1

(array)

ield — (3 t
F<m .55 fiaddn T R amss=i M) S s g
Fi<m,S>—=1 id Fr<m,S>—1 1€ Locs(S) ( )
mem
Fr < &m, 5 > (address) Fr < m,S >— read(S,1)
Fr<e,S>— v Fr.<e,S>— v Fr<el,S>—1l1 Fr.<e,S>— v .
op) , (pointer)
b < e1 opea, S >— eval(op,v1,v2) Fr < e1®ea, S >— pointer(ly,v2)
Fir<m,S>—1 F.<e S>> . Fe<ec,S>— 51 Fr<e,S1>— 5o
(assign) (seq)
Fo <m = (7)e, S >— update(S,1,v) Fe<ciye2,8 >— S
b T T if 1= (b
fiedtt fy— 4 ToU).Tm() i 1= (bin.7)
(b,ap : f,Tm(f)) if 1= (b,ap,7)
(byn+ 7| *xv,7) if L= (b,n,T[])
array(l,v) = :
(b7 ap : [11],7') Zf l= (b7 apﬂ'[—])

(byap : [i +v],7)
(byn+vx|r*]|,71)

pointer(l,v) = {

if 1= (byap: [i],T)
if 1= (bn,7)
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Fig.6 Operational semantics of L.
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union U {
struct S {
int *f1, *f2, *x£3, *f4;
} s
struct T {
int *gl, *g2;
} al2];
}ou;

07 0000OO0ODOODODOOOOOOOO
Fig.7 Combination of struct, union and array.
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ALoc a((b— ) = {(6,0,7)} ifbeD
al == (bo,d) a((,ap, -)) =
{(b,index(b, ap), in_union(b,ap))} otherwise
AState a(n,int)) = {(b,0,T)|b e U}
AS = (AM,D,U) . _
AM €  ALoc — p(ALoc) z.ndea;(b, nil) : 0 _
D € o(Base) index(b, ap : [i]) = index(b, ap)
U c o(Base) index(b,ap : f) =
08 0OO0OO

Fig.8 Analysis domain.
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Fig.9 Abstraction function.

struct S {
struct T { /* ALoc */
int *f1; /* (s,0,F) x/
int *£2; /% (s,4,F) */
} al2];
union U {
int gl, *g2; /* (s,8,T) */
}ou;
int *h; /* (s,12,F) */
} s
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Fig.10 Example of abstract location.
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( ) AStp m: A ( )
AS Fp z: {(z,0,z € D(AS) V is_union(zx))} poar ASFp mle] - A parray
AStp m: A )
- - (pfield)
AS Fp mef {(b,n+ To(f),iscunion(f))|(b,n, F) € A}y U{(b,n,T)|(b,n,T) € A}
AStFp m: A AStp m: A
e T t e
A5, wma Pnd) e ag) Peonsh) g m A (peddress)
ASFy m: A
: (pmem) : (pop)
AS by m (J{AM(AS)(al)|al € A} AS Fpr €1 0pes: U(AS)
AS }_pr‘ €1 IAl nt
AS '_p'f €1 @ €2 :Al (ppozn 67‘)
AS'_pl m:A1 ASI—W 61A2 .
(passign)

AS Fpe m=(1)e

Te(m) # Te(e) ANTe(m) = t1x ANTe(e) = ta*x At1 # t2 = {b|(b,,-) € A2} C D(AS)

where Te(m) = x = Val € A1. Ax C AM(AS)(al)
Te(m) # Te(e) NTe(m) = int A Te(e) = « = {b|(b,,-) € A2} CU(AS)
AS '_pc C1 AS |_pc C2
AS }_pc C1;C2 (pseq)

constarea € U(AS)
AM(AS) (. T)) = {(b,0,T)|b € U(AS)}
U(AS) C D(AS)

(constarea)

011 000O0OO0O0OOO00O0OO0o0O0O0o
Fig.11 Type system for pointer analysis.
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Table 2 Characteristics of benchmark programs.
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#callsite #assign #cast
program #line #stmt (indirect) pointer other pointer other
dhrystone2 621 186 72(0) 29 204 57 2
099.go 28547 14043 2083(0) 9 5931 33 0
124.m88ksim 17940 11145 1511(3) 710 6373 980 82
129.compress 1424 620 63(0) 88 346 70 15
130.1i 6916 3779 1241(4) 1561 489 645 99
benchl 137231 5399 37(0) 178 3566 118 1
bench2 378816 40230 4133(15) 5831 24085 4614 2757
EEMBC/auto-indy
harness 9843 3019 510(20) 333 1419 373 200
a2time01l 2153 423 19(0) 16 315 13 2
aifftr0l 9194 330 26(0) 29 210 13 2
aifirf0l 3347 387 28(0) 143 182 49 2
aiifft01 9119 297 23(0) 29 192 13 2
bitmnp01 2204 590 29(0) 47 321 28 20
basefp01 4964 179 16(0) 19 110 14 3
cacheb01 1302 275 28(1) 122 110 39 2
canrdrO1 4369 349 25(0) 50 222 22 2
idctrn01 17478 478 91(0) 17 341 13 2
iirflt01 3506 543 34(0) 167 254 43 2
matrix01 1527 704 49(0) 162 365 196 67
pntrch01 1020 205 28(0) 20 115 22 2
puwmod01 6026 305 25(0) 17 172 13 2
rspeed01 1780 159 16(0) 17 101 13 2
tblook01 905 164 17(0) 22 85 16 2
ttsprk01 26507 467 77(0) 48 295 37 2
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Table 3 Analysis result.

F#dereference-set #U / analysis
program 1 2 3 4< U | #U | #address | #address time(s)
dhrystone2 37 0 0 0 11 1 7 0.14 0.02
099.go 4 5 2 11 0 1 748 0.00 0.34
124.m88ksim 270 | 113 | 24 | 234 564 69 961 0.07 0.61
129.compress 15 7 2 0 0 3 20 0.15 0.02
130.1i 23 0 3 40 | 1536 89 638 0.14 1.10
benchl 88 18 0 2 2 1 252 0.00 0.01
bench2 206 68 4 2 800 194 648 0.30 6.07
EEMBC/auto_indy
a2time01 111 20 1 12 111 12 90 0.13 0.22
aifftrO1 123 20 3 12 111 12 96 0.13 0.22
aifirf01 111 20 1 12 122 14 90 0.16 0.24
aiifft01 123 20 3 12 111 12 96 0.13 0.23
bitmnp01 114 20 1 12 114 16 94 0.17 0.20
basefp01 111 20 1 12 111 12 90 0.13 0.23
cacheb01 111 20 1 12 160 12 90 0.13 0.24
canrdr01 111 23 1 12 112 18 129 0.14 0.22
idctrn01 111 20 1 12 111 12 90 0.13 0.21
iirflt01 111 20 1 12 124 14 90 0.16 0.23
matrix01 111 20 1 12 121 12 90 0.13 0.25
pntrch01 111 20 1 12 117 12 90 0.13 0.21
puwmod01 111 20 1 12 111 12 90 0.13 0.20
rspeed01 111 20 1 12 111 12 90 0.13 0.20
tblook01 114 20 1 12 113 12 93 0.13 0.19
ttsprk01 112 21 2 14 127 12 105 0.11 0.22
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