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Translating Security Protocols from Informal Notation

into Spi Calculus

EnIro Sumil,t HIDEAKI TATSUZAWAT and AKINORI Y ONEZAWA it

Security protocols are often defined in informal notations which have no clear semantics
and only describe the message sequence when the protocol is successfully completed. This
can be a source of incorrect interpretations of protocols as well as an obstacle to their for-
mal verification. To address this problem, we formalize the syntax of the informal notations
and present their semi-automatic translation into Abadi and Gordon’s spi-calculus, one of
the most successful frameworks for the formal specification and verification of cryptographic
protocols. Our main idea is to make the actions of each principal explicit on the basis of its
knowledge, i.e., what keys, nonces and names it knows at each point in a protocol.
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Fig.1 Abstract syntax of informal notation.
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Fig.2 Abstract syntax of spi-calculus.
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T(m) = HXEdom(I) Tx (m)

Tx(a1;...;0m) = Cl[...[Cn[Afterg(ﬂ]
if Tx (po, @1) = (p1,C1), .-, Tx (Pn—1,an) = (pn, Cn)
for po={M— M| M e I(X)}
and 0 = pn \ {M — M | any M}
(o, Cil. .. [Cu[eRamy (N1, ..., Na. []]])
ifY # X
and Sx (p, M1) = (p1,C1,N1),...,8x(pn—1, Mn) = (pn, Cn, Nn)
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if mapx (p, M) = (C,N)
map x (p, M ™) = (C[,N7)
if mapx (p, M) = (C,N)
mapx (o, {M1,...,Mn}r) = (Ci[...[CulC[I,{N1, ..., Nn}nN)

if map x (p, M) = (C,N)
and mapX(p7 Ml) = (Clle)v . '7mapX(p7 Mﬂ) = (CTHNW«)
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Fig.3 Translation from informal notation to spi-calculus.
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Cil... (CalAgterg])

Ym}={Y | Y appears in I} U {chan},

Tx (po,a1) = (p1,C1), .-, Tx(pn—1,0n) = (pn,Cn)
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and 0 = pp, \ {M +— M | any M}
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ifr,cfresh, Y # X, Y € I(X),
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if .k fresh, Y/, € I(X) and {Z1,..., Zn} \ I(X) # 0

if Tn = Zn then 7(Yz,...2,.) |
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s No)- (1111

1 P(Zn))-r(K)-[], k)
s Zn N I(X) # 0
2 0(Zn))-r(K)-1, k)

-5 p(Zn)).r(k). 1K)
s Zn N I(X) # 0
- p(Zn)). r(k). [1 k)

04 000OO0OOO0OODOODOO
Fig.4 Extension of the translation with key database.
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