Vol. 47 No. SIG 11(PRO 30)

goooooooooooooooo

GDBUOUOUOOODDODOOOODDODOOODDODOOoOooDbOoooo

0 0 0 mREL

000000000000000000000 200000000001 0000000000O
0o0oo0oDo0oO0o0ooO00O0O00000 100000000000000O00 COoOO0DOoO
goooooooooooooOoOOCOcOOOOOOOOOUOO0OoOoOooooooooooooooo
goooooooooooooOoOooOOOOOOOOOOODOOOOOOO0O0O0ODO0O0O0DOO0O00O
gooooooooooooOoOoOOOOOO0OO0OCOOO0O0O0O0O0OoOoOooooOoooooooon
gooooo0oooOo0ooooO0o0o0ooOo0oooooOo0o0o0oooOo0o0ooo0oooooGbBO
g0o0o0o0ooooooooooooOoOoDOOOOOOOOOOOOO0OOO00O0000000000O0
gooooooooooOoOoOooOoboboOoOoOooOoOoOoO0OoOoOoOcO0b0OOoOobOoOoOoOooOoOoboOoOoooon
goooooooooooooobOoOOOOCOOCOOOOO0OOOOoOoOoOoOooooooooooo
gooooooooooooooooOoOoOOOOOODOOO0O0OO0O0OOOO0OO0O0DO0OoODOoOoooo
gooooooooooooOoOOOOO0OCCOOOO0O0O0O00O0OooOoooooooooooOoo0o0o0
ooooo EcHOOOOOOOOO

Direct Model Checking of Real Codes Using GDB and System Models

NAOYUKI NAGATOU

In general, there are two checking processes within the lifecycle of a system. One is ver-
ification of models describing functional specification, and the other is testing of real codes
implementing the system. We developed a model checking tool can being used on both pro-
cesses. Model checking systematically explores the state space of systems. The systems are
expressed as the model or real code (or source code) written in programming languages such
as C. There are several model checking tools that handle either the models or the real codes,
but not both. In testing processes of the real codes, our model checking tool checks both
the models and the real codes. The tool executes the binary code on GDB, then examines
a composition with the model from which the portions of the model that correspond to the
code being executed have been eliminated. A state space of the real code is a set of GDB’s
breakpoints corresponding to actions to communicate between the eliminated portion and
others, so the model is written in a modeling language based on process algebra. This tool
enables the re-use of the same model that was used in verification processes. We will illustrate
ECHO service as a simple example.
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Fig.1 The architecture of our model checking tool.
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Fig.2 Outline of Verifier.
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Fig.3 An aspect of channels.
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1: ;(bind srv_res "target:echos:10")

N

53 Timer

(define Timer()

W

(start (init_v) :Timerl(init_v)))

o

(define Timerl(time)

(o]

(“tick(time-1) :tick(time):
(if (time=0)

(“timeout (TRUE) : STOP)

© o0 N

(Timer1(time)))))

10: (define Timeout()

11: (timeout (zz) :

12: Gf (zz)

13: ("display("TIMEOUT"):~srv("quit") :STOP)
14: (stop))))

16: ;; Echo client

16: (define Recv1()

17: (srv_res(yyy):

18: (Send("TEST",n-1))))

19: (define Recv() (Recvi++Timeout))
20: (define Send(x,n)

21: (if (n=0)

22: (STOP)
23: (("srv(x):~start(5):
24: (Recv)))))

25: (define Echo_client()

26: (Send(100,5) | | Timer))

27: ;; Echo server

28: (define Echo_server()

29: (srv(req) : “srv_res(req) :STOP))
30: ;; Initial process

31: (Echo_server || Echo_client)

32: ;(Echo_client)
04 ECHOOOOOODO
Fig.4 A simple ECHO service.
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1: (define Node0002 ()

2: Gf (0 (x) = (M)

3 (accept: Node0002)
4 (Abort)))

5: (define Init ()

6: Gf (0 (x) = ()
7 (accept: Node0002)
8 (Init)))

9

: (define _MC_START () (Init))
06 ODO0OO0O0OO0O0O00OO0O
Fig.5 A description of the LTL formula <> ! (x=y).
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{ale1, -+, en) : E}U Sub(E)

Sub(a(zy, -, xn) : E) =

{a(z1, -+, zn) : E}U Sub(Ele; /zi])

(if there is “a(e1,- -, en)))
Sub(E + +F) =
{E + +F} U Sub(E) U Sub(F)
Sub(E||F) =
(E||[F}U{E'||F' . E € Sub(E)
and I’ € Sub(F)}

Sub(it (C) (E) (F)) =

{if (C) (B) (F)} U Sub(E)
(if C = true)

Sublif (C) (E) (F)) =

{if (C) (B) (F)} U Sub(F)
(if C = false)
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Sub(P(e1,- - ,en)) =
{P(o1,+,2n)} U {Sub(Ales/z:])}
(if (define P(z,---) A))
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1: void TCPecho(int sock)

2: {

3: for(;;)9{

4: n = read(sock,recv_data,4);

5: if (!strcemp("exit",buf)){
shutdown (sock,2);
close(sock) ;
return;

}

10: send_data = recv_data;

© 00 N O

11: send(sock,send_data,outchars,0);
12: }
13: }

14: int main(int argc,char *argv([])

15: {

16: listen(s,BACKLOG) ;

17: for(;;){

18: int i = sizeof(sin);

19: if ((t = accept( ... ))<0)
20: exit(1);

21: TCPecho(t) ;

22: close(t);

23: }

24: )

0 6 ECHO OOODODODOechos.cO
Fig.6 A simple ECHO server (echos.c).
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bool EmptynessCheck(model, property)
{
dfs1(model,property) ;
return(False);
¥
dfs1(subexp_m, subexp_p)
{
hash (subexp_m) ;
forall( (successor_m,successor_p)
=eval (subexp_m, subexp_p) ){
if ( (successor_m,successor_p)
is not in hash table)
dfs1(successor_m,successor_p);
if ( subexp_p is an accepting state )

dfs2(subexp_m, subexp_p) ;

¥
dfs2(subexp_m, subexp_p)
{
marked (subexp_m) ;
forall( (successor_m,successor_p)
=eval (subexp_m, subexp_p) ){
if ( (successor_m,successor_p)
is in hash table)
exit(True);
if ( successor_m is not marked )
dfs2(successor_m,successor_p);
else

return;

07 O0O0O0ODOOOO
Fig.7 Pseudocode for our model checking argorithm.

goooooooo

oboooobooooboooboobooboooooooDo
gooooooo0 33b00b00b00bo0boooDo
goooboooooboooboobooobooobooboDboo
oooooooco Cc++000000000o000
gobooooooooobooobooooooboood
gboooboooooooooooooooobooooo
gobobooooooooooobooooooooboo
l0000oooooooooboooooooooooboo
gooooooooooooobooooooboooo
goooooOoooooboooboooooooboooo
gooooooooooooobooooooboooo
x€{1,2,3} 00000000000000O0O0OO



10 goooooooooooooooo

oboboboobobooboooob e 00O
a(l): E++a(2): E4++a(3): E

gooobooobooboobooboooboooboo
ooobooooobobobooobboooooboo
goobooooboboooobbobooooobooo
GhBOOOOOOOODOOOOOOOOOOOOO
gbobobobobooboboooog

4.3 0OO0OOOO

gobooooboobooooboooboboos.2d
gooobooobooboobooooboooboo
goooboobooboooboobooboobooo
gooobooooooboobooboooooboo
goo0OdoDbDOo0o0o0oOoOdboOobOOenv:V—-DAO
00oo00o0b0o0obUg envn ODOODOODOODOO
goodooOobOOo0ooOoboooobo foOO
ooo3200000000000 fOOD0OOOO
“O0” 0000000000000 fO env OO
0000000000 evalvar(f,env) D0O0DO0ODO
goooboobooboobooooboooboo
god

gobooboooboobooboobuooboo
gooobobooooboobbooobbboooooboo
obooooboooboobooboobobooboog
go0ooooboOoooooogogofOoOoobooOoon
ooo00O0000b0oooO0O0O0000 GbBOOO
000000 evalvar(f,env) 0000000000
000000 ¢ 000000000 evalvar(f, env)
gooobooboobooboobooboobobooboo
gooobooobooboobooooboooboo
ooooobooboob soobooboobo
0000000000 evalvar(f,env) 000000
goooboobooboooboobooooooboo
gooobooobooboooboooooboooboo
ooooobooooooodooobooooogooo f
obooooooog

5. J0O0OO0O0o0ooooobo

gooooobooooooooooooooooon
ooooooo2000000o0o0oco0oaooooaon
oboobooooboooobooooooooooo
Verifier 00 0000000000000 0O0OOO
goooooooooobooooooooooooo
gbooOoocoobooooooobooobocoooboon
gooobooooooooooooboooonoooon
goooobooooooooooooooooooo
gooooooooobooooo

July 2006

gboooooooboooboobooobooooo
goobooobooboboobobooooboobooo
goobooooobooobooboooooooogoo
goobooooobooobooboooboobobogoo
gooboooboooooobooboobooobobooo
goobooooobooobooboobooobobooobo
000000 malloc() 000000000 DOOODO
ooo

alloc(1) : E + +alloc(0) : E
000000000000 00Omalloc()00O00OO
goobooooooboobooooboobooo
gooboooboobobobooboboboobobogoo
gooobooobobooobooboooboooobogoo
goooo

gbooooboobooobooboobooboobooo
J0o0o000oooo0opDoooooooGbBOOO
goobooooobooobo0oobooboooobooo
goboboobooboboobobooboobobogoon
goboooboobooboobobobbooboobog
gooobooobobooboboboobbooboobogoo
gooooooooooooooocooooooo
gooobooooooboobobooobooboobogoo
goooooboobobooboboo

6. DOOoooao

0000000000000 GDBOOOOOOO
000000000000000000000000
0000D0000000D0000000000000
0000D00000000000000000000
000000000000000000 GDBOODO
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000100000000000000000
000000000000000000000000
000000000000000000000000
000000000000000SO00000000
0000D00000000000000000000
ooo

00000000000000000000000
00000000000000000000000
0000 10000000000000000000
000000000000000000000000
0 GDBOOOODOOODOOOOOODOOODOO

00000000000033000000000
00000 a(l) : E++4a(2) : E4++4---0000



Vol. 47 No. SIG 11(PRO 30)

o0o0o0OoUoooooooooooooooooog
o00o0O00oooO0oooooooooooooood
O000000o0o0ODOo0oOoooooooooood
O0OVerisoft 0 CMCOOOOOOOOOOOOOO
000000o0o000oooooooooooooon
00000000000000oogooooooog
000ooooooooooooa

ooooogooooooooo «oogogogro
od0ooUd0ooUooooUoooooooooood
oo00o0ooooooooooooooooooog
od0ooUd0ooooooooooooooooodg
O00oooooooOooooooouoooooog
0000000 Data Abstractiond O Partial Order
Reduction 0 0 O O O O Partial Order Reduction O
0000000000000 next0OOOOOOd
0000000000000000goooooog
0000000o0oO0ooooooooooooooag
Schneider 0000000000000 00000
ooooO0oOo0oOoooopooooooooooood
OO0 next 000 O0O0O0OODOODOOOCOOOOO
ooooooooviog

00o0O0oooooooooooooooooooo
O00000000oDoooooooooooooog
000000ooo00ooooooooooooog
00000000 o0ooooooooooooooon

00 0O0O0O0O0OOIpPAOODOOOOOOOOO
0000000000000 000o0oooooog
ooo

o o o o

1) Bawuer, L., Ligatti, J. and Walker, D.: More
Enforceable Security Policies, Technical Report
TR~649-02, Princeton University (2002).

2) Clarke, Jr., E.M., Grumberg, O. and Peled,
D.A.: Model Checking, MIT Press (1999).

3) Formal Systems (Europe) Ltd: Failures diver-
gences refinement User Manual and Tutorial
(1994).

4) Godefroid, P.: VeriSoft: A Tool for the Au-
tomatic Analysis of Concurrent Reactive Soft-
ware, Computer Aided Verification, pp.476-479
(1997).

5) Holzmann, G.J.: The Spin Model Checker,
Primer and Reference Manual, Addison Wes-
ley (2003).

6) Lamport, L. and Schneider, F.B.: The “Hoare
Logic” of CSP, and All That, Programming
Languages and Systems, Vol.6, No.2, pp.281—
296 (1984).

GhBOOOOOOOOOOOOOOOOOOOOOO0O0O0 11

7) Lowe, G.: Breaking and fixing the Needham-
Schroeder public-key protocol using FDR,
Tools and Algorithms for the Construction and
Analysis of Systems (TACAS), pp.147-166,
Springer-Verlag, Berlin, Germany (1996).

8) Milner, R.: Communication and Concurrency,
Prentice-Hall (1989).

9) Musuvathi, M., Park, D., Chou, A., Engler,
D.R. and Dill, D.L.: CMC: A Pragmatic Ap-
proach to Model Checking Real Code, Proc. 5th
Symposium on Operating Systems Design and
Implementation (2002).

10) Nagatou, N. and Watanage, T.: Run Time
Detection of Covert Channels, The 1st Inter-
national Conference on Availability, Reliabil-
ity and Security, Vienna, Austria, pp.577-584,
IEEE Computer Society (2006).

11) Nakagawa, Y., Potter, R., Yamamoto, M.,
Hagiya, M. and Kato, K.: Model Checking of
Multi-Process Applications Using SBUML and
GDB, The Internatinal Confernce on Depend-
able Systems and Networks, pp.215-220 (2005).

12) Schneider, F.B.: Enforceable Security Policies,
ACM Trans. Information and System Security,
Vol.3, No.1, pp.30-50 (2000).

13) Visser, W., Havelund, K., Brat, G. and Park,
S.: Model Checking Programs, 15th IEEE In-
ternational Conference on Automated Software
Engineering, pp.3-11 (2000).

g O

Al 0J000OO0OO0OOOOODOOO

goooboooobooboboobooo 8sgooobood
gboboboboboobobooog

(Q, Act,—, E, So)

000000 UbOOo0O0oooooooooooog
O0d00OOONeme OOOOOOOOOOOOODOO
000 a,b,--- 0000 Act = NameU {7} 0000
ooood e,8,---00000000-000000
O000000-CQxActx@QOO0O0O0OOOOOO
(q1,0,¢2) € » 000 1 % ¢ 000000000E
O000D00O000O0O00oooooooogsS,0od
gobobooboobooboooobooboboo
gooooboboboooooooobobbbOfae;vd
O00000000000ae ACTOveValOOOO
gooooboooooboobooooboooboobooo
0000 configuration O [g,s] € Q x (Act x Val)*
goooobooobooboooboooooboobooo
00 0Opush(a;v,s) 0 sO0000 a;o 0000000
O000000Odelete(a,s) 0 sO0ODO0O00O0O00ODO



12 goooooooooooooooo July 2006

~a Actq
[~ a(v) : B,s] = [B, push(a; v.s)]
member(a,s)
- Acto
la(z) : B, s] — [E, delete(a, s)]
(B, s] = [E', )]
= Sum
[E++F,s] = [E',s")]
[F, 5] = [F', s")]
= Sums
[E++F,s] = [F,s")]
(B, 5] = (B, 8]
~a Comy
[E||F,s] — [E'||F, ']
[F, 5] = [F',s']
= Como
(EIIF, s] — [E||F',s"]
[E,s) =5 [E',s'] [F,s']5[F,s"]
- COmg
(EI|F,s] = [E'||F',s"”
E,s'] S [E, "] [F,s] = [F,s'] ,
- Comj
(EI|F, s] — [E'||F',s"]
[P,s] S [P',s'] A—P
> Con
[A;s] = [P, 5]
[E,s] S [E',s'] eval(B)
Ifl

[if BE F,s] > [E,s]
[F,s] 3 [F',s'] =—eval(B) .

[if BE F,s] 5 [F,s']
E,s] S [E',s'] a,~a€l

- Res where L = {a,b,---}
[E[L], s] = [E'[L], 5]

[E,s] S [E',s'] o/Ja€R
Rel where R = {a’/a,---}

[B{R},s] & [E'{R}, ']

Def

[define A P, s] — [STOP, s]

A Bind
[bind A string, s] — [STOP, s]

——— Stop
[STOP, s] £ !

[STOP, s] /4 [STOP, s] A
[STOP||STOP, s] 4
[P, s] 5 [P, 5]

Stop,

Stopg

[STOP + +P,s] = [P, s']
[STOP, s] 4 [STOP, s] /A

Stopy
[STOP + +STOP, s] £~

08 O0O0O0OODODODODOO
Fig.8 Operatinal semantics of a model discription

language.
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