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Protection against SQL Injection Attacks
Using Syntax Tree Analysis of User’s Input

YosHIKI KANEKOt and HIDEYA IWASAKIft

Recently, as web applications with databases increases, attacks on these web applications
are increasing. SQL injection is one of such attacks, which illegally accesses databases by
giving fragments of SQL commands within the user ' s input and making the web applica-
tion issue unexpected queries to the database. Based on the fact that an expected input
corresponds to a nonterminal symbol of SQL grammar, we propose a new protection method
against SQL injection which parses user’s input as the nonterminal symbol and rejects such
input that cannot be parsed. Experimental results demonstrates that our prototype works
well in protecting well-known SQL injection attacks.
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