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Abstract: This paper proposes a novel routing protocol called neighbor-disjoint routing protocol in wireless
multihop networks for secret sharing communication where data messages are transmitted along multiple
wireless multihop transmission routes. Here, all wireless nodes including wiretapping wireless nodes receive
data messages transmitted along at most one transmission route, i.e., they never receive data messages
transmitted along multiple transmission routes. This is realized by the proposed protocol which ensures that
there are no or less wireless nodes whose locations are included in wireless transmission ranges of intermediate
wireless nodes in different wireless multihop transmisison routes. In order to assure this security property,
it is assumed that there are no wiretapping wireless nodes around the source and the destination wireless
nodes since multiple wireless transmission routes are neighboring. Simulation experiments show that the
area where a wiretapping node receive bulk data messages along two wireless transmission routes between
2,100 m apart the source and the destination nodes and the wireless transmission range of all wireless nodes
is 100m is less than 50 m?2. That is, the bulk reception of data messages becomes almost impossible by our
proposed protocol.
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Fig. 1 Information sharing.
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Fig. 2 Link-disjoint wireless multihop transmission routes.
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Fig. 3 Node-disjoint wireless multihop transmission routes.
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Fig. 4 Radio-disjoint wireless multihop transmission routes.
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Fig. 5 Bulk reception of data messages by common neighbor

wireless node of intermediate wireless nodes in radio-

disjoint wireless multihop transmission routes.
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Fig. 6 Neighbor-disjoint wireless multihop transmission routes.
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Fig. 7 Neighbor-disjoint: No common neighbor wireless nodes
of intermediate wireless nodes in wireless multihop

transmission routes.

HEEITCEM ) — FERBERE — PRV 72lo 5
TOER ) — NI, 720720 B —REICHR-> CR%EINS
T—=F Aok —V LPZETAHEILENTER. L2,
NS.R(Njiy) NNS.R(Njin) \AFAET 5 IR/ — K25
KELTIRET AV —F 4 770 baViEbT, 56
Wb Ay t—VRERITOTICE DR BN ) — F
KBS WI L IZE o TTF—F A v b=V —$3243
FTHWRRENSH L. ZOL) REEMEH ) — 3 X vy t—
VEEFBLENIENS, MO — b2 L
BAWEETHS. 22T, R(Nj;))NR(Njiry) & 7% B
DEFEI/NE W LR LN L. 72721, BEEMmG ) —
RAERG L CTRET ANV —T 12770~ T)VIihEbin
B2 v — D%k E L TREEREGET L2 LR, B
LTI Ayt —VEERBTIHBINRE Lk,
HEETTEM /) — FEEERER — FOEBEICB VTR
BB O AERERA RS 5720, BEM 28K
FEEMN T2 EPRETHLZEPEZONL. Z
M, MG 5T 2 B AR OERICB VT H [H
RECELAMETH L., 22T, MESBBEDEE Y —
YELT, EETEM ) — F N EEERER ) — F N?
DFBEI AT B ) — B N B L 2 WIRIEDTE 2
SNB. 72 Z2IE, N* &L NEDPENEFNRLBF T4 A
ELONEIZHY, ZNSEDENLVHIZIE NY BREAT S
CEDVTELVENIEZLNSL., £2T, 8 II/RT &
12, N® & N*3ZFn2REe4aeid 525, S22 icegih

1557



1BRIBF=EHEE Vol.57 No.6 1554-1564 (June 2016)

8 AU & Bt S B BEHAMAL 7 i~V TR v TR
Fig. 8 Neighbor-disjoint wireless multihop transmission routes
between safe zones including source and destination

wireless nodes.
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Fig. 9 Flooding of Rreq for detection of 1st route.
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Fig. 10 Unicast transmission of Rrep for restriction on detec-

tion of 2nd route.
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Fig. 11 Broadcasts of eRrep for restriction on detection of 2nd

route.
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X 12 Rreq D77 v 74 ¥ 72X 55 2 fRikiES
Fig. 12 Flooding of Rreq for detection of 2nd route.

13 Rrep DL =F v A MRFZIZ L B5 3 BHEERAOHIIR
Fig. 13 Unicast transmission of Rrep for restriction on detec-

tion of 3rd route.

14 eRrep D7 H— FF ¥ A FEFIC L D5 3 HERIER DRI
Fig. 14 Broadcasts of eRrep for restriction on detection of 3rd

route.
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Fig. 15 Empty overlap area of wireless transmission ranges of

wireless nodes.
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Fig. 16 Ratio of empty overlap area of two transmission ranges

of wireless nodes.
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Fig. 17 Setting for simulation experiments.
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Fig. 18 Area available for wiretapping wireless nodes.
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Fig. 19 Route detection ratio.
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Fig. 20 Route detection ratio with various sizes of safe zones.

Kehd, ZOLHIC, MOTELY bEVEER ) — i3
MEE L 2 AWM~V TF Ry 70y b7 — 7 DR S% &
b, ZOBAMEANOHHE T =5 X v - TVWEDE
EEE L= 7OBRTHY, #ET ) r—v s
YOERIIL U CTRETFEOHEMAMZ T 2 LBV D 5.
BB, BEHEBORESICEAEE VT Ry 7H
ERBEOMMBEANORELZFMT 5. EH S — %
2,000-10,000 & L, 4EILOZ 4RO F.OALE % 7 O FEAM
FEEREF & L-FF, HBOKE E% 200mx200m A
5 600mx600m T TELER7LEICBITLIRETE
HH L725E0 2 20 OB OB % EEREEM L 724
%X 20 I2RT. FEHBBREEESRIE, B — FEICIKEL T
WM+ 2500, ZEHEHOKNE SITIIZITERFE L%
W EDGH L. BB O BN 2 SOV T Ry TH%
BT AT 256, REFEBAVENI WIEEIZE, FRICE
ST BRI BT I A MR T A C L T H
LHIENEZONL, LIL, 22000EH<VF Ry 7
o Tid, 21 EF 22 ISRTLI12, 4
FIAVN S WA, Rt O 5 R Y O Pk
J — FREBASREELEN ) — FOAME IR E CTRHET

© 2016 Information Processing Society of Japan

3000 -

2500 £

2000} -
1500F.

1000}

500

07 508 1000 1500 2500 3600
21 R~ VT v TEERESE] (Z24 315 600 m x 600 m)

Fig. 21 Example of detected wireless multihop transmission
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Fig. 22 Example of detected wireless multihop transmission
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