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The evaluation of the characteristics of the authentication factors

for multi-factor authentication

Susuki HIRovAY® YamaGucHI SHIGETOMI Rie!:P)

Abstract: The growing importance of personal authentication, the multi-factor authentication is more
spreading. However, there is no measure to select authentication factors for multi-factor authentication.
The reason for this is because the characteristics of the authentication factors are not organized. In this
paper, we organized the characteristics and discussed security requirements of authentication factors for

multi-factor authentication.
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Fig. 1 The procedure of registration and authentication
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Table 1 Terms and difinitions about authentication
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Fig. 2 Authentication Model
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Table 4 Attacks and the components of the authentication system
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