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An analysis of RADIUS Messaging for Telemetering.

NAOTO MATSUMOTO!

The Data harvesting and analysis over internet is reviving at today. But many of case, the HTTP has disadvantage than MQTT (MQ
Telemetry Transport) for small size data transfer over internet. This paper is introduce to analysis how to build and manage more
cost effective small size data transfer using RADIUS messaging over internet.
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Figure 3 MQTT and RADIUS Messaging’s packet analysis
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Figure 4 MQTT and RADIUS Messaging Frequency Analysis.
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Figure 5 Actual Message Transfer Rate
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# /usr/local/bin/mosquitto_pub ¥
-t ”/username/topic/sensor/hPa/” ¥
-m 1004.4 —u username —P pass ¥
-h 10. 10. 10. 10
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# /bin/radtest ¥
1004. 4@username: /username/topic/sensor/hPa/ ¥
pass 10.10.10. 10 1812 pass
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Figure 6 Messaging Commands for Lab Test.
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import paho.mqtt.client as mqtt
from time import sleep

if name =="_ main_:
username = username’
password = ’pass’
host = ’153.120. 105. 54’
topic =’ /username/topic/sensor/hPa/’
port = 8883

client = mqtt.Client ()
client. username_pw_set (username, ¥
password=password)
client. tls_set (“ca.crt”)
client. connect (host, port=port, keepalive=60)
for i in range (10000) :
client. publish (topic, 71004.4”)
sleep (0. 5)
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Figure 7 MQTT Messaging(Publish) Script with Python.
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BEXH

1) MQTT(MQ Telemetry Transport): http://mqtt.org/

2) C.Rigney et al.: Remote Authentication Dial In User Service
(RADIUS). IETF, RFC2865

3) mosquitto: http://mosquitto.org/

4) FreeRADIUS: http:/freeradius.org/



