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Implementation and Evaluation of Virtual Machine-based System

to Support Network Security Learning
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Abstract: Education of network security has attracted a lot of attentions due to increasing unauthorized
access, lack of engineers who have network security skills, and so on. Although practice using computer
networks is highly important for network security education, it requires costs to prepare a computer network
for practice. In this paper, we develop a low-cost, easy and safe learning support system for network security
by utilizing virtual machine technologies. In our system, a virtual network is constructed on one PC. By
using firewall and web application firewall functions in our system, a user can learn countermeasures against
unauthorized access. Through evaluations, we show that our system can provide practical environment for
learning network security.
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Fig. 1 System overview.
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Fig. 3 Log display GUI.
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Fig. 4 Web pages for learning web attack.
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Table 1 Memory usage.
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Table 2 Measurement time for constructing the topology.

kAR E DRSS IS5 PR 72
1 & ofkds & B LSRR 25.32 1.20
ERT 7 AN L DLHEE 18.26 1.11

F 3 FHEEHE & FFE (BT )

Table 3 Evaluation items and scores.

FEAIEE B WH | REE(R
BEFEDFHIALSL DD 2 3.7 1.00
B 1k D B AL D 2 4.2 0.60
TR R L DB DD ? 3.6 0.66

7o, IRHEEEAHWTHRICEE T 2L w25, Ly
L, FERCEXLI2LBEOEL LW &, HETHEL
7o, BT DR E AR D TEER TRV E W) 56
I -7z,

5. bV

AEfFE T, 1 HD PC ETFW % WAF 2 8{E 372
WAy NI =27 2 ES LAY VT =2 XF 2 T 4%
B AT L2 L. FHIOMRER, +v b —2 &
Fa) T4 ERFEETL) A CRFRFEHEEZHEONL D
LGy otz. L L, EERNEEE LT 9 2 Ty
RENTWDL Z g nroi:.

HSHOFFEE LT, EfiTiEL Ay bT -2 EF )
TAEEOEM, $72, LV EERNLEFEHOTEDDI,
R AT DI, PeF o788 — 0 OWEE HEIRICERT
ARBHEI -V oy e flARAL I 22 T0A.

SE X

(1] “FHC 26 FEEEAIET 7 & 24T 2 S5 O FRERA, AT
(http://www.npa.go.jp/cyber/research /h26/
h26countermeasures.pdf) (Jan. 2015).

[2] Cisco Networking Academy, available from (http://www.
netacad.com/) (Oct. 2015).

(3] BB, ARERGA, HHESE Y Ay T —
TN X BN 72 7 Ty 2 THiEREE AT A, B
Ol (E S CRE, Vol.J96-D, No.7, pp.1585-1594 (2013).

M JFER BV =y A L2y b7 — 7 HEEEE
SRV AT AORGE, TREMLHES S5 SCEE, Vol.52, No.3,

934



BERIEF=EHEE Vol.57 No.3 931-935 (Mar. 2016)

pp.1412-1413 (2011).

[5] User-Mode-Linux, available from
(http://user-mode-linux.sourceforge.net/).

[6] Hping, available from (http://www.hping.org/).

[7] SWT, available from (https://www.eclipse.org/swt/).

B fE (EELER)

2014 FFE B RF BT FH 2%, /4R
EPNE NG Ova e M|t =B S
WA, BUEICED., 2y N T —
¥ ) T4 OFBEIIRICHET B0
ZEIZTEE.

A0 HA (ExH)

2008 4F- KK F R 5 b 1% Hkt 25
FHE LRI T, EL (e
). 2014 4F XU rE R LA
M2 VHEICEL, L34 b
=7, MRy N — 2 1ZBT A
ZEICHESE. ETIEHBEYS, HRE
44, IEEE % 4&H.

HO EM (E2BE)

1988 4F —H R RAFAE LR IE T .
FI4E () 2 B B i AR
. 1992 4EFHLIL T3 & > & — 5t
/. H. 2001 4 KBERS I BIERET 2
o WhoeRH R T, Mt (T
). 2002 AT RS T AR IE A
FHBEIE. 2008 AEAKSEEIZE 4, BAEICES. Tk
KR AHREEL Y ¥ —BE %, BilA Y b U -2
I, H0E Y AT AR5, ¥ ICT IS 2RI s, &
THRBESEE, BERRES, %5 AT 2 HHFE,
IEEE %4 H.

© 2016 Information Processing Society of Japan 935



