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An idea on advertising selection model
for privacy preservation of free emails

NGUYEN XUAN NGHIAT" MASAHIRO FUJITA
MASAKATSU NISHIGAKI™

Abstract: In this paper, we propose an idea on advertising selection model to improve user privacy while maintaining the
recommendation accuracy of the current free email advertising selection as much as possible. It is considered that most of the
current free email services select recommended targeting ads by analyzing the words contained in the email text. In our proposed
model, an email sender create a “word list” to be used for advertising selection by extracting only nouns from the email text and
send it with an “encrypted email text” to a free email service. The free email service provider (the email server) can derive
recommended ads to an email recipient by applying the word list to the current advertising selection algorithm. The encrypted
email text is delivered to the recipient via the email server (the decryption key has been shared in advance between the email sender
and recipient). This method provide only the nouns of emails to the free email service provider, and thus we consider that the user
privacy is improved. This method can use the existing advertising selection algorithm, and therefore it is expected that the
advertising recommendation accuracy is kept.
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