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A Shoulder-Surfing Resistant User Authentication
by Using Mental Task and Anti-Peeping Motion
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Abstract: Shoulder-surfing is one of big threats to user authentication for mobile devices. A typical method of resisting
shoulder-surfing is challenge-response. However, almost all conventional methods require excessive amount of mental task (e.g.,
memory or time consumed) and/or possession of the device only for user authentication of users. These methods have a problem
of reducing the usability. In this paper, we propose the method that combines use of physical task (anti-peeping motion) and
mental task. To require physical task of the user, it is expected to maintain resistance to shoulder-surfing with a much easier
mental task. Moreover, we improve user authentication interface so that users carry out physical task without feeling
uncomfortable. We evaluate that our method prevents shoulder surfing and reduction of usability.
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