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Proposal of Multivariate Encryption Scheme Using Cubic Map

TAKANORI YASUDAY'®  KOUICHT SAKURAT 2

Abstract: Multivariate Public Key Cryptosystems are candidate of post-quantum cryptography. As an
encryption scheme in Multivariate Public Key Cryptosystems, SQUARE was proposed, but can be applied
the differential attack effectively to. SQUARE employs squaring map over a finite field, whereas we propose
an encryption scheme CUBE which employs cubing map in this paper. In general, multivariate encryption
scheme using quadratic polynomials is more insecure than that using cubic polynomials, but its key size is
less than that for cubic polynomials. In this paper, we compare these key sizes under the same security level.
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