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Abstract: Many data loss incidents by human error have been reported. This paper proposes a data loss
prevention system, called TA-Salvia, caused by human error. TA-Salvia uses dynamic taint analysis function
of Argos to track data flow in user processes. Users can specify data distribution scope in data protection
policy. TA-Salvia prevents data loss based on the policy. This paper proposes about concept of TA-Salvia
and describes its design and implementation. TA-Salvia is evaluated by real applications published on the
Internet and we confirmed data loss prevention.
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